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Suscripcidon a Coveware Incident Response con contrato de nivel de servicio de 15 minutos
Garantia contra ransomware de hasta 5 millones de USD con Veeam Technical Account Manager

Equipo SWAT disponible las 24 horas, los 7 dias de la semana, los 365 dias del afio y gerente de cuenta
de soporte dedicado

Servicios de incorporacion, disefio e implementacion y controles de evaluacion de seguridad trimestrales



VMware vSphere 6.x — 8.0U2
VMware Cloud Director 10.1 —10.5.x
Microsoft Windows Server Hyper—V 2012 — 2022

Azure Stack HCI

Para Veeam Backup & *Compatible con Microsoft Hyper=V Server (hipervisor gratuito)
Replication v12.3 *Las instalaciones de Server Core son totalmente compatibles

Nutanix AOS 6.5 or later

Red Hat Virtualization 4.4 SP1 only (RHVM 4.5.0 or later)
Oracle Linux Virtualization 4.5.4 or later

Proxmox Virtual Environment 8.2 or later

Plataformas
Compatible




I Agentes (Cargas de trabajo fisicas o virtuales)

P I atafO rm a S * Microsoft Windows Server 2008 R2 SP1 — 2022
.  Microsoft Windows 7 SP1—11 24H2
CO m p atl b I e *Se admiten las instalaciones de Server Core
« La mayoria de las distribuciones de Linux mas populares (
Para Veeam Backup & )

Replication v12.3

Mac OS 10.13.6 High Sierra — 15 Sequoia
IBM AIX7.1—-7.3TL2

Oracle Solaris 10 1/13, 11.0—-11.4
* Compatible con SPARK y x86



https://helpcenter.veeam.com/docs/agentforlinux/userguide/system_requirements.html?ver=60
https://helpcenter.veeam.com/docs/agentforlinux/userguide/system_requirements.html?ver=60

e File Shares (SMB and NFS)
* Enterprise NAS systems:

Plataformas
. * NetApp Data ONTAP (SnapDiff support)
CO m patl b I e * Lenovo ThinkSystem DM Series

* Dell PowerScale (Anteriormente Isilon)
Para Veeam Backup & * Nutanix Files Storage

Replication v12.3 * Depositos de almacenamiento de objetos:
* Repositorios de almacenamiento de objetos compatibles con S3
* Almacenamiento de objetos Amazon S3

 Almacenamiento Blob de Microsoft Azure
* ONTAP FSx




Plataformas
Compatibles

MS SQL 2014 SP3 — 2022
Oracle 11gR2 —23c

SAP HANA 1.0 and 2.0 both on Linux and Power (Consulte la
Guia del usuario)

MongoDB 5.0 - 8.0
IBM db2 10.5, 11.1, 11.5 on Linux, Power and AIX

by Veeam Backup &
Replication v12.3

EntralD




Dos modelos de licenciamiento

Por-Socket

Modelo heredado. Aun disponible para clientes
existentes.

Veeam Backup & Replication se licencia por el
numero de sockets de CPU en los hosts
protegidos.

La licencia sblo es necesaria para los hosts de
origen, es decir, los hosts en los que residen las
maquinas virtuales de las que realiza copias de
seguridad o réplicas. Los hosts de destino (para
trabajos de replicacion y migracién) no
necesitan licencia.

Basado por instancias (VUL)

Nuevo modelo. Es mas flexible y puede
utilizarse en diferentes productos.

Las instancias son unidades que puede utilizar
para proteger sus cargas de trabajo virtuales,
fisicas o basadas en la nube.

Debe obtener una licencia con el numero total
de instancias para las cargas de trabajo que
planea proteger en Veeam Backup &
Replication.

[ veeam



Licenciamiento

Dos tipos de Licenciamiento

Perpetuo

Licencia permanente. El periodo de soporte y
mantenimiento se incluye con la licencia y se
especifica en meses o anos.

La Licencia Perpetua incluye un contrato de
Soporte y Mantenimiento Basico o de
Produccion durante el primer afo.

El plazo maximo de prepago de Soporte y
Mantenimiento para una Licencia Perpetua es
de tres anos.

Suscripcion

Licencia que expira al final del plazo de
suscripcion.

La licencia de suscripcion incluye un contrato de
soporte y mantenimiento de la produccion
durante todo el periodo de vigencia de la
licencia.

El plazo de la licencia de suscripcion suele ser
de 1 a 3 aiios a partir de la fecha de emision de
la licencia.

El plazo maximo de prepago de una licencia de
suscripcion es de cinco afnos.

[ veeam
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Componentes
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Arquitectura y Componentes Basicos

Descripcion General
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Consola Backup Proxy Backup Server Backup
VBR Repository
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Instalacion
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Arquitectura y Componentes Basicos
Instalacion

Descargue la versidn mas reciente del archivo .ISO desde https://my.veeam.com/my—products. Registrese si es necesario.

® & All Veeam Products
Log In to Access Your Account _ Product downloads
Access Veeam My Account or Veeam Data Cloud (formerly Cirrus) backup services by selecting from the

login options below:
. - ] You have new available updates

o
My Account Veeam Data Cloud My subscription products
(Formerly Cirrus) -
i ing: il ice: L) Veeam Data Platform Veeam Data Platform
NEW 12.3 RELEASE Log in to access and manage the following: Log in to access your backup service: u s o o
* Support Cases (incl. Veeam Data Cloud) * Veeam Data Cloud for Microsoft 365 u
* License management + Veeam Data Cloud for Microsoft Azure $
Evolve with GenAl & * Product downloads + Veeam Data Cloud Vault Veeam Recovery Veeam Backup &Replication Veeam ONE Veeam Backup &
. * Renew and add more licenses * Veeam Insights for Microsoft 365 Orehestrator Version:12.3 Version: 12.3 Replication
Microsoft Entra ID backu +] Version: 71 Details Details Version: 12.3
Details Details
'uis.rrmsuueda@vaeam.mm ‘ ‘ Product ~ ‘

Veeam Data Platform

C DOWNLOAD (13.9 GB) ) ( DOWNLOAD (12.7 GB) ) DOWNLOAD (2.4 GB) DOWNLOAD (12.7 GB)

Region ~ ‘

SEE WHAT'S NEW
[ Keep me loggedin Reset My Password

DOWNLOAD LOGIN LOGIN |E

Veeam Service Provider Console

Veeam Data Platform Advanced
Version: 12.3  Details

Don't have an account? Sign Up You wil be redirected to the app Login page Version:81 Veeam Backup &Replication Veeam ONE
Details Version: 12.3 Version: 12.3
Log in or register with your social account Need Support? Log in to My Account Details Details

||
G ﬁ um ( DOWNLOAD (12.7 GB) ) ( DOWNLOAD (2.4 GB) )
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Arquitectura y Componentes Basicos

Instalacion

Enla Veeam Backup & Replication - >

5#3' Install Veeam Backup & Replication

I_ N Weeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data.

NE' Install Veeam Backup Enterprise Manager

J Weeam Backup Enterprise Manager is an optional web-based management and reporting
console for Veeam Backup & Replication. It provides a single pane of glass for larger
environments with multiple backup servers.

N|=] Install Veeam Backup & Replication Console

I!EJ Weeam Backup & Replication console is 2 Windows-based graphical user interface client
for managing backup servers.

€ View Documentation

[ veeam



Arquitectura y Componentes Basicos

Instalacion

E'ﬁ Veeam Backup & Replication - X E'ﬂ Veearn Backup & Replication - X
License System Configuration Check
Provide license file for Veeam Backup & Replication. System is being verified for potential installation problems.

Select license provisioning method:
Setup could not automatically install required system prerequisites.
A& Sign in with Veeam Browse license file Please install missing components and click "Retry" to continue,

License details:

Subscription, Suite, 60 Instances, License expires on 03/08/2024 Requirement Status
Microsoft .NET Framework 4.7.2 Q Passed
Update license automatically (enables usage reporting) Microsoft Visual C++ 2015-2019 Redistributable @ Passed
Download and install new license automatically when you renew or expand your contract. This requires Microsoft System CLR Types for SQL Server 2014 @ Failed
sending the license ID, the installation 1D, and workload usage counters to Veeam servers periodically. Microsoft Report Viewer Redistributable 2015 @ Passed
Successful usage reporting doubles the number of workloads you can exceed your installed license by. Microsoft PowerShell v5.1 Q Passed
Microsoft Universal C Runtime Q Passed
Microsoft .NET Runtime 6.0.10 Q Passed
Microsoft ASP.NET Core Shared Framework 6.0.10 Q Passed

Back Mext Cancel Back Cancel
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Arquitectura y Componentes Basicos

Instalacion

f_é@ Vesam Backup & Replication - X in':F] Veeam Backup & Replication - x

Ready to Install Database

Installation will begin with the following settings. Choose database engine and instance for Veeam Backup & Replication.

Installation folder: C:\Program Files\Veeam\Backup and Replication Use following database engine: PostgreSQL e
vPower cache folder: C\ProgramData\Veeam\Backup\IRCache

Guest catalog folder: C\VBRCatalog @© Install new instance

Service account: LOCAL SYSTEM (O Use existing instance (HOSTNAME:PORT)
Database engine: PostgreSQL

SQL Server: repo32:5432

Database name: WVesamBackup Database name:

Catalog service port: 9393

Service port: 9392

Secure connections port: 9401 Connect to Postgre5QL server using:

REST API Service Port: 9419

Check for updates:

Automatically

@ Windows authentication credentials of service account

(O Native authentication using the following credentials:

Username:

Password:

£ Customize Settings - Back Cancel Back Next Cancel
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Base de Datos de
Configuracion
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Base de Datos de Configuracion

* Almacena datos sobre la infraestructura de copia de seguridad, trabajosy
sesiones.

* Desdelav.12, el instalador de VBR instala por defecto PostgreSQL. Se puede
cambiar a Microsoft SQL.

* DB se puede migrar de MSSQL a PostgreSQL y viceversa.

* DB puede instalarse localmente (en la misma maquina que el servidor de copia
de seguridad) o remotamente.

* La copia de seguridad de |la base de datos de configuracion es la forma en que
VBR se “respalda a si mismo”.

DB se puede restaurar en otro servidor VBR.

am Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Desglose
Detallado de
Componentes
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Arquitectura y Componentes Basicos

Ejemplo de Copia de Seguridad

Backup Server

00 oo

Backup Proxies

\_M R\ "\

Equilibrio de cargas

ERT—
|

\ %

—> Tréfico de Respaldo
v 2> Trafico de Gestion
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Backup Repository




Backup Proxy
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Arquitectura y Componentes Basicos

Backup Proxy

Tipos Funciones

VMware Recuperacion de datos de maquinas virtuales
VMware CDP del almacenamiento de produccion

Hyper-V On-host Compresion

Hyper-V Off—host Deduplicacion

Nutanix AHV (Appliance) Encriptacion

Red Hat Virtualization (Appliance) Enviar datos al repositorio de copias de
seguridad (copia de seguridad) o a otro proxy

Fresnes (et de copias de seguridad (replicacion)

General Purpose (NAS, File shares, Physical
Servers Off—host backup)

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.




Arquitectura y Componentes Basicos

Backup Proxy

Backup Server

0 0o o

@ Data Mover

\

¥
(0] >

Backup Proxy
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Backup Proxy
(VMware)
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Arquitectura y Componentes Basicos

VMware Backup Proxy Modos de Transporte

Red

En este modo, los datos se recuperan a través del
host ESXi a través de LAN utilizando el protocolo
de dispositivo de bloque de red (NBD).

1. El proxy envia una solicitud al host ESXi para
ubicar la maquina virtual en el almacén de
datos.

2. El host ESXi localiza la VM.

3. VBRIleindica a VMware vSphere que cree una
instantanea.

4. El host ESXi copia bloques de datos de la
maquina virtual desde el almacenamiento de
origen y los envia al proxy a través de LAN.

5. El Proxy envia los datos al Repositorio.

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners

Backup Server
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9 ;° Backup Backup
h Proxy Repository
Sistema de

Almacenamiento



Arquitectura y Componentes Basicos

VMware Backup Proxy Modos de Transporte
Virtual Appliance

Este modo proporciona un mejor rendimiento que el | Backup Repository
modo de red.

El servidor de respaldo envia una solicitud al host ESXi
para ubicar la maquina virtual en el almacén de datos.

6/
\’

VM

1. El host ESXi localiza la maquina virtual. M smamehot
2. VBR activa VMware vSphere para crear una T
instantanea de la maquina virtual.

3. Los discos de la maquina virtual se conectan (se m VM
agregan en caliente) al proxy.
4. VBR lee los datos directamente desde los discos
@ &=
@
%

VM Disks
conectados al proxy.
5. Cuando se completa el procesamiento de la maquina
virtual, los discos de la maquina virtual se
desconectan del proxy y se elimina la instantanea de
la maquina virtual. Sistema de

Almacenamiento

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Arquitectura y Componentes Basicos

VMware Backup Proxy Modos de Transporte

. . Backup Server
Acceso Directo Al Almacenamiento P

En este modo, VBR utiliza VMware VADP para el
transporte directo de datos de VM a través de SAN
(FC, FCoE, iSCSI).

1. El proxy solicita la ubicaciéon de la maquina virtual a

s i 0 /@ @
2. Elhost ESXi ubica la maquina virtual.

El VBR activa una instantanea de la maquina virtual.
4. Elhost ESXi recupera metadatos sobre el disefio de los
discos de la maquina virtual en el almacenamiento.

5. Elhost ESXi envia metadatos al prox f—— | <@ * —@-> W
| , o o @ r)

6. Elproxy usa metadatos para copiar bloques de datos | A

w

de la maquina virtual directamente desde el e o Backup Proxy = Backup Repository
almacenamiento de origen. Vol

7. Elproxy procesa los bloques de datos copiados y los (1) oj\

envia al destino. .
Sistema de

Almacenamiento

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Backup Proxy
(Hyper-V)
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Arquitectura y Componentes Basicos

Volume Shadow Copy Service (VSS)

u Writers AR

Volume Shadow Copy Service (VSS)

—> Solicitante

Proveedor del Sistema

O ©

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective o
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Arquitectura y Componentes Basicos

Hyper—V Modos de Respaldo

On—Host Backup Server

El procesamiento de los datos de copia de seguridad
ocurre en el nodo Hyper-V que aloja las maquinas
virtuales, utilizando shadow copies no-transportables,
utilizando el proveedor de software VSS. o

1. VBR consulta VM vy del host de virtualizacion de
Microsoft Hyper-V.

2. VBRindica a Microsoft Hyper-V VSS que cree una copia
de la maquina virtual en un momento dado, utilizando
un snapshot de volumen o un punto de control de la

VM. -®-> =23 @

3. Veeam Transport Service lee los datos de la maquina |

Hyper-V

Data Mover
virtual desde el snapshot o punto de control y los ? | BaCkUp Repository
transfiere al repositorio de copias de seguridad. A
, . . —@»—> (111111
4. Después de la transferencia de datos, VBR solicita a m e
Microsoft Hyper-V VSS operaciones de limpieza. Sistema de Volume Snapshot

Almacenamiento

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Arquitectura y Componentes Basicos
Hyper—V Modos de Respaldo

Off—Host

El procesamiento de datos para las copias de seguridad se
delega en un nodo Hyper-V independiente y no agrupado,
utilizando shadow copies a través del proveedor de
Hardware VSS ofrecido por el proveedor de almacenamiento
SAN.

Backup Server

1. VBR consulta los detalles de la maquina virtual y del host
de virtualizacion de Microsoft Hyper-V. .
2. VBRindica a Microsoft Hyper-V VSS que cree una copia

®
<
=
—
<
B8
<
B8
®
®
®

puntual de la maquina virtual mediante un snapshot de
volumen o un punto de control de la maquina virtual. =~ —9» i

3. Veeam Off-host Proxy lee los datos de la VM desde el D) =i = .
snapshot o punto de control y los transfiere al | 3 Backup Repository
repositorio de backup. ? |

4. Después de la transferencia de datos, VBR solicita a O _09 T
Microsoft Hyper-V VSS que realice operaciones de
limpieza. Sistema de Volume Snapshot

Almacenamiento

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Backup para Nutanix,
Red Hat, Oracle Linux,
Proxmox VE



Arquitectura y Componentes Basicos
Nutanix AHV

Veeam Backup para Nutanix AHV utiliza las capacidades nativas de
Nutanix AHV para crear copias de seguridad a nivel de imagen y no
instala software de agente dentro de las maquinas virtuales para :
recuperar los datos. o-

Nutanix AHV Backup Server with
Appliance Nutanix AHV Plug-in

| Trabajador

1. Elbackup appliance de Nutanix AHV inicia un trabajo de copia de @

seguridad, transmitiendo los datos de sesién a VBR. %
2. Utilizando la API REST de Nutanix, se vincula con el cluster AHV ARV —_—
de Nutanix, generando snapshots para todas las maquinas —&y)—>
virtuales o dominios de proteccion designados. Después [ ——— | ] oy
establece un grupo de volumenes en el cluster AHV de Nutanix. I Backup Repository
3. Elappliance Nutanix AHV despliega un trabajador, montando e
discos VM en el trabajador a través de iSCSI. M
4. Eltrabajador recupera los datos de la maquina virtual a nivel de J -
bloque, aplicando compresion y deduplicacion, y transmite los Sistema de
datos al repositorio de copias de seguridad. Almacenamiento

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Arquitectura y Componentes Basicos
Red Hat Virtualization & Oracle Linux Virtualization Manager (oVirt)

Veeam Backup para RHV/OLVM utiliza las capacidades nativas
de oVirt para crear copias de seguridad a nivel de imagen y RHV/OLVM Backup Server with

no instala software de agente dentro de las maquinas Appliance RHV/OLVM Plug-in
virtuales para recuperar los datos. 5 °

1. VBRinicia un trabajo de copia de seguridad, \L Trabajador

transmitiendo.los da.tos al ba,ckup appliance. @
2. El backup appliance interactua con el gestor de

<
virtualizacion a través de la API REST, generando RHV / OLVM e —

spanshots para las maquinas virtuales designadas. W N
Posteriormente, establece una sesion de transferencia de (ry i
imagenes, proporcionando la URL correspondiente.
3. El backup appliance despliega un trabajador, utilizando la a
URL proporcionada para recuperar los datos de la \%
maquina virtual. —
4. Eltrabajador aplica compresion y deduplicacion a los
datos de la maquina virtual antes de transmitirlos al
repositorio de copia de seguridad designado.

| Backup Repository

Sistema de
Almacenamiento

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Arquitectura y Componentes Basicos

Proxmox VE

Veeam Backup para Proxmox VE utiliza capacidades nativas para Backup Server W't,h
. : . . : Proxmox VE Plug-in
crear copias de seguridad a nivel de imagen y no instala software

de agente dentro de las maquinas virtuales para recuperar los a_
datos.

1. Lanza un trabajador en el host donde se encuentra la

maquina virtual. Si no hay ninguno desplegado alli, Veeam %
Backup para Proxmox VE utiliza un trabajador de otro host C—
conectado. _ee ‘I

2. Se conecta al servidor Proxmox VE y crea un snapshot de [ —— | -
copia en escritura de la maquina virtual procesada. Backup Repository

3. El trabajador lee los datos de los discos de la maquina
virtual, los compara con la snapshot creada en el paso 2,
excluye los cambios y transfiere la data al repositorio de
destino en el formato nativo de Veeam.

4. Elimina la snapshot creada y suspende el trabajador cuando
finaliza la sesion de copia de seguridad.

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Como anadir un
Backup Proxy
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Arquitectura y Componentes Basicos

Cémo anadir un Backup Proxy? Ejemplo VMware.

Add
Proxy P Prox
Manage Proxy

Backup Infrastructure

4 H Backup Proxies

— e)me .
e Out of Date 2) q-vbr1appl1.demolab.local

e Unavailable 2)
5 Backup Repositories
% Unavailable (1)
fi Extemal Repositories
51! Scale-out Repositories
74, AWS 3 Repository
4, SOBR

.
i

.

Upgrade

ha-vbrlappl1.demolablocal

&
)

haevbrlinxpxy1.demolab.local

3

2° hq-vbr1inxpxy1.demolab.local
hg-vbrintxpxy!
ha-vbripxy1.demolab.local

5 hq-vbripxy3.demolab.local

ssfoafcsl

VMware Backup Proxy

£51, SOBR with Azure Capacity Tier

5 WAN Accelerators
7] Service Providers
(' SureBackup
> Application Groups
&b, Virtual Labs
(£ Managed Servers
4 i VMware vSphere

.

.

4 35 VMware Cloud Director

FA Linux

£3 Nutanix AHV
s AWS

A Microsoft Azure
El; Out of Date (1)
s Unavailable G)

/n\ Home
gj-: Inventory

(75'3 Backup Infrastructure

(@5 storage Infrastructure

Tape Infrastructure

 VMware Cloud Director Cloud Hosts
Microsoft Windows

Type

Agent
VMware
VMware
VMware COP
Nutanix AHV
VMware
VMware
VMware

Host
hq-vbriappl1.demolab.o...
hg-vbriappl1.demolablo...

haq-vbr1inxpxy1.demolabl...

ha-vbrlInxpxy1.demolab.

pdcsentx01.democenter.int

ha-vbrlpxy1.demolab.local
ha-vbri pxy3.demolab.local
hq-vbr1.demolab.local

hg-vbrl.demolab.local - Veeam Backup and Replication

Description

Created by Powershell at 7/9/2020 2:06:22 AM.
Created by Powershell at 7/9/2020 2:06:18 AM.
Created by Powershell at 7/13/2020 1:24:05 PM.

Created by DEMOCENTER\denis.pirvulescu at 202

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

Name T
[Ii& hg-vbriappl1.demolab.local
B hg-vbriappl1.demolab.local

E hg-vbrlinxpxy1.demolab.local
[5” hg-vbriinxpxy1.demolab.local
[l¢ hg-vbrintepuy?

B hg-vbripxyl.demolab.local

B hq-vbripxy3.demolab.local

B VMware Backup Proxy

Type Host Description
Agent hq-vbriappll.demolab.| Created by Powershell at 7/9/2020 2:06:22 AM.
VMware hq-vbrlappll.demolab.| Created by Powershell at 7/9/2020 2:06:18 AM.
a1 P et S PUTRESSEPEPE-PIEPI v v
x
Add Backup Proxy
Select a type of backup proxy you want to add.
2023..

'—_l General-purpose backup proxy
5 Adds a backup proxy for agent-based backups of NAS, filers, file shares and off-host backups of physical servers.

% VMware backup proxy
Adds a backup proxy for agentless VMware vSphere VM backups.

g VMware CDP proxy
Adds a CDP proxy for agentless streaming ViMware vSphere VM replication.

Nutanix AHV backup proxy
= ( Adds a backup proxy to serve for the Nutanix AHV backups.

Azure proxy appliance
Adds a proxy appliance for improved restore performance to Microsoft Azure.

Cancel




Arquitectura y Componentes Basicos

Cémo anadir un Backup Proxy? Ejemplo VMware.

New VMware Proxy X

Server

Choose a server for VMware backup proxy. You can choose between any Microsoft Windows or Linux servers added to the Managed
Servers which are not assigned a VMware backup proxy role already.

Choose server:

\vor local (Backup server) v| | Add New..
Traffic Rules
Proxy descrip
Review |
Apply
Summary

Transport mode:

|Automaticselection H Choose... |

Connected datastores:

|Automaticdetection (recommended) H Choose... |

Max concurrent tasks:

s Ee
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Arquitectura y Componentes Basicos

Como anadir un Backup Proxy? Ejemplo VMware.

New VMware Proxy X

Server

Choose a server for VMware backup proxy. You can choose between any Microsoft Windows or Linux servers added to the Managed
Servers which are not assigned a VMware backup proxy role already.

vbr local (Backup server) ~ Add New...
Traffic Rules
Proxy description:

Review
Apply

Summary

Transport mode:

- |Automatic selection | Choose..

Connected datastores:

|Automatic detection (recommended) | Choose...

Max concurrent tasks:
16 =

-

< Previous Finish Cancel

Transport Mode X

Backup proxy transport mode:

@ Automatic selection
Data retrieval mode is selected automatically by analyzing backup proxy
configuration and reachable VMFS and NFS datastores. Transport modes allowing
for direct storage access will be used whenever possible.

(O Direct storage access
Data is retrieved directly from shared storage, without impacting production
hosts. For block storage, backup proxy server must be connected into SAN fabric
via hardware or software HBA, and have VMFS volumes mounted.

O Virtual appliance
Data is retrieved directly from storage through hypervisor /0 stack by hot adding
backed up virtual disks to a backup proxy VM. Datastores containing protected
VMs must be connected to a host running backup proxy VM.

O Network
Data is retrieved from storage through hypervisor network stack using NBD
protocol over host management interface. This mode has no special setup
requirements. Recommended for 10 Gb Ethernet or faster.

Options
Failover to network mode if primary mode fails, or is unavailable

[] Enable host to proxy traffic encryption in Network mode (NBDSSL)




Arquitectura y Componentes Basicos

Cémo anadir un Backup Proxy? Ejemplo VMware.

New VMware Proxy X

Server

Choose a server for VMware backup proxy. You can choose between any Microsoft Windows or Linux servers added to the Managed
Servers which are not assigned a VMware backup proxy role already.

Choose server:

\vor local (Backup server) v| | Add New..
Traffic Rules
Proxy descrip
Review |
Apply
Summary

Transport mode:

|Automaticselection H Choose.. |

Connected datastores:

-|Automaticdetection (recommended) H Choose... |

Max concurrent tasks:

s Ee

< Previous Finish Cancel
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Datastores

Connected datastores:
@ Automatic detection

Backup proxy will automatically detect datastores it can backup VM files from.
Available datastores will be rescanned periodically to detect newly added

datastores.
() Manual selection

If the backup proxy cannot detect presence of datastores which it is supposed to
have direct access to, you can try adding those datastores manually.

Datastores:
Mame VM Count Add..
Remove
[0]4 | | Cancel




Arquitectura y Componentes Basicos

Cémo anadir un Backup Proxy? Ejemplo VMware.

New VMware Proxy X
Server Veeam Backup & Replication crea un task por cada
% Serverswhich e not sssgnt s Vkhware back pray roe ateady. ST dded o e Mataged disco VM.
_ Choose server: ’ . s
£ tocal Backup server *| [adnens El nuUmero recomendado de tasks simultaneas se
Traffic Rules s, . .« 7
- deesmpﬂon; calcula automaticamente en funcién de los recursos
root disponibles: 1 CPU Core = 2 tasks concurrentes.
Summary
La mejor practica es reservar 2 CPUy 2 GB de RAM

Transport mode: para las necesidades del sistema operativo.
|Automatic selection | ‘ Choose... |

e Asi, para una CPU de 4 nucleos, se recomienda
|Automatic detection (recommended) | ‘ Choose... |

S configurar 4 tasks concurrentes ((4 CPUs - 2 CPUs) x
- - 2 =4), para una CPU de 8 nucleos - 12 tasks

concurrentes ((8 CPUs - 2 CPUs) x 2 = 12).

< Previous Finish Cancel
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Backup
Repository
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Arquitectura y Componentes Basicos

Backup Repository

Un repositorio es una ubicacion Almacenamiento Directo Deduplicating Storage Appliances
de almacenamiento donde se e Microsoft Windows server * Dell Data Domain

guardan los archivos de copia de e Linux server * ExaGrid

seguridad, las copias de los datos « Repositorio Reforzado (Linux) * Fujitsu ETERNUS CS800

de las maquinas virtuales y los * HPE StoreOnce

metadatos necesarios para la * Infinidat InfiniGuard

restauracion. * Quantum Dxi

El repositorio puede ser una

ubicacién local o remota, y sirve Network Attached Storage Almacenamiento de objetos
como espacio de * SMB (CIFS) share * $3 Compatible
almacenamiento centralizado * NFSshare * AmazonS3

para los datos de copia de * Google Cloud Storage
seguridad y replicacion. * IBM Cloud Object Storage

* Microsoft Azure Storage

* Wasabi Cloud Storage

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Arquitectura y Componentes Basicos

Backup Repository

Hay muchos tipos de archivos que puedes encontrar en el repositorio de copias
de seguridad. Aqui esta la lista de los mas utilizados:

.vbm — backup chain metadata file

.vbk — full backup file

vib — incremental backup file

.vrb — reverse incremental backup file

.bco — Respaldo de configuracion. file

.vsb — virtual full backup for tapes

.vlb — archived log backup file

.vsm — Microsoft SQL transaction log backup
.vom — Oracle database log file

.vpm — PostgreSQL transaction log backup

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective o

wners.

.vab — enterprise plug-ins backup file
.vasm — enterprise plug-ins backup metadata file
.vacm — enterprise plug-ins backup job metadata file

.vblob — file that stores data from the file share (NAS)
backup job

.vindex — binary metadata file that describes backup files
(names and versions) of file share backup job

.vslice — binary metadata that describes allocation of data
in VBLOB backup files



Arquitectura y Componentes Basicos

Ejemplo de Repositorio de Copias de Seguridad de Windows

Backup Server

0 0o o

@ Data Mover

@ Data Mover

¥
(0] >

Backup Proxy

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners

—
>
=2

Windows Backup Repository



Arquitectura y Componentes Basicos

Ejemplo de Repositorio de Copias de Seguridad SMB

Backup Server

[ (2 0 D
Hypervisor
Data Mover Data Mover

N —
& > @ >
=
Backup Proxy Gateway SMB Backup Repository

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Arquitectura y Componentes Basicos

Ejemplo de Repositorio de Almacenamiento de Objetos

Backup Server

Gateway

[ (2 0 (D
Hypervisor

> Wil

@

Backup Proxy

Cloud-based OR On—premises
Object Storage

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Como anadir un
Repositorio de Copias
de Seguridad



Arquitectura y Componentes Basicos

¢Como anadir un repositorio? Ejemplo de

Backup Repository

Repository Reposito
Manage Repository

Backup Infrastructure

4 B Backup Proxies

% Unavailable (1)
Fi Extemal Repositories
3! Scale-out Repositories
F, AWS S3 Repository
5, SOBR
£5% SOBR with Azure Capacity Tier
£ WAN Accelerators
Service Providers
4 (4, SureBackup
(7 Application Groups
&b, Virtual Labs

(£ Managed Servers

4 {5 VWMware vSphere

4 BF vCenter Servers
%) vel.democenter.int

£ ve1.demolab.local
4 %8 VMware Cloud Director
33 VMware Cloud Director Cloud Hosts
[ Microsoft Windows
FA Linux
3 Nutanix AHV
s AWS
A Microsoft Azure
e Out of Date (1)
El Unavailable (3)

A Home

B Inventory

= e
= —
Add

Q-

Name T
&% AWS S3 Archive Tier

2 AWS S3 Capacity Tier
e AWS $3 Performance Tier
"o Azure Capacity Tier

£2 Azure Performance Tier

7 Cloud Repository

£2= Configuration Backup Repository
EMC Data Domain

€ ExaGrid

HPE StoreOnce

HPE StoreOnce (Secondary)

@ Object storage repository 6

ReFS Repository

XFS Repository

— L

Storage Infrastructure

‘a-.

QU Tana Infeactnicties

Type
Amazon Glacier

Amazon S3

Windows

Microsoft Azure Blob Storage
Windows

Cloud

Windows

Dell Data Domain

ExaGrid

HPE StoreOnce

HPE StoreOnce

Microsoft Azure Blob Storage
Windows

Windows

Windows

Windows

Hardened

Host
Direct

Direct

hg-vbrirepol.demolab.local

Direct

hq-vbrirepol.demolab.local
demo-cloudconnect.democenter.int
hg-vbr1.demolab.local

Gateway (auto)

172.21.238.39

Gateway (auto)

Gateway (auto)

Direct

ha-vbrirepo1.demolabilocal
hq-vbrlappl1.demolab.local
hq-vbriappl1.demolab.local
hq-vbrlappl1.demolab.local
hq-vbriinxrepol.demolab.local

Direct Attached Storage.

Path
amazonS3:/demo-
amazonS3:/demo-
R\AWS $3 Perform
azureBlob://demc
R:\Azure Performar
\Demo\admin
Z\Configuration Bi
ddboost//172.21.i
/home/svc-exagrid
storeonce://172.21
storeonce://172.21
azureBlob://hqvb
R\ReFS Repository
TASOBR Extent 1
U:\SOBR Extent 2
V:\SOBR Extent 3
/veeam/xfs_reposit

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

Add Backup Repository

Select the type of backup repository you want to add,

&= Direct attached storage

Afim e aol ini o snmonessible lnbasmal ae dicsss abbaabead Thia £ amaklas daba

Direct Attached Storage

Select the operating system type of a server you want to use as a backup repository.

Microsoft Windows

Adds local storage presented as a regular volume or Storage Spaces. For better performance and storage
efficiency, we recommend using ReFS.

Linux

Adds local storage or locally mounted NFS share. For better performance and storage efficiency, we recommend
using XFS. The Linux server must use bash shell, and have SSH and Perl installed.

Linux (Hardened Repository)

Requires a Linux server with internal or direct attached storage. This configuration enables protection against
cybersecurity threats with immutable backups. The Linux server must use bash shell and have SSH installed. For
reduced attack surface, minimal Linux installation is highly recommended.




Architecture & Core Components

O-

¢Como anadir un repositorio? Ejemplo de Direct Attached Storage.

New Backup Repository X
Server
—
1 Choose repositary server. You can select server from the list of managed servers added to the console.
—
Name Repository server:

—| local (Backup server) v| | Add Mew... |

ar i —

Repository

& 119.9 GB 59.4 GB
Mount Server @\ 199.9 GB 155 GB
Review
Apply
Summary

< Previous | | Next = Finish

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Architecture & Core Components

~

¢Coémo anadir un repositorio? Ejemplo de Direct Attached Storage.

New Backup Repository X

~— Repository
=71 Typein path to the folder where backup files should be stored, and set repository load control options.

= Storage Compatibility Settings X
Name Location - [“] Align backup file data blocks (recommended)

Path to folder: Significantly improves backup and restore performance while reducing storage
Server - IC:\ ] I Browse... I CPU usage by avoiding unaligned I/O. Increases backup size by less than 2%.

FEES = Gty <Unknowns vepaas] I (1 Decompress backup file data blocks before storing

— ‘ ' Source data mover compresses data according to the backup job compression

W= Free space: <Unknown> ; e 2 : 2
Mount Server settings to minimize LAN traffic. Uncompressing the data before storing allows

for better deduplication ratio on most deduplicating storage appliances.
Load control

Review Running too many concurrent tasks against the repository may reduce overall perfformance, and - [] This repository is backed by rotated drives

cause |/O timeouts. Control storage device saturation with the following settings: Backup jobs pointing to this repository will tolerate the disappearance of
Apply - [] Limit maximum concurrent tasks to: 4 E‘ previous backups by creating a new full, and track the repository volume

location across unintentional drive letter changes.

[ = Nhen a drive is changed:
Summary - [] Limit read and write data rate to: 1 2|MB/fs Whena drive s chang

Continue existing backup chains (if present) v

- [“] Use per-machine backup files (recommended)

Improves backup performance for storage devices benefiting from multiple I/O
streams, such as enterprise grade block storage and deduplicating storage
appliances. Enables additional backup management functiconality.

s

Click Advanced to customize repository settings. - “ Advanced... ‘

[ < Previous 1| Next > ' Finish \ Cancel }
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Architecture & Core Components

¢Coémo anadir un repositorio? Ejemplo de Direct Attached Storage.

New Backup Repository

~—, Mount Server
=70 Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries).
E70 Instant recoveries require @ write cache folder to store changed disk blocks in.

=

Mount server:

- [hq-vbﬂ.demolab.local (Backup server) V\ [ Add New... }

Instant recovery write cache folder:

Repository IS [C:\IRCache || Browse.. |
_ Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly

recovered machines. We recommend placing the write cache folder on an SSD drive.

Name

Server

Review - [~ Enable vPower NFS service on the mount server (recommended) { Ports... ]
Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM.

Apply vPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM.

Summary

< Previous ‘ I Next > I Finish ) Cancel
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Scale-Out
Backup
Repository
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Arquitectura y Componentes Basicos

Scale—Out Backup Repository

Un sistema de repositorio
escalable con soporte de
almacenamiento multinivel.

Incluye un nivel de performance
(almacenamiento local o
compartido) y puede ampliarse
con niveles de capacidad y
archivado, lo que proporciona un
escalado horizontal para diversas

hecesidades de almacenamiento.

Performance Tier
(7

Direct Attached Network Attached Deduplicating Object
Storage Storage Storage Appliance Storage

F Capacity Tier
-

Object
Storage

Amazon S3 Glacier OR Azure Archive Storage
(debe coincidir con el proveedor desde el que se mueven los datos al nivel de archivo)

Archive Tier
©

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.



Arquitectura y Componentes Basicos

¢ Como afadir/configurar el repositorio de copias de seguridad Scale-Out?

New Scale-out Backup Repository X

Name
Type in a name and description for this scale-out backup repository.

==
e

lScaIe-out Backup Repository{

Performance Tier

Description:
Placement Policy Created by DEMOCENTER\pavel.kosarev at 2024-05-08 14:33,
Capacity Tier
Summary

< Previous Next > Finish Cancel |
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Arquitectura y Componentes Basicos

¢ Como afadir/configurar el repositorio de copias de seguridad Scale-Out?

7
Edit Scale-out Backup Repository X\
a Performance Tier
= Select backup repositories to ’ -

Ct:[j%_[’_'l /E,xtents X\
Select backup repositories to include in this scale-out backup
Name Bt repository.
Nz Add...
Name Type Add... Remove
Placement Policy
Advanced Settings X
Capacity Tier
[M] Use per-machine backup files (recommended)
Summary Improves backup performance for storage devices benefiting from muiltiple I/0
streams. This is the recommended setting when backing up to enterprise grade
block storage and deduplicating storage appliances.
[[] Perform full backup when the required extent is offline
When a repository extent with previous backup files cannot be reached, jobs will
perform an active full backup instead of failing to create an incremental backup.
Scale-out repository must be sized appropriately to handle multiple fulls.
I OK l | Cancel \
¢ Gencd |
T Laned | [ [atnces | G
< Previous ‘ ‘ Next > ‘ ‘ Finish ‘ ‘ Cancel ‘
. J
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Arquitectura y Componentes Basicos

éCé nadir/configurar el repositorio de copias de seguridad Scale-Out?

omo an

. ;
Edit Scale-out Backup Repository X\
— Placement Policy
=3 Choose a backup files placement policy for this perfformance tier. When more than one extent matches the placement policy,
,:t - backup job will choose the extent with the most free disk space available.

Name - ® Data locality

All dependent backup files are placed on the same extent. For example, incremental backup files will
be stored together with the corresponding full backup file. However, the next full backup file can be

Performance Tier
created on another extent (except extents backed by a deduplicating storage).

Customize... -

Capacity Tier Incr
Prq Backup Placement Settings ices. Note that
Summary los|
Extents:
Spd
Name Allowed backups Edit...
.- SOBR Extent 1 All backu
) )
Ei{ SOBR Extent 1 Extent Settings X
Ees
Allowed backup files:
Full backup files
- [] str [ Incremental backup files
By cy, we will violate it
to | ok | ’ Cancel l backup jobs fail in
suq )
oK || Cancel ||
N | Cance
h

J
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Arquitectura y Componentes Basicos

¢ Como afadir/configurar el repositorio de copias de seguridad Scale-Out?

v )

/

Edit Scale-out Backup Repository

Capacity Tier

=
= Specify object storage to copy backups to for redundancy and DR purposes. Older backups can be moved to object storage
E__L]—E—t} completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Pl

Name - [ Extend scale-out backup repository capacity with object storage:
e I<Click Choose to pick object storage> | I Choose...
Placement Poli [[] Copy backups to object storage as soon as they are created

% X\’ ackups copied to

Override

rdow

[-t backup files sooner if scale-out backup repository is reaching capacity
: orage completely

Offload until used space is below: ,90 =
L —-

[ ok | cancer |

J

Password:
v Add...

Manage passwords

Offload window: Any time

Health check: Disabled

<Previous || Apply | faeh | Cancel

%
) [overice.. | (N

/

.
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SureBackup,
SureReplica

& Virtual Lab
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Funciones Avanzadas

SureBackup, SureReplica & On-Demand Sandbox

SureBackup _
Y
Permite realizar automaticamente pruebas de
recuperabilidad, verificacién y anélisis de m m m Verification
o Mg Mg WQ Report

contenido de las copias de seguridad realizadas AN

correctamente.
y 5 ] Virtual Lab
cComo: Hypervisor —

3 <

1. Inicia las maquinas virtuales en un entorno T
. . . — m|
de laboratorio virtual aislado.

2. Realiza un conjunto de pruebas. Backup
3. Envia un informe de estado a su buzon de Repository

correo electroénico.

. Especificar las Programar
Clreel C sl ) Sl G o) Prurc)abas Dentro Trabg;\jos de
de Aplicaciones de SureBackup T [ i ST

Crear Laboratorio Virtual

Recibir el Informe
de Verificacion

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.



Funciones Avanzadas

SureBackup Modos de Verificacion

Full Recoverability Testing
Pruebas completas de recuperabilidad

Veeam Backup & Replication publica los equipos
en el entorno aislado y realiza |a verificacion
segun los scripts seleccionados.

Backup verification and content

scan only
Solo verificacion de copias de seguridad y escaneo
de contenidos

Sin publicar las maquinas en un laboratorio
virtual, Veeam Backup & Replication realiza una
comprobacion de la integridad de la copia de
seguridad y su analisis de contenido para detectar
rastros de malware o cualquier otro dato no
deseado o sensible.

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

Mew SureBackup Job *

Name
CE Type in a name and description for this SureBackup job.

|Exchange SureBackup Job Full

Wirtual Lab
Description: L\\T
Application Group Diaily Werification Job|
Linked lobs
Settings
schedule
Backup verification mode:
Surmmary

® Full recoverahility testing (recomrmended)
Runz machines in an isolated environment directly frorm backup and performs tests against live
applications. This ensures recoverability of your production workloads in a DR event.

() Backup werification and content scan only
Performs backup integrity check and its content analysis to detect traces of malware or any other
umivanted or sensitive data, These tests do not require setting up a virtual lab,



Funciones Avanzadas

SureBackup Workflow

i
i 1
m(a m@ W(D Proxy Applianc m@ m@ m@ V Heartbeat | .
I
I

Red d Red Aislada \/ Ping =
ed de
I
e HHHTH m HHHH Vv oo " informe
I

Backup

T < i

N
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Funciones Avanzadas

SureReplica Workflow (VMware only)

© 2024 Veeam Softwa

(>

Proxy Appliance
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re. Confidential information. All rightsreserved. All trademarks are the property of their respec

Red
Aislada

I
I
\/ Heartbeat I
I

V/ Ping —>

v App : Informe
I

Almacenamiento de
Produccidon

N

tive

owners



Funciones Avanzadas

On-Demand Sandbox

Inicie una copia de su entorno de produccion
en cualquier momento para diversos fines de

prueba, seguridad, formacion o resolucion de m m m Proxy Appliance m
© WO WO (]
problemas. | | |
- (N
Todos los cambios realizados en las maquinas Produccion HEHHH m Aislada

virtuales se escriben en redo logs (para copias

de seguridad de maquinas virtuales e

instantaneas de almacenamiento) o se

guardan en archivos delta (para réplicas de
maquinas virtuales). Redo Logs vy los archivos

delta se eliminan después de terminar de

trabajar con el entorno de pruebas bajo
demanda y apagarlo.
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Inmutabilidad
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Inmutabilidad

Definicion de Inmutabilidad:

 Lainmutabilidad se refiere al estado

de los datos que impide modificarlos o
borrarlos.

Ventajas de la inmutabilidad:

e Garantiza la integridad y seguridad de
los datos.

e Ofrece proteccion frente al
ransomware y los borrados
accidentales.

© 2024 Veeam Softwar

e. Confidential information. All rightsreserved. All trademarks are the property of their respe
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Tipos de repositorios inmutables
compatibles

Amazon, S3-compatible y Azure
object storage repositories.

Repositorio Reforzado.
HPE StoreOnce.

Dell Data Domain




Inmutabilidad

Afadir Repositorio Linux Reforzado

(Edit Linux Server )
En el paso Conexion SSH del aSiStente' B if:nz::'r‘:d:::;ls for service cansale cannection, and adjust secure shell (SSH) part number using advanced settings if
especifique las credenciales de un solo =0 o — 9
uso para conectarse al servidor Linux y - 58 ememe = |
desplegar Veeam Data Mover. s 11 » e T =] v|| A

Review SSHpat: |22 O
Veeam Backup & Replication no almacena oot
estas credenciales en la base de datos de feply [¥] Elevate account privileges automatically
configuracin.
Root passward: | essessssssssssd )
Description:

NOTA: La cuenta de usuario que utilice user1
debe ser una cuenta non-root. Ademas,
debe tener el directorio home creado en
el servidor Linux. [ ox [ Gnea || —

. | <previous [ Net> || Finisn || Cancel |/
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Inmutabilidad

Anadir Repositorio Linux Reforzado

Mew Backup Repositary >

Repository
Type in path to the folder where backup files should be stored, and set repository load contral options,

Cuando se afade un repositorio

Marme Location
reforzado, se especifica el periodo de Path to folder:
. ' Server ‘;hgmefrba.;kups | | Brouwse..,

tiempo durante el cual los archivos de ——
copia de seguridad deben ser e = Free space: <Unknown>

ount Server
|nmutab|es Use fast cloning on XFSwolumes (recommended)

: RENE Reduces storage consumption and improves synthetic backup performance,
o - Make recent backups irmmutable for: 7 = | days
FPY e . o
H H Protects backups from modification or deletion by ransormware, malicious insiders and hackers, GFS

Du ra nte eSte perIOdOI IOS d rCh IVOS de < backups are made immutable for the entire duration of their retention policy.

urmimary
copia de seguridad almacenados en este Lo ceriel

Running too rmany concurrent tasks against the repository may reduce overall performance, and
reposrto rlo no pued en mod |flca rse nl cause [F0 tirneouts, Control storage device saturation with the following settings:
b Lirmit maxirum concurrent tasks tor 4 =
orrarse.
[] Limit read and write data rate to: 1 = | bARSs
Click Advanced to customize repasitory settings, Advanced...

< Previous Finizh Cancel



Inmutabilidad

Hacer copias de seguridad inmutables con almacenamiento de objetos

Mew Object Storage Repository ®
Para que los datos sean inmutables, Bucket
. . ape Specify Amazon 53 bucket to use,
Veeam Backup & Replication utiliza |a E prefy

tecnologia que impide que los datos se

Data center:

Marne
borren y permite conservar varias A EU (Paris) v
versiones de los objetos. pucket
_ ‘amroz-hckt | Browvse..,
, . bount Server Folder:
La tecnologia seleccionada depende del . w | Browse..
ey
tIpO de aImacenam'ento de ObJetOS Limit object storage consumptionto: (10 = |TB o
Apply This is a soft lirmitto help control your object storage spend, If the specified limit is exceeded,
. . . Iready running backup offload tasks will be allowed to complete, but no new tasks will be started.
* Object lock and Versioning — Para Surnmary i
J g . - Make recent backups immutable for |30 2 days
Amazon S3 Stora ge, 53 Compatlble, Frotects backups from modification or deletion by ransormuware, malicious insiders and hackers, GFS

backups are made immutable for the entire duration of their retention policy.

IBM Cloud, Wasabi Cloud.

Use infrequent access storage class (may resultin higher costs)
With lower price per GB but higher retrieval and early deletion fees, this storage class is best suited

i Ve rS|On—|eve| WORM and b IOb for long-term storage of GFS full backups. Awoid using it for short-term storage of recent backups.
. . Store backups in a single availability zone (even lower price per GE, reduced resilience)
versioning — Para Azure Storage.

< Prewvious Finish Cancel



Integracion de
Almacenamiento
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Integracion de Almacenamiento

Tipos de Integracion

Integracion Veeam Agent

Integracion VMware Integracion NAS for Windows

Copia de seguridad de
maquinas virtuales VMware
vSphere.

Realice copias de seguridad de Crear copias de seguridad de
archivos NAS compartidos sin Veeam Agent para equipos
esfuerzo. Windows.

Orqgueste snapshots a través de

arrays de almacenamiento.

Restaurar datos a partir de
snapshots de almacenamiento
con Veeam Backup &
Replication.

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners




Integracion de Almacenamiento

Perspectiva General de la infraestructura

C ‘ = = O
Sistema de
Almacenamiento " M Veeam Backup &
ware Replication
........................ OR
S ) ]
=2 @ , e
L | 1By
Storage Volume File Share
------------------------ o) B — Backup Proxy Backup Repository
J/ /N
Agent for Windows
OI111 ) &
Storage Volume
Snapshot
© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners



Integracion VMware

Representacion Cronoldgica

Copia de Seguridad Copia de Seguridad VM

VN

I

I

I

I ré L4 .
| VM Estandar con Integracion de Almacenamiento
I

I o

' o

: VMware | |

! - VMware Snapshot lifetime N Snapshot !

lifetime !

Snapshot
Commit

Snapshot Creation

c
Q
+—

©

g
[®)]
4

o
=

w

@

c
(%]

I/O Intensity \ Performance Impact

T T

Storage Snapshot Storage Snapshot
Creation Deletion

b— = Timeling "= ======= - ff e e e e e e e e e e e e e e e e E e e E e E e E E e E E e e e m e —m - - - - >
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Integracion de Almacenamiento

éComo se configura?

Veeam Backup and Replication

hq-vbrl.demolab.

Veeam Al

Add
Storage
Manage Storage Actions Online Assistant
Storage Infrastructure
-
=
age W= Veeam Backup & Replication integrates with leading primary storage arrays to enable backup and restore of individual machines, individual disks, file shares, guest files and application items from storage
= Add storage. snapshots of production VMFS, NFS and CIFS volumes and their replicas. The Universal Storage API allows qualified storage vendors to easily create fully supported plug-in for any storage model.
— To start using this functionality, register your storage by clicking this text. If you don't see your storage in the list, please check with your vendor for available plug-in.

A Home

Inventory

(B ackup Infrastructure

Storage Infrastructure

Tape Infrastructure

H] Files

’I Analytics

p History

¥



Integracion de Almacenamiento

éComo se configura?

Add NetApp Storage

@ Select your NetApp storage model.

Data ONTAP

- " Adds NetApp FAS/AFF, FlexArray (V-Series), ONTAP Edge/Select/Cloud VSA and FAS OEM storage (such as IBM N
series). VMware integration supports Fibre Channel (FC), iSCSI and NFS protocols. NAS backup integration

supports SMB and NFS protocols,

Element
o2 Adds NetApp Element (SclidFire) or NetApp HCl storage cluster. Only iSCSI connectivity is supported.

Cancel

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.



Integracion de Almacenamiento

éComo se configura?

/Edit NetApp Data ONTAP Storage X

Name
“ Register NetApp Data ONTAP storage by specifying DNS name or IP address.

Management server DNS name or IP address:

[172.21.238.7) | -

Credentials
Description:
VMware vSphere
NAS Filer
Apply Role:

Sommimary - [“] Block o file storage for VMware vSphere

[] Block storage for Microsoft Windows servers
[ NAS filer

< Previous I Next > H Finish H Cancel \
A %

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.



Integracion de Almacenamiento

éComo se configura?

/Edit NetApp Data ONTAP Storage X\
Credentials
Specify account with storage administrator privileges.
Name Credentials:
| | swc-vbr (Netdpp access account, last edited: 1349 days ago)
Credentidls S ——
VMware vSphere Protocol: HTTPS +~
NAS Filer Port: (a3 [2]
Apply
Summary

" < Previous ‘ IlNext_bl " Finish ‘ [ Cancel ‘

- 4
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Integracion de Almacenamiento

éComo se configura?

Gdh NetApp Data ONTAP Storage

VMware vSphere
Specify how this storage can ccessed by VMware vSphere backup jobs.

Name Protocol to use:

Fibre Channel (FC)

Credentials iISCSI
Wi <
[“] Create required export rules automatically

NAS Filer Volumes to scan:

|A|Ivolumes H Choose... ‘—

Apply
Backup proxies to use:

Summary Ihq-vbr1appl1.demolab.local H Choose... ‘-

Mount server:
hq-vbriappll.demolab.local (Created by Powershell at 7/9/2020 2:05:00 AM.) v| | addnew.. SN

< Previous || Next > H Finish ] [ Cancel
- 4

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Integracion de Almacenamiento

éComo se configura?

/Edit NetApp Data ONTAP Storage

Name
Credentials

VMware vSphere

Apply

Summary

.

NAS Filer
Specify how this storage can

ccessed by file backup jobs.

Protocol to use:
SMB
NFS
[] Create required export rules automatically

Volumes to scan:

|AII volumes

| [ |

Backup proxies to use:

|Automatic selection

H Choose... ‘-

< Previous H Apply |

Finish

=

_
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Integracion de Almacenamiento

La pestafa Integracion de la configuracion
de |la tarea de copia de seguridad le
permite determinar si desea utilizar la
tecnologia de copia de seguridad desde

snapshot para crear la copia de seguridad.

Esta activada por defecto.

La copia de seguridad a partir de
snapshots permite aprovechar las
snapshots para el procesamiento de datos
de maquinas virtuales.

La tecnologia mejora RPO y reduce el
impacto de las actividades de copia de
seguridad en el entorno de produccion.

Advanced Settings

x

Mew Backup Job | Backup | Maintenance | Storage | Motifications | U’Sphere| Integration | Scripts x
Storage Primary storage integraticn
= SFEP Enable backup from storage snapshots 4p files produced by
this lUse storage snapshots (instead of VM snapshots) as the data source for
this job. Using storage snapshots reduces impact on the production
. environment from VWM snapshot commit,
ame o -
Limit processed Wk count per storage snapshot to 10 - | ‘ Choose... |
Virtual Machines By default, the job will process all included YMs located on the same
datastore from a single storage snapshot.
_ [ Failover to standard backup o |
Perform standard backup from VM snapshot if backup from storage
Guest Processing cnapshot fails, terlmza s
[ Failover to primary storage snapshot
Schedule Use primary storage snapshots as the data source if backup from
secondary storage snapshot fails. ;
Configure...
Summary
recommend to make
off-site.
k
|
- 4
Save As Default Ok | Cancel |
p J

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.




Integracion de Almacenamiento

Copia de seguridad de snapshot del Almacenamiento Secundario

C ‘ ‘ 4 \ 4
Primary Sistema de Secondary Sistema
Almacenamiento de Almacenamiento Veeam Backup &
l : Replication

)

Storage Volume Storage Volume

2 X
> sk

Backup Proxy Backup Repository

S w

Storage Volume Storage Volume
Snapshot Snapshot

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners



Copia de Seguridad Basada en Snapshots de Almacenamiento

0 0 0
Xi

ES Application-Aware-Consistency; VSS; Pre-/Post-Scripts; Application

Restore switches; Logfile Truncation after Backup

< .................................................................................................................................. >
= VMware Change-Block-Tracking Info
ESXi Host Veeam Backup &
Replication ]
: 7
2 {34

| IOy

Administration; :
Load Balancing  : Backup Repository

A\
Block Level Incremental Forever Backup out of Storage T

m Snapshot with use of VMware Change-Block-Tracking ¥ \
AN
.\ _

Storage

Backup Proxy

Deduplication; Compression; Parallel Processing;
Storage Latency Control; Encryption

—> Tréfico de respaldo
Lo > Management Traffic

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Cinta
(Brevemente)
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Cinta

Veeam Backup & Replication soporta operaciones de cinta nativas.

Dispositivos de cinta compatibles: Linear Tape-Open (LTO3 — LTO9) bibliotecas IBM 3592 (TS1160 & TS1170).
Propdsito: archivo de datos a largo plazo y/o requisitos de cumplimiento.

Estrategia de Copia de Seguridad : se adhiere al método de copia de seguridad «3-2-1»: 3 copias, 2 tipos de soporte, 1
ubicacion externa.

Tipos de datos compatibles para archivar :

* Respaldos de VMs
* Respaldos de Veeam Agent
* Repositorios de copia de seguridad completos, incluyendo repositorios Linux Reforzados
e Datos no estructurados:
* Volumenes de almacenamiento mediante NDMP
* Archivos Compartidos SMB y NFS

 Almacenamiento de Objetos

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Cinta

Resumen de la Infraestructura

Ethernet
[ . 4 4 \ 4 . L J
-
FC/SAS
LR [ = Ex)
e m| "]
S =
. Tape Library
Veeam .Bac‘kup & Backup Repository
Replication Tape Server
© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.



WAN
Accelerator
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WAN Accelerator

Veeam Backup & Replication ofrece tecnologia
WAN acceleration que combine:

 Compresion del trafico de red

e Carga multi-streaming

e Deduplicacién global de datos

e Deduplicacidon de tamafio de bloque variable

Esta combinacion de tecnologias reduce el volumen
de datos transferidos, lo que ayuda a transportarlos
mas rapidamente.

* High Bandwidth Mode es disefiado para
conexiones WAN mas rapido que 100Mbps.

* Low Bandwidth Mode es disefiado para
conexiones WAN mas lento que 100Mbps.

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.
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-) Remote Backup Copy OR .)

Remote Replication Job
Source Target
WAN Accelerator WAN Acceleration

@ Data mover Data mover
Service Service

B B
Source .ackup E Source VM Target .ackup
Repository Repository

Target VM



WAN Accelerator

éComo desplegar?

Home WAN Accelerator

£
Add WAN - eJ Upgrade WAN
A

Accelerator A tor A ator tor
Manage WAN Accelerators Upgrade

Backup Infrastructure
B Q Type in an object name to search for
E Backup Proxies

=

Name Host T

Backup Repositories

External Repaositories

4 Eg.j Scale-out Repositories
% WAN Accelerators - o
S Service Providers

[ E]SureBackup

[ @ Managed Servers

ﬁ Home

¥ Inventory

GE? Backup Infrastructure - o

% Storage Infrastructure

@ Files

&» hg-vbriappll.demol... hqg-vbriappli.de...

hg-vbr1.demolab.local - Veeam Backup and Replication

Description
Created by Powershell at 7/13/2020 5:23:28 PM.

New WAN Accelerator

Review

b Review the settings, and click Apply to continue.

Server Server name:
| o Server type:
Review  cesee

Cache path:

Apply

hg-vbri.demolab.local
Virtual (VMware)

10 GB

C:\VeeamWAN

The following components will be processed on hg-vbri.demolab.local:

Summa
2 Component name

Transport
WAN Accelerator

Status
already exists

will be installed

< Previous Apply Finish

Cancel



WAN Accelerator

éComo empezar a utilizarlo?

/Edit Backup Copy Job

Data Transfer

[gl Choose how object data should be transferred from source to target bac

Job
Objects

Target

Schedule

Summary

@® Direct
Object data will be sent directly from source tc
copying backups on-site, and off-site over a fa

(O Through built-in WAN accelerators
Object data will be sent to target repository th
both source and target sites. This mode provid

Source WAN accelerator:

Target WAN accelerator:

< Previc

X

/Edit Replication Job

Data Transfer

Name

Virtual Machines
Destination
Network

Job Settings

Seeding
Guest Processing
Schedule

Summary

L

)_ Choose how VM data should be transferred to the target site.

X

When replicating between remote sites, we highly recommended that you deploy at least one backup

proxy server locally in both sites to allow for direct access to storage.

Source proxy:

| Automatic selection

Choose... |

Target proxy:

| Automatic selection

Choose... |

@ Direct
Best for local and off-site replication over fast links.

(O Through built-in WAN accelerators

Best for off-site replication over slow links due to significant bandwidth savings.

Source WAN accelerator:

Target WAN accelerator:

< Previous | | Next > ||

Finish

Cancel |
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Manager
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Veeam Enterprise Manager

Instalacion

Veeam Enterprise Manager se incluye en el mismo .ISO que Veeam Backup & Replication.

E@ Veeam Backup & Replication N

Np] [Install Veeam Backup & Replication

|EI N Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your applications and data.

Ng] [Install Veeam Backup Enterprise Manager
- j; IEEiI Veeam Backup Enterprise Manger is an optional web-based management and reporting
- console for Veeam Backup 8 Replication.

>

& Nl ‘/_'.. the backup server.

Install Veeam Backup & Replication Console

Veeam Backup & Replication console is a client-side component that provides access to

i

Install

@ View Documentation

[ veeam



Veeam Enterprise Manager

Instalacion

EE Veeam Backup Enterprise Manager - X EE Veeam Backup Enterprise Manager - X
System Configuration Check License
System is being verified for potential installation problems, Provide license file for Veeam Backup Enterprise Manager.

Select license provisioning method:

| To finalize required components installatic_:-n, system reboot is required.
= Installation process will continue automatically. & Sign in with Veeam I Browse license file
License details:

Requirement Status Subscription, Suite, 100 Instances, License expires on 31/12/2024
Microsoft .NET Framework 4.7.2 @ Passed
Microsoft Visual C++ 2015-2019 Redistributable i, Reboot required Update license automatically (enables usage reporting)
Microsoft System CLR Types for SQL Server 2014 Q Passed Download and install new license automatically when you renew or expand your contract. This requires
1IS URL Rewrite Module 2 @ Passed sending the license ID, the installation ID. and workload usage counters to Veeam servers periodically.
Microsoft IIS & Passed Successful usage reporting doubles the number of workloads you can exceed your installed license by.
Default Document Component @ Passed
Directory Browsing Component @ Passed
HTTP Errors Component @ Passed
Static Content Component @ Passed
Windows Authentication Component @ Passed
WebSocket Protocol Component @ Passed
ASP.NET 4.5 Component @ Passed

Back Cancel Back Cancel

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Veeam Enterprise Manager

Instalacion

EE Veeam Backup Enterprise Manager

Ready to Install

Installation will begin with the following settings.

Installation folder:
Guest catalog folder:
Service account:
Database engine:
Database name:
SQL server:

Catalog service port:
Service port:

Web Ul ports:

REST API service ports:
Certificate:

Check for product updates:

C:\Program Files\Veeam\Backup and Replication
C:)\VBRCatalog

LOCAL SYSTEM

PostgreSQL

VeeamBackupReporting

winsrv88:5432

9393

9394

9080 (HTTP), 9443 (HTTPS)

9399 (HTTP), 9398 (HTTPS)

Self-signed certificate will be generated automatically
Automatically

£ Customize Settings - Back Cancel

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

Eil Veeam Backup Enterprise Manager

Database

Choose database engine and instance for Veeam Backup Enterprise Manager.

Use following database engine: |PostgreSQL Server hd

@ Install new instance

O Use existing instance (HOSTNAME:PORT)

Database name

Connect to PostgreSQL Server using:

@ Windows authentication credentials of service account

(O Mative authentication using the following credentials:
Login:

Password:

Back

Cancel



Veeam Enterprise Manager

Ejemplo de Despliegue (Relaciones Ldgicas)

Enterprise Manager

Enterprise Manager
Database P &

Web Console

Data Collection - - N_I )
7 = 7 I!I_I N

o

NN

Management

Data Collection

@ Management ‘ ‘

VMware vCenter

-
\%
NTI
-
-k ¢
Veeam Backup & Veeam Backup &
Replication Replication Database

Instance A ~

N

4

Veeam Backup &

Repli

Instance B

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.
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Veeam Enterprise Manager

Capacidades

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files [tems Requests @ DEMOCENTER\achraf.akrout @ Configuration
Mailbox Items SQL Database Oracle Database PostgreSQL Instance
Username;
‘ IEﬂter username Q ‘ 4D History
Accounts: Restore point

© Available accounts will be shown after specifying a username




Veeam Enterprise Manager

Capacidades. Configuracion.

e

Dashboard

Reports

@ Exit Configuration

&Y
=
-
C]
i
1
e
i ]
o

Backup Servers

vCenter Servers

Seff-Service

Sessions

Roles

Settings

Licensing

Notifications

About

About

Jobs

aunt

Unstructured Data

Add

Type:

Account:
Repository:
Quota:

Jeb scheduling:
Job priority:
vCenter scope:

vSphere tags:

—
Account Ty

Machines

Requests

User
Group
External User

External Group

Allow: Tenant ha

Show Advanced Job Settings

Delegation Mode

'Z:.:Z' vSphere tags

Users can manage all VMs with tags specified in the
corresponding self-service configuration.

'Z::Z' vsphere role: Se

Users can manage all VMs for which they have the specified
vSphere role assigned.

Users can manage all VMs for which they have the specified

vSphere permission.

Quols

100 GB

100 GB

S0 G

20 GB

10 GB

100 GB

100 GB

100 GB

100 GB

100 GB

Per.user

s )

o



k=]

Veeam Enterprise Manager

Capacidades. Configuracion.

E@ Dashboard Reports

Jobs cies

Unstructured Data

Machines

Files

Items Requests

@ DEMOCENTER\achraf.akrout

@ Exit Configuration

Summary

&

&
[4

¥ p O ° B

»

Backup Servers

vCenter Ser

Self-Service

Sessions

Roles

Settings

Licensing

Motification

About

© Details Report
hg-vbr1.demolab.local (46 instances)

Virtual Machines (22 instances)

Name

demo-linuxvm101
demo-linuxvm102
demo-linuxvm103
demo-linuxvm107
demo-linuxvm109
demo-sql106
demo-winvm101
demo-winvm102
demo-winvm103
demo-winvm105
demo-winvm106
demo-winvm107
demo-winvm108
demo-winvm109

exch1

#c1

Instances

Instances

Type

vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere

virnhara

Install license

Job name

VMware - Backup from 3PAR Snapshot
VMware - Backup from IBM Snapshot
VMware - Backup from NetApp Snapshot
VVMware - Backup from VNX Snapshot
VVMware - Backup from ETERNUS Snapshot
VVMware - Backup from Pure Snapshot
VVMware - Backup from 3PAR Snapshot
VVMware - Backup from IBM Snapshot
VVMware - Backup from NetApp Snapshot
VMware - Backup from Nimble Snapshot
VMware - Backup from Pure Snapshot
V/Mware - Backup from VNX Snapshot
V/Mware - Backup from VSAN

VMware - Backup from ETERNUS Snapshot
V/Mware - Backup to XFS Repository

VihMarara - Barlin ta WES Ranncitang

Last processed

01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024

a1 iNei2n24



Menu Principal
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Menu Principal

Credenciales & Contrasenas

hg-vbri1.dem(

Home Backup Proxy

=i
Add Edit Disable Remo

Proxy Proxy Proxy Pr
Manage Proxy Upgrade

Backup Infrastructure . k .
Q Type in an object name to search for

E Backup Proxies ~

~ Backup Repositories Name Type Host 1
External Repositories @] hg-vbriappli.demolab.local Agent hg-vb

4 Scale-out Repositories E hg-vbriappli.demolab.local VMware hg-vb
Eh AWS S3 Repository E hg-vbr1lnxpxy1.demolab.local VMware hg-vk
£, SOBR E hg-vbr1pxy1.demolab.local VMware hg-vb
£, SOBR with Azure Capacity Tie [ hg-vbripxy3.demalab.local VMware hg-vb
&2 WAN Accelerators F‘: hg-vbrintxpxy1 Nutanix AHV pdcse

7+ Service Providers
a &] SureBackup
&] Application Groups
é Virtual Labs
. (Ei Managed Servers
4 |5 VMware vSphere
a E@ vCenter Servers
> E@ vcl.democenter.int
> E\% vcl.demolab.local
. EﬁVMware Cloud Director

- PR ~
< >

# Home

&% Inventory
‘?E'E Backup Infrastructure

Storage Infrastructure
Tape Infrastructure

@ Files

6 p




Menu Principal

Credenciales & Contrasenas

E Puede utilizar esta opcion para crear y mantener una lista de

¢ Upgrade ?k Datacenter Credentials . . ore
View and manace stored accouns, QI T€8istros de credenciales que planea utilizar para conectarse a los
rivate keys and tokens. . . .
HOD ' cregentis arasavords » e componentes de la infraestructura de copia de seguridad.
¢ @ ) Cloud Credentials
~ ** View and manage stored cloud
ald Users & Roles accounts and a(?cess keys.
L, .
~JAF; Malware Detection y Encryption Passwords
\'!, ‘i View and manage stored encryption

Network Traffic Rules pEEEr s

Key Management Servers
Global Exclusions [* View and manage external KMS servers.

ALl

Options
Console »
Color Theme r

Configuration Backup

Pal-y

License

Help »

X

Exit
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Menu Principal

Credenciales & Contrasenas

_

Datacenter Credentials
¢ Upgrade ?k View and manage stored accounts,
rivate keys and tokens. ope . 7 .
[e)é Credentials & Passwords » | T o Puedes utilizar esta opcion para crear y mantener una lista de

é -7 Cloud Credentials

9 . . o e
 Viewandmansgestoedcoud NI registros de credenciales que planeas utilizar para conectarte

Users & Roles

ala accounts and access keys. ..
A . a servicios en la nube.
'\!; Malware Detection 61 Encryption Passwords

! & View and manage stored encryption

Network Traffic Rules pEEEr s

Key Management Servers
Global Exclusions [* View and manage external KMS servers.

ALl

Options
Console »
Color Theme r

Configuration Backup

License

Pal-y

Help »

X

Exit
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Menu Principal

Credenciales & Contrasenas

>

Upgrade ?k Datacenter Credentials

View and manage stored accounts,

private keys and tokens.
Credentials & Passwords *

(AR
Y Cloud Credentials
L?if

.

O Users & Roles View and manage stored cloud
ald accounts and access keys.
7m0

Malware Detection 61 Encryption Passwords
& View and manage stored encryption -

A
Network Traffic Rules S
=
Key Management Servers
Global Exclusions [* View and manage external KMS servers.
K Options
Console 4
Color Theme [

Configuration Backup

License

Pal-y

Help »

X

Exit

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

Puede utilizar esta opcidn para crear y mantener una lista de
contraseifas que planea utilizar para el cifrado de datos.



Menu Principal

Credenciales & Contrasenas

Upgrade ?k Datacenter Credentials

View and manage stored accounts,
private keys and tokens.

>

Credentials & Passwords *

¢

(AR
Y Cloud Credentials
L?if

O Users & Roles View and manage stored cloud
ald accounts and access keys.
e .
Malware Detection 61 Encryption Passwords
& View and manage stored encryption
passwords.

Network Traffic Rules

Key Management Servers
Global Exclusions [* View and manage external KMS servers. -

AL [= &

Options
Console »
Color Theme r

Configuration Backup

License

Pal-y

Help »

Exit

X

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

Puede utilizar esta opcién para ainadir servidores KMS y
utilizar claves KMS.



Menu Principal

Usuarios y Roles

hg-vbri.dem

Home

Backup Proxy

P

Proxy Proxy Proxy Proxy 0X)
Manage Proxy Upgrade

Backup Infrastructure . . P
Q. Type in an object name to search for

E Backup Proxies ~
g Backup Repositories Name Type Host 1
External Repositories @ hqg-vbriappl1.demolab.local Agent hg-vb
a Scale-out Repositories E hg-vbriappli.demolab.local VMware hg-vb
F;:_'h AWS S3 Repository E hg-vbrilnxpxy1.demolab.local VMware hg-vk
E‘h SOBR E hg-vbripxy1.demolab.local VMware hg-vb
Er‘h SOBR with Azure Capacity Tie E hg-vbripxy3.demolab.local VMware hg-vb
£3 WAN Accelerators fl¢ hg-vbrintxpxy1 Nutanix AHV pdcse
Service Providers
2 &]SureBackup

&] Application Groups
é, Virtual Labs

(Er] Managed Servers

+ 51 VMware vSphere
4 ?@ vCenter Servers

.

> F\f] vecl.democenter.int
> E@ vel.demolab.local
4 EE VMware Cloud Director

[ I — - —
< >

ﬁ Home
&E Inventory
‘?E? Backup Infrastructure

= Storage Infrastructure

Tape Infrastructure

@ Files
veeom



Menu Principal

Usuarios y Roles

Upgrade

Credentials & Passwords ¥
Users & Roles

Malware Detection
Network Traffic Rules

Global Exclusions r

Options
Console b
Color Theme >

@Tﬁj Configuration Backup

License

Help »

x Exit



Menu Principal

Usuarios y Roles

Users & Roles x
e — — i Se puede observar una lista de todos los usuarios y grupos
&% BULTINWdrministrators Veeam Backup Administrator * de usuarios con sus roles especificos; los roles definiran las
J.s DEMOLAB\Lab Users Veeam Backup Administrator . . . .
£ DEMOLAB\sve-vore Veeam Backup Adminitrator operaciones de Veeam Backup & Replication que tienen
Reset MFA .
derecho a realizar.
["] Enable multi-factor authentication (MFA)
["] Enable auto logoff af‘ter min of inactivity
oK | | Cancel
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Menu Principal

Usuarios y Roles

Users & Roles

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

X
Security |Auth0rizati0n
User or group Role Add... h
2 BUILTINVAdministrators Veeam Backup Administrator Edit
.. DEMOLAB\Lab Users Veeam Backup Administrator
‘; DEMOLAB\svc-vone Veeam Backup Administrator Remove
Reset MFA
["] Enable multi-factor authentication (MFA)
["] Enable auto logoff af‘ter min of inactivity
OK | | Cancel

Puede anadir nuevos usuarios o grupos de usuarios.



Menu Principal

Usuarios y Roles

Users & Roles X

Security | Authorization

User or group Role Add...
Add user X Edit...
User or group: | | | Browse... |- °
Role: | Veeam Restore Operator v | Reset MFA

[] This is a service account (disables multi-factor authentication)

oK | | Cancel |
Select User, Computer, or Group X
Select this object type:
‘User, Computer, Group, or Built-in security principal | ‘ Object Types... |

From this location:

‘demolab,local

| Cocations | - Puede anadir el usuario o grupo de usuarios especificandolo
T —_ en el formato DOMINIO\USUARIO o buscarlo.

Cam

["] Enable multi-factor authentication (MFA)

["] Enable auto logoff aﬁer min of inactivity

OK | | Cancel

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Menu Principal

Usuarios y Roles

Users & Roles
Security | Authorization
User or group Role Add...
.4 BUILTINVAdministrators Veeam Backup Administrator
2. DEMOLAB\Lab Users Veeam Backup Administrator —
. DEMOLAB\svc-vone Veeam Backup Administrator
Edit User % Reset MFA
User or group:| BUILTIN\Administrators | | Browse... |
Role: Veeam Backup Administrator v -
["] This is a sef| Veeam Restore Operator tication)
Veeam Backup Operator
Veeam Backup Administrator
Veeam Tape Operator
Veeam Backup Viewer
[] Enable multi-factor authentication (MFA)
["] Enable auto logoff aﬁ:er min of inactivity
OK | | Cancel

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

Editando un usuario o grupo de usuarios existente permitira cambiar el
formato DOMINIO/USUARIOy el rol.

Respecto a los roles, hay cinco opciones:

Restore operator — que permite que los procesos de restauracion
sean realizados por el usuario/grupo de usuarios especifico
Backup operator — responsable de iniciar y detener los trabajos de
copia de seguridad, asi como de exportar y copiar copias de seguridad
y crear copias de seguridad VeeamZIP

Backup administrator — capaz de realizar todas las actividades
administrativas y con acceso completo a todo lo anadido a la
infraestructura de copia de seguridad

Tape operator — responsable de cualquier operacidon de cinta y de
iniciar o detener trabajos de cinta

Backup viewer — que tiene el acceso de «solo lectura» a la consola



Menu Principal

Reglas de la Red Global

hg-vbri.derr

Home Backup Proxy

é‘i'

Add  Edit Up
Proxy Proxy Proxy Proxy Proxy
Manage Proxy Upgrade

Backup Infrastructure
i Q Type in an object name to search for

E Backup Proxies ~
g Backup Repositories Name Type Host 1
External Repositories @ hqg-vbriappl1.demolab.local Agent hg-vb
a Scale-out Repositories E hg-vbriappli.demolab.local VMware hg-vb
E}‘h AWS S3 Repository E hg-vbrilnxpxy1.demolab.local VMware hg-vk
E‘h SOBR E hg-vbripxy1.demolab.local VMware hg-vb
f—r‘h SOBR with Azure Capacity Tie E hg-vbripxy3.demolab.local VMware hg-vb
3 WAN Accelerators F( hqg-vbrintxpxy1 Nutanix AHV pdcse
}i} Service Providers
2 &]SureBackup

&] Application Groups
é, Virtual Labs

(Er] Managed Servers

+ 51 VMware vSphere
4 ?@ vCenter Servers

.

> F\f] vecl.democenter.int
> E@ vel.demolab.local
2, .
4 DE VMware Cloud Director

ma.. . — P —
< >
ﬁ Home
&E Inventory

‘?E? Backup Infrastructure

= Storage Infrastructure

Tape Infrastructure

@ Files

veeam



Menu Principal

Reglas de la Red Global

() 4

Upgrade

Credentials & Passwords *

Users & Roles

AL 4

N
g

Malware Detection

(o) Network Traffic Rules
Global Exclusions >
Options
Console >
Color Theme 4

[’i'&_ﬁ-j Configuration Backup

License

Help >
x Exit



Menu Principal

Reglas de la Red Global

Global Network Traffic Rules X
Por defecto, Veeam Backup &

Network raffc rues: Replication utiliza la transferencia de
Name Encrypt... | Throttli.. | Time Per... Add.. datos multihilo para cada sesion de
nteret Enabled  Disabled Edit.. trabajo, desde el origen al destino a

Remove través de varias conexiones TCP/IP.
Networks... Si la capacidad de la red no es

suficiente para soportar varias
conexiones de transferencia de datos,
puede desactivar la transferencia de
datos multiproceso o cambiar el
numero de conexiones TCP/IP.

Use multiple upload streams per job: | 50 C -

Improves job performance through better utilization of high-latency links. Disable this option if you are
running a large amount of concurrent jobs, or for networking equipment compatibility purposes.

0] 4 Cancel

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Menu Principal

Reglas de la Red Global

Global Network Trafi

Network traffic rule

Add New IPv4 Network Traffic Rule

Name:

Source IP address range:

1 |tD| 192 .168 . 0 . 255 |

|192.168. 0 .

Name

Internet

Use multiple ug

Improves job p
running a large

Target IP address range:
|192.168. 0 . 1 |tD|192.168. 0 .255|
[ All public IP addresses

Action:
[ Encrypt network traffic
Throttle network traffic to:

| 1 - ”Mbps

v | Never throttle any restore activity

O All the time
[®) During the specified time periods only:
All None 0 2 4 6 8 10 12 14 16 18 20 22 24

1 13 15 17 19 21 23

1 3 5 7 9
GO | | ([T
N | | |
Wednesday
O | | |
Fiday HEEEENNEENENANENNNNEEEEN
oy [ HEHEHEEEENEENEEENERENER
secy [ HHTHIEEENEENREENERNREE

Mark as:

I Unthrottle to:

I Enabled Disabled

Add...

IPv4 rule...

IPv6 rule...

TNCTTTOoWT

Networks...

option if you are
' purposes.

Cancel

Puede anadir diferentes reglas
IPv4/6 especificando el rango para el
origen y el destino y aplicando la
encriptacion del trafico de red o
limitdndolo durante periodos
especificos.



Menu Principal

Reglas de la Red Global

G

| =

=1 |

Preferred Networks

Prefer the following networks for backup and replication traffic:
Network Address Prefix Length Add... &
Remove Edit...
Add Network X
Remove
; 0
Network address: / Networks..
Subnet mask:
OK Cancel
Enable IPv6 communication
OK Cancel tion if you are
rposes.
OK Cancel

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

También existe la posibilidad de
especificar la red preferida para el
trafico de copia de seguridad y
replicacion.



Menu Principal

Exclusiones VM

hg-vbr1.dem}

Home Backup Proxy

=i
Add Edit Disable Remo

Proxy Proxy Proxy Pr
Manage Proxy Upgrade

Backup Infrastructure . k .
Q Type in an object name to search for

E Backup Proxies ~

~ Backup Repositories Name Type Host 1
External Repositories @] hg-vbriappli.demolab.local Agent hg-vb

4 Scale-out Repositories E hg-vbriappli.demolab.local VMware hg-vb
Eh AWS S3 Repository E hg-vbr1lnxpxy1.demolab.local VMware hg-vk
£, SOBR E hg-vbr1pxy1.demolab.local VMware hg-vb
£, SOBR with Azure Capacity Tie [ hg-vbripxy3.demalab.local VMware hg-vb
&2 WAN Accelerators F‘: hg-vbrintxpxy1 Nutanix AHV pdcse

7+ Service Providers
a &] SureBackup
&] Application Groups
é Virtual Labs
. (Ei Managed Servers
4 |5 VMware vSphere
a E@ vCenter Servers
> E@ vcl.democenter.int
> E\% vcl.demolab.local
. EﬁVMware Cloud Director

- PR ~
< >

# Home

&% Inventory
‘?E'E Backup Infrastructure

Storage Infrastructure
Tape Infrastructure

@ Files

6 p




Menu Principal

Exclusiones VM

AL (=8

P-4

oD T

VM Exclusions
Opens VM exclusions settings dialog.

Credentials & Passwords » | |[JPm Malware Exclusions

Users & Roles

Malware Detection

Network Traffic Rules

Global Exclusions

Options

Console

Color Theme

Configuration Backup

License

Help

Exit

= Opens malware detection exclusions

settings dialog.

WM Exclusions

Virtual machines specified in this list will never be processed, even if they are

included in a job or a policy explicitly or via a container.

MName Note
'ET——‘ Datalab-on-Production-5ite

'ED hg-vbrproxy

E] hg-vbrproxy2

E] Wiware vCenter Server

X

Add...

Viware vsphere VMs...
Microsoft Hyper-V Vis...

OK

Note...

Cancel




Menu Principal

Opciones

0

Upgrade

Credentials & Passwords *

Users & Roles 1

Malware Detection

Network Traffic Rules )

Global Exclusions »
Options

Console 4
Color Theme 4

@ Configuration Backup

License

Help »

LX Exit )




Menu Principal
Opciones. Control 1/0.

Cuando Storage Latency Control esta activado, Veeam Backup &
Replication supervisa la latencia de lectura del almacenamiento
en los almacenes de datos de producciéon durante las
actividades de proteccion de datos y recuperacion ante
desastres. Para supervisar la latencia del almacenamiento,
Veeam Backup & Replication utiliza métricas en tiempo real del
hipervisor donde residen las maquinas virtuales.

Stop assigning new tasks to datastore at — el limite de latencia
de I/O en el que Veeam Backup & Replication no debe asignar
nuevas tareas dirigidas al datastore.

Throttle 1/0 of existing tasks at — el limite de latencia de I/O en
el que Veeam Backup & Replication debe reducir la velocidad de
recuperacion o escritura de datos en/desde el almacén de
datos.

Las mismas opciones pueden configurarse para almacenes de
datos individuales.

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

Options
I/0 Control | Security I E-mail Settings I Event Forwarding I Notifications I History |
Enable storage latency control
Define desired primary storage latency limits to ensure running jobs do not
impact storage availability to production workloads.
Stop assigning new tasks to datastore at: 20 C ms
Throttle 1/O of existing tasks at: 30 2 |ms
Set custom thresholds on individual datastores
oK | | Cancel | | Apply




Menu Principal

Opciones. Ajustes de Correo Electronico.

Veeam Backup & Replication también ofrece la posibilidad
de enviar correos electrénicos que contengan informes
diarios sobre el ultimo estado de los trabajos de backup.

Por el momento, soportamos SMTP, Google Gmail y
Microsoft 365 como los servidores de correo que se
pueden utilizar para este fin.

Desde esta pestafa se puede configurar el asunto del
correo electrdnico, los destinatarios, la direccién de correo
electronico del remitente y lo que debe contener el
informe en cuanto al ultimo estado que debe incluirse.

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

Options

| IO Control I Security| E-mail Settings | Event Forwarding I Notifications I History |

Enable e-mail notifications (recommended)

Mail server:

SMTP server (basic authentication)

v | | Advanced... |

SMTP server (basic authentication)
Google Gmail (modern authentication)

Microsoft 365 (modern authentication)
From:

]

| hg-vbri@demolab.local

To:

| IT.Alerts.Backup@demo.local

Subject:

| [%JobResult%] %JobName% (%ObjectCount% objects) %lssues%%

Send daily reports at:| 22:00 C o

Notify on:

Success

Warning

Failure

Suppress notifications until last job retry

OK | | Cancel | |

Apply




Menu Principal

Opciones. Notificaciones.

Ciptions *

| I/C Control I Security | E-mail Settings | Event Forwarding | Notifications | Histary

Backup storage

[] Warn me when free disk space is belaw: ¥

Praduction datastores

Veeam Backup & Replication también puede mostrar
notificaciones directamente dentro de la consola cada
vez que se alcanzan umbrales en el almacenamiento de Cupport expiation
Copias de Segu ridad en IOS repositorios 0) datastores de [[] Enable notifications about support contract expiration
produccion, faltan 14 dias para que finalice el soporte Update notification _ B

. .. , . . [] Check for product and hypervisor updates periodically
para la licencia instalada y esta disponible la
actualizacion para los hipervisores.

[] Warn me when free disk space is below: ¥

[] Skip VM processing when free disk space is below: ¥

iy

OK | | Cancel Apply

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom
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Opciones. Historia.

Cptions X

| 10 Control | Securil],rl E-mail Settings | Event Forwarding Nutiﬁcations| Histary |_

Sessians
() Show all sessians

@® Show only last | 500 c sessions

El area Sesiones controla cuantas entradas deben ser Seseion histoy etention

visibles en |la pestaia Historial de la consola de Veeam O Keep all sessions
Backup & Replication. © Keeponlylast 53  weeks

El area Retencion del historial de sesiones dicta durante
cuanto tiempo debe conservarse la informacion de la
sesion en la base de datos.

K | | Cancel Apply

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.
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Consola.

Veeam Backup & Replication ofrece la
posibilidad de abrir una conexion Remote
Desktop al servidor de backup, abrir |a
consola PowerShell, ejecutar la utilidad
PuTTY y abrir la documentacion interactiva o
las APl REST para el servidor de backup
directamente desde la consola.

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

0-_

Upgrade ’ Remote Desktop

- Opens Remote Desktop connection to
the backup server.

PowerShell
sl Opens PowerShell console.

Credentials & Passwords *

Users & Roles

SR 4

{___ Swagger

£ _ . . .
“AE; Malware Detection Opens the interactive documentation
! of REST API for this backup server.

. Network Traffic Rules
% PUTTY
Runs PuTTY utility.

Global Exclusions ]

K Options
Q - Console -

Color Theme 4

Configuration Backup
E

A
License

Help [

Lx Exit )




Menu Principal

Respaldo de configuracion.

hqg-vbri.demy

Home Backup Proxy

=i
Add  Edit
Proxy Pr

Manage Proxy Upgrade

Backup Infrastructure
o Q Type in an object name to search for

E Backup Proxies ~
Backup Repositories Name Type Host1
" External Repositories @] hg-vbriappli.demolab.local Agent hg-vb
7] %scmeﬂut Repositories E hg-vbriappl1.demolab.local VMware hg-vb
Eh AWS S3 Repository E hg-vbr1lnxpxy1.demolab.local VMware hg-vk
:?.rh SOBR E hg-vbr1pxy1.demolab.local VMware hg-vb
?.rh SOBR with Azure Capacity Tie E hg-vbr1pxy3.demolab.local VMware hg-vb
£» WAN Accelerators F: hg-vbr1ntxpxy1 Nutanix AHV pdcsel
7+ Service Providers
4 &] SureBackup

&] Application Groups
é Virtual Labs

(ﬁi Managed Servers

4 |5 VMware vSphere
a E@ vCenter Servers

S

> E\Ej vcl.democenter.int
> E\% vecl.demolab.local
4 EﬁVMware Cloud Director

[ 1 RPN P ~
< >

/ﬂ\ Home
&% Inventory
@EE Backup Infrastructure

Storage Infrastructure

Tape Infrastructure

[ Files




Menu Principal

Respaldo de configuracion.

Upgrade

Credentials & Passwords
Users & Roles

Malware Detection

Network Traffic Rules

Global Exclusions 4
Options

Console 4
Color Theme 4

@ Configuration Backup
=]
License
Help ’
x Exit



Menu Principal

Respaldo de configuracion.

Configuration Backup Settings

Backup
Enable configuration backup to the following repository:

Configuration Backup Repository (Created by Ansible) ™

E 7.9 GB free of 10 GB

Restore points to keep: 10 = Notifications...
Perform backup on: Daily at 10:00 Schedule...
Last successful backup: ‘! No backup Backup now

Enable configuration backup file encryption

Password:
Configuration backup password (Last edited: 284 days a1 Add...
7 Loss protection enabled Manage passwords
Restore
Restore the configuration backup to this server Restore...

Cancel Apply

Veeam Backup & Replication almacena todos los
cambios que se realizaron dentro de una consola
en un servidor especifico como una copia de
seguridad de la configuracion.

Si el servidor principal de Veeam Backup &
Replication falla por algun motivo, se puede
utilizar la copia de seguridad de configuracién
para restaurar rapidamente la configuracién a
una nueva.

Este método también es aconsejable si el
servidor de Veeam Backup & Replication debe
ser reemplazado o cambiado en el futuro.



Menu Principal

Respaldo de configuracion.

Configuration Backup Settings

Backup

Enable configuration backup to the following repository:

7.9 GB free of 10 GB

-

Restore points to keep: 10 [+ Notifications...

Perform backup on: Daily at 10:00 Schedule...

Last successful backup: ‘! No backup Backup now

Enable configuration backup file encryption
Password:

Configuration backup password (Last edited: 284 days a1 Add...

) Loss protection enabled Manage passwords

TR Restore...

Cancel Apply

Configuration Backup Repository (Created by Ansible) ™ -

Para almacenar el Respaldo de configuracion, debe

seleccionarse un repositorio.



Menu Principal

Respaldo de configuracion.

Configuration Backup Settings X
Backup
Enable configuration backup to the following repository:
Configuration Backup Repository (Created by Ansible) ™
= 79 GBfree of 10GB Las notificaciones SNMP y de E-mail para el
Restore points tokeep: |10 = JE T e a Respaldo de configuracidon. pueden ser enviadas
Perform backup on: Daily at 10:00 Schedule... autom a’t| camente.
Last successful backup: ‘! No backup Backup now

Enable configuration backup file encryption Tamblen €5 Una buena praCtlca programar la

Password: copia de seguridad para que se realice
Configuration backup password (Last edited: 284 days a1 Add... a utoma’ticamente en |Uga r de Conﬁar en |aS
’
) Loss protection enabled Manage passwords COpiaS de Seguridad manuales.
Restore
Restore the configuration backup to this server Restore...

Cancel Apply



Menu Principal

Respaldo de configuracion.

Configuration Backup Settings

Backup
Enable configuration backup to the following repository:

Configuration Backup Repository (Created by Ansible)
£ 7.9 GB free of 10 GB

Restore points to keep: 10 3

Perform backup on: Daily at 10:00

Last successful backup: ‘! No backup

Enable configuration backup file encryption
Password:

Configuration backup password (Last edited: 284 days a1

) Loss protection enabled Manage passwords

Restore

Restore the configuration backup to this server

Cancel

Notifications...

Schedule...

Backup now

Add...

Restore...

Apply

Otra buena practica es proteger el Respaldo de

configuracion. mediante encriptacion. Si se pierde la
contrasena de cifrado, sdlo Veeam Backup Enterprise

Manager puede ayudar a recuperarla.



Menu Principal

Respaldo de configuracion.

Configuration Backup Settings

Backup
Enable configuration backup to the following repository:

Configuration Backup Repository (Created by Ansible)
£ 7.9 GB free of 10 GB

Restore points to keep: 10 = Notifications...
Perform backup on: Daily at 10:00 Schedule...
Last successful backup: ‘! No backup Backup now
Enable configuration backup file encryption
Password:
Configuration backup password (Last edited: 284 days a1 Add...
) Loss protection enabled Manage passwords
Restore La restauracion de la copia de seguridad de |la

restore.. | 4 configuracion sélo puede realizarse desde esta
ventana para cargar la configuracion en un nuevo

Cancel Apply SerVidOI’.

Restore the configuration backup to this server



Trabajos
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El Concepto de Trabajos

En Veeam Backup and Replication, los trabajos engloban una serie de tareas de gestidon de datos, incluidas las
operaciones de backup, replicacion y restauracion. Una vez configurados, los trabajos automatizaran el proceso,
garantizando que los datos criticos estén protegidos de forma regular y fiable contra pérdidas o corrupcion.

En lo que respecta a la asignacidn de recursos de la infraestructura de backup, el servicio Resource Scheduler Service
de Veeam Backup & Replication identifica la prioridad de los trabajos que esperan recursos libres en funcién de su tipo,
prioridad y hora de inicio programada.

Backup Server

Backup Job _ CDP Policy
Backup Copy Job 0 SureBackup Job

Replication Job

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Priorizacion de trabajos

Aqui tienes una lista simplificada ordenada de mayor a menor prioridad:

1. Trabajos de Restauracion de Datos - estos trabajos tienen la maxima prioridad y son los primeros en obtener
recursos libres del sistema.

2. Politicas CDP Continuous Data Protection.

3. Trabajos del Sistema en Segundo Plano (SnapshotDeleter, por ejemplo).

4. Trabajos de Copia de Seguridad Rapida - estos trabajos tienen la segunda prioridad mas alta.

5. Trabajos de Alta Prioridad - los trabajos con la opcion de Alta Prioridad activada tienen la tercera prioridad mas

alta. Es posible habilitar la opcidn Alta prioridad para los siguientes trabajos: trabajos de copia de seguridad,

trabajos de replicacion, trabajos de agentes gestionados por el servidor de copia de seguridad, trabajos de copia de
seguridad de archivos.

6. Trabajos regulares de copia de seguridad y trabajos de replicacion.
7. Trabajos de copia de seguridad y trabajos de archivo - estos trabajos tienen la prioridad mas baja y son los ultimos
en obtener recursos libres del sistema.
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Trabajos

Ejemplo de proceso de backup

Veeam Backup Service creates Veeam Backup Manager reads
Veeam Backup Manager process job settings from the
for each job. Configuration Database.
Backup Server . .
Veeam Backup Veeam Backup Configuration
Service Manager(s Database
Tl ger(s)

Cy O oo ¥ <o =

=0
5

o Veeam Backup Manager sets a
Veeam Backup & Rephcatlon e ____________________ number of rules for Data Movers .................... e

: : : - requests hypervisor to create a J regarding data transfer. ¥
---------- point-in-time copy of a VM(s).
@ Data Mover Data Mover @

[+
AN AN
> [ @ >
Data Backup Data Backup [ | 1OV
= — Backup Proxy Backup Repository

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom
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Ejemplo de proceso de creacion de un trabajo de copia de seguridad

: )
New Backup Job X
Name
- m Type in a name and description for this backup job.

Mame:

| Backup Job Example

Virtual Machines

Description:
Storage Created by DEMOCENTER\User at 2024-04-09 15:54.
Guest Processing -
Schedule
Summary

Backup infrastructure rescurces are offered to high priority jobs first. Use this option for jobs
sensitive to the start time, or jobs with stnct RPO requirements.

4
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Ejemplo de proceso de creacion de un trabajo de copia de seguridad

X
J

/New Backup Job

Virtual Machines

- Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically
m changes as you add new VMs into the container.

Narmne Virtual machines to backup:

Remove
Storage
Guest Processing
Schedule + up |
Summary + Dowr

Recalculate

| &

Total size:
0B

Cancel

<Preuious|| Next > H Finich |

-

\_

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

[ Add Objects

Select objects:

@& 5 & €[]

L4

4 @1 VMs and Tags
> B vel.democenterint
4 & vel.demolab.local
> (% AA VMs with No Backup -Business-View
> (% Application
> (@ ASH-TESTO1
- & VAO Recovery Location
> [v] 4P DRSite
b & HQsite

|'*'V Type in an object name to search for

"




Trabajos

Ejemplo de proceso de creacion de un trabajo de copia de seguridad

-
New Backup Job

Virtual Machines

Virtual machines to backup:

X

- Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically
m changes as you add new VMs into the container.

Mame
(= -
,D? oral Virtual machine 100 GB
Storage ¥ spsl Virtual machine 60.1 GB
¥ sqll Virtual machine 31.0 G-
i 1 webi Virtual machine 388G
Summary
Total size:
195 GB
v | o
.

\

4
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7

Exclusions

Termplates

Templates processing settings:
Backup VM templates

modes using storage snapshots.

Exclude templates from incremental backup

o Ternplates backup functionality is not available for transport

OK

Cancel
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Ejemplo de proceso de creacion de un trabajo de copia de seguridad

/New Backup Job

Storage

Specify processing proxy server to be used for source data retrieval, backup repasitory to store the backup files pr d by
this job and custormize advanced job settings if required.

Name Backup prowy:

|Autcumat|'c selection | ‘ Choosze.. |

Virtual Machines
Backup repository:

— | AWS 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM) v

ERE T S 163 T8 free of 1.09TB
z | | days

- Retention poliq.-'.| 14 v | 0

- Keep certain full backups longer for archival purposes
12 maonthly

Map backup

Schedule

D

Summary

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least cne copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication, block
size, notification settings, automated post-job activity and other settings.

B H Next > Finish

-

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

s )

Cor

v

4

The job will automatically select the most suitable backup proxy server from the
following list of proxy servers.

Select all

Clear all

o e |

/Backup Proxy X\

Choose backup proxy servers for this job. For redundancy, we recommend to select

at least two proxies. When multiple proxies are available, selection will be

performed on per-VM basis, taking into account proxy connectivity and current

load.

(® Automatic selection
The job will automatically select the most suitable backup proxy server from all
available backup proxy servers.

(O Use the selected backup proxy servers only X

<

LI [ ]
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Ejemplo de proceso de creacion de un trabajo de copia de seguridad

7’
New Backup Job

Storage

Mame

Virtual Machines
Guest Processing
Schedule

Summary

X

- Specify processing proxy server to be used for source data retrieval, backup repasitory to store the backup files produced by
m this job and custormize advanced job settings if required.

Backup prowy:

| Automatic selection | ‘ Choose... |
Backup repository:

| AWS 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM) v
E 1.63 TB free of 1.99 TB Map backup

M |

Keep certain full backups longer for archival purposes
12 maonthly

Retention poliq.l'.| 14 : | | days

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least cne copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup meode, compression and dedup-
size, notification settings, automated post-job activity and other settin

B H Next > | Finish

J

~
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Advanced Settings

Backup | Maintenance I Storage l Notifications I vSphere ’ Integration ’ Scripts ‘

X\

Backup mode

(O Reverse incremental (slower)
Increments are injected into the full backup file, so that the latest backup
file is always a full backup of the most recent VM state.

@ Inci tal (rec ded)
Increments are saved into new files dependent on previous files in the
chain, Best for backup targets with poor random I/O performance.

Create synthetic full backups periodically on:
Saturday Configure...

Active full backup
[] Create active full backups periodically on:

Reverse incremental mode will become
deprecated in vNext. It will continue to work but
will not be available for newly created Trabajos.

Save As Default OK

‘ ‘ Cancel

.

4
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Ejemplo de proceso de creacion de un trabajo de copia de seguridad

New Backup Job

Storage

Mame

Virtual Machines
Guest Processing
Schedule

Summary

X

- Specify processing proxy server to be used for source data retrieval, backup repasitory to store the backup files produced by
m this job and custormize advanced job settings if required.

Backup prowy:

|Automat|'c selection | ‘ Choose... |

Backup repository:

| AWS 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM) v

E 1.63 TB free of 1.99 TB Map backup

Retention poliq.l'.| 14 : | | days w | o

Keep certain full backups longer for archival purposes
12 maonthly

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least cne copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup meode, compression and dedupli:-
size, notification settings, automated post-job activity and other setting
<Previous | Next> | Finen

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

Advanced Settings

:Eackup] Maintenance | Storage I Notifications I vSphere-I Integration | Scripts

Storage-level corruption guard

[T] perform backup files health check (detects and auto-heals corruption) on:

Full backup file maintenance

Remove deleted items data after R days
[] Defragment and compact full backup file on:

Save As Default OK ‘ ‘ Cancel
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Ejemplo de proceso de creacion de un trabajo de copia de seguridad

/
New Backup Job

Storage

Mame

Virtual Machines
Guest Processing
Schedule

Summary

.

- Specify processing proxy server to be used for source data retrieval, backup repasitory to store the backup files produced by
m this job and custormize advanced job settings if required.

\
X

Backup prowy:

|Automat|'c selection | ‘ Choose... |

Backup repository:

| AWS 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM) v

E 1.63 TB free of 1.99 TB Map backup

Retention poliq.l'.| 14 : | | days w | o

Keep certain full backups longer for archival purposes
12 maonthly

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least cne copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup meode, compression and deduplicat- - Advanced
size, notification settings, automated post-job activity and other settings.

R H Next > | T

4
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Advanced Settings

E-Baclcupl Maintenance| Storage |Notiﬁcations I vSphere-I Integration | Scripts

Data reduction
Enable inline data deduplication (recommended)
Exclude swap file blocks (recommended)
Exclude deleted file blocks (recommended)
Compression level:
|Optimal (recommended) v ]

Provides for the best compression to performance ratio, lowest backup proxy
CPU usage and fastest restore.

Storage optimization:

- | 1MB (recommended) v ‘

Delivers the optimal combination of backup speed, granular restore
performance and repository space consumption.

Encryption
"] Enable backup file encryption

{ v Add...

Save As Default OK ‘ ‘ Cancel

-

/
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Ejemplo de proceso de creacion de un trabajo de copia de seguridad

/
New Backup Job

Storage

Mame

Virtual Machines
Guest Processing
Schedule

Summary

-

- Specify processing proxy server to be used for source data retrieval, backup repasitory to store the backup files produced by
m this job and custormize advanced job settings if required.

><\

Backup prowy:

| Automatic selection | ‘ Choose... |
Backup repository:

| AWS 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM) v
E 1.63 TB free of 1.99 TB Map backup

M |

Keep certain full backups longer for archival purposes
12 maonthly

Retention poliq.l'.| 14 : | | days

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least cne copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup meode, compression and deduplicat- - Advanced
size, notification settings, automated post-job activity and other settings. -

R H Next > | T

4
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/Advanced Settings X\
i Backup | Maintenance l Storage | Notifications |vSphere I Integration [ Scripts ‘
[] Send SNMP notifications for this job
["] Send e-mail notifications to the following recipients:
’Type in one or more e-mail addresses separated by semicolon
® Use globa
bRe obName% (%ObjectCount? machine Issue
- [] Set successful backup details to this VM attribute:
D Append to the exist ng attnbute s value
Save As Default OK ‘ ‘ Cancel ‘
4

L
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Ejemplo de proceso de creacion de un trabajo de copia de seguridad

/
New Backup Job
Storage
~ il
MName

Virtual Machines

Guest Processing
Schedule

Summary

-

Specify processing proxy server to be used for source data retrieval, backup repasitory to store the backup files produced by
this job and custormize advanced job settings if required.

><\

Backup prowy:

| Automatic selection | ‘ Choose... |
Backup repository:

| AWS 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM) v
E 1.63 TB free of 1.99 TB Map backup

M |

Keep certain full backups longer for archival purposes
12 maonthly

Retention poliq.l'.| 14 : | | days

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least cne copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup meode, compression and dedupli(- Advanced
size, notification settings, automated post-job activity and other setting

Fimish

< Previous ‘ | Mext = |

4
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/Advanced Settings

i- Backup | Maintenance l Storage l Notiﬁcations| vSphere ‘ Integration ’ Scripts ‘

X

Guest quiescence

[] Enable VMware Tools quiescence
Native quiescence will only be used for virtual machines with application-
aware image processing disabled.
Changed block tracking
Use changed block tracking data (recommended)
Enable CBT for all protected VMs automatically
Changed Block Tracking (CBT) is a VMware feature that allows for faster
incremental backup and replication. For CBT to be enabled, VM must
have no existing snapshots.
Reset CBT on each Active Full backup automatically

Provides safety net against potential CBT issues at the cost of slightly
increased backup window.

-

Save As Default OK ‘ ‘ Cancel

4
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Ejemplo de proceso de creacion de un trabajo de copia de seguridad

g h / ance: ings \
New Backup Job b Advanced Setting X

:VBackupI Maintenance l Storage l Notifications l vSphereJ Integration \'Scripts\
Storage ! Y
- Specify processing proxy server to be used for source data retrieval, backup repasitory to store the backup files produced by Primary storage integration
m this job and custormize advanced job settings if required. - Enable backup from storage snapshots
Use storage snapshots (instead of VM snapshots) as the data source for
this job. Using storage snapshots reduces impact on the production
Hame Backup prowy: environment from VM snapshot commit.
| Autamatic selection | ‘ Choose... | [[] Limit processed VM count per storage snapshot to
Virtual Machines By default, the job will process all included VMs located on the same
Backup repository: datastore from a single storage snapshot.

) [] Failover to standard backup
| AWS 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM) v

Perform standard backup from VM snapshot if backup from storage

: = 1.63TBfreeof 1.09TB Map backup snapshot fails.
Guest Processing ["] Failover to primary storage snapshot
Retention policy: | 14 : | | days w | o Use primary storage snapshots as the data source if backup from
Schedule secondary storage snapshot fails.
Keep certain full backups longer for archival purposes
Summary

12 maonthly

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least cne copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup meode, compression and deduplic- Advanced
size, notification settings, automated post-job activity and other settings.

<Previous | Next> | Finen Save As Default ok || cancel

- 4 - 4

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners. veeom



Trabajos

Ejemplo de proceso de creacion de un trabajo de copia de seguridad

/
New Backup Job

Storage

Mame

Virtual Machines
Guest Processing
Schedule

Summary

\_

- Specify processing proxy server to be used for source data retrieval, backup repasitory to store the backup files produced by
m this job and custormize advanced job settings if required.

><\

Backup prowy:

|Automat|'c selection | ‘ Choose... |

Backup repository:

| AWS 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM) v

E 1.63 TB free of 1.99 TB Map backup

Retention poliq.l'.| 14 : | | days w | o

Keep certain full backups longer for archival purposes
12 maonthly

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least cne copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup meode, compression and dedupli- Advanced
size, notification settings, automated post-job activity and other setting

R H Next > | T
4
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Advanced Settings

i- Backup | Maintenance I Storage I Notifications I vSphere I Integration | Scripts

Job scripts

["] Run the following script before the job:

X

-

Browse...
[] Run the following script after the job:
Browse...
® Run scripts every| 1
- ) Run scripts on the selected days only Days...
Save As Default OK ‘ ‘ Cancel ‘

4
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Ejemplo de proceso de creacion de un trabajo de copia de seguridad

( A V. : : N
Processing Settings X
New Backup Job X
General | SQL | Oracle | PostgreSQL | Exclusions | Scripts
Guest Processing saL| | Postg I | scripts |
- Choose guest 05 processing options available for running Vs, Applications
m Application-aware processing detects and prepares applications for consistent
o . - - ~ backup using application-specific methods, and configures the OS to perform
Application-Aware Processing Options X required application restore steps upon first boot.
Name Specify application-aware processing settings for individual items: @ Foaite SHEE el et (Tecomme.nded)
= 1gs proc q, - O Try application processing, but ignore failures
Object Vss Transaction Logs Exclusions  Scripts e g icati :
Virtual Machines l‘—‘:lj o = = te":’9 = ‘ P oot O Disable application processing
(] uire success : Truncate, Exchange: Tru... : ications...
Storage Remove ‘ Choose whether this job should process transaction logs upon successful
 |us file system backup. Logs pruning is supported for Microsoft Exchange, Microsoft SQL
_ Server, and other applications that support Microsoft VSS.
| . - ® Process transaction logs with this job (recommended)
Schedule NG~ (O Perform copy only (lets another application use logs)
Summary Persistent guest agent
:I By default, application-aware processing on Windows is performed by a non-
persistent runtime process. Deploying a persistent agent removes security and
port requirements of the runtime process injection.
ZI [] Use persistent guest agent
its
oK || cancel || [Credentik..
\_ 4
Verify network connectivity and credentials for each machine included in the job
<Previous | Newt> Finish ok || cancel |
_ J - _4
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Ejemplo de proceso de creacion de un trabajo de copia de seguridad

/New Backup Job

%

Guest Processing

Choose guest 05 processing options available for running Vs,

Vs
Application-Aware Processing Options

)

Name Specify application-aware processing settings for individual items:
. Object Vss Transaction Logs
Virtual Machines - :
] web1 Require success  SQL: Truncate, Exchange: Tru...
Storage
Schedule
Summary

Exclusions  Scripts

Add...

Edit...

|

g5 processing,
oot
= | Applications...

}

Remove ‘

 |us file system

Indexing...

Choose..

g1 [

ok || cancet |

/

< Previous ‘ | Mext =

\_

Verify network connectivity and credentials for each machine included in the job

Finish

Test Now

Cancel

\ I
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(Processing Settings X

] General ‘ sQL lOracIe | PostgreSQL l Exclusions I Scripts I

Choose how this job should process Microsoft SQL Server transaction logs:
@ Truncate logs (prevents logs from growing forever)

O Do not truncate logs (requires simple recovery model)

O Backup logs periodically (backed up logs will be truncated)

Log shipping servers

Automatic selection

oK H Cancel |
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/
New Backup Job

%

Guest Processing

Choose guest 05 processing options available for running Vs,

p
Application-Aware Processing Options X

X

g5 processing,
oot
= | Applications...

}

\

Name Specify application-aware processing settings for individual items:
Object Vss Transaction Logs Exclusions  Scripts Add..
Virtual Machines ,...J 5 = ~ -~ l—,
] web1 Require success  SQL: Truncate, Exchange: Tru... Disabled - Edit..
Storage T e ‘
Schedule
Summary

 |us file system
Indexing...
:I Choose...

L1

ok || cancet |

Q

Verify network connectivity and credentials for each machine included in the job

Credentials...

Test Now

Finish

< Previous H Mext = ||

| ‘ Cancel

’p

\_

)
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rocessing Settings X\
l General I SQL] Oracle l PostgreSQL | Exclusions I Scripts ]
Specify Oracle account with SYSDBA privileges: o
l T4 Use guest credentials v | \ Add...
Manage accounts
Archived logs:
® Do not delete archived logs
O Delete logs older than: 24 hours
O Delete logs over: 10 GB
["] Backup logs every: 15 minute
(ORY u eleted
ee ) backups
Log shipping servers
Automatic selection Choose...
OK ‘ { Cancel ‘
Y/
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. A
New Backup Job X
Guest Processing
- m Choose guest 05 processing options available for running Vs,
/Application-Aware Processing Options X\
Mame ; B - : SR
Specify application-aware processing settings for individual items: s processing,
Virtual Machines ?_E)ject Vss . Transaction Logs E)fclusions Scripts Add.. oot
] web1 Require success  SQL: Truncate, Exchange: Tru... Dsable- Edit.. s | Applications...
Storage e ‘
 GuestProcesing [
Schedule Indexing.-
Summa
: ] oo |
its
ok || cancst || [credentiak..
- /
Verify network connectivity and credentials for each machine included in the job
cPrevious | Nea> | Fasn | caneel |
A J

/Processing Settings

I General ] saL I Oracle‘ PostgreSQL | Exclusions I Scripts |

X\

Specify PostgreSQL account with superuser privileges:

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.

I T4 Use guest credentials v | l Add...
Manage accounts

The specified user is:
(® Database user with password
(O Database user with password file (.pgpass)
O System user without password (peer)
[] Backup logs every: minutes

Retain log backups:

the rresponding image-level backup is deleted
Keep only last days of log backups

TE"T'}D:I{EF".' ocaton ;:\' archive :E]F: o

Log shipping servers:

‘ Automatic selection Choose...

OK ‘ l Cancel

=
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p
New Backup Job

Guest Processing
- m Choose guest 05 processing options available for running Vs,

Vs
Application-Aware Processing Options

'
A

X

g5 processing,
oot
= | Applications...

}

Name Specify application-aware processing settings for individual items:
i . Object Vss Transaction Logs Exclusions  Scripts
Virtual Machines - : 5
] web1 Require success  SQL: Truncate, Exchange: Tru... Dsab|- Edit.
Storage PETER ‘
Schedule
Summary

us file system

Indexing...

Choose..

ok || concel |
. D

Verify network connectivity and credentials for each machine included in the job

< Previous H Next > Finich

Test Now

Cancel

3
(]
=

~

4
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(Processing Settings

I General I saL | Oracle I PoshgreSQL‘ Exclusions | Scripts I

File exclusions:

(® Disable file level exclusions
O Exclude the following files and folders:

Folder

O Include only the following files and folders:

Folder

Add...

Remove

Add...

Remove

File selective processing takes additional time proportional to the number of
excluded files, and stores extra per-file metadata in backup. Thus, it is best
used for excluding larger files, and keeping the total number of excluded files
under a few hundred thousands.

‘ [ Cancel
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/ \ (" . . A
Processing Settings X
New Backup Job X
General | SQL | Oracle | PostgreSQL | Exclusions | Scripts
Guest Processing [ I I l oty I I l
- Choose guest 035 processing options available for running Vs, Script processing mode
m (O Require successful script execution
/Application-Aware Processing Options X\ O Ig_nore scrl;.at executl?n fallures
® Disable script execution
Mame : B . : S S s ) .
Specify application-aware processing settings for individual items: Jgs processing, Windows scripts
Object Vss Transaction Logs Exclusions  Scripts Add... Pre-freeze script
Virtual Machines ,...J : = 5 -~ gL : !
[ web1 Require success ~ SQL: Truncate, Exchange: Tru... Dsabl- Edit.. s | Applications... ‘ ‘ sosiie
Stamge I e ‘ Post-thaw script:
| GuestProcessing | e | —
Jexi Linux scripts
Schedule : . Pre-freeze script
‘ ‘ Browse...
Summary '
:I Post-thaw script:
‘ ‘ Browse...
its
ok || cancst || [credentiak..
\ >
Verify network connectivity and credentials for each machine included in the job
cPrevious | Nea> | Fasn | caneel | ok || Ccancel |

. 4 _ Y
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4 N\
New Backup Job X

Guest Processing
- m Choose guest 05 processing options available for running Vs,

MName Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing,
Virtual Machines and configures the 05 to perform required application restore steps upon first boot.

Customize application handling eptions for individual machines and applications

- Enable guest file system indexing and malware detection

_ Indexing enables global file search functionality, automatic detection of suspicious file system
activity and known malware files,

Custornize advanced guest file system indexing options for individual machines Indexing...

Guest O5 credentials:
- ‘ Select existing credentials or add new v | ‘ Add... |

Manage accounts

Storage

Schedule
Guest interaction proxy:

Summa
- ‘ Automatic selection |

Customize guest 05 credentials for individual machines and operating systems Credentials...

Verify network connectivity and credentials for each machine included in the job
<Previous | Newt> Finish
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/
New Backup Job X
Schedule
- m Specify the job scheduling options. f you do not set the schedule, the job will need to be controlled manually.
Mame Time Periods %
Days...

Virtual Machines g 2 4 6 8 10 {1:; 14 16 18 20 22 gt :I

All N

R 1 3 5 7 9 m 13 1 17 19 2 B :I Months..

Storage

Monday :I Schedule...
Guest Processing Tuesday B cermitted O MSSOLS

Wednesday

Thursday e

Friday
Summary Saturday

Sunday

Long running or accidentally started jobs will be terminated to prevent impact
on your production infrastructure during busy hours,
< Previous | | Apply Finish
-
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/New Backup Job X\
Summary
- m You have successfully created the new backup job.

Name Summary:
Configuration has been successfully saved.
Virtual Machines Marne: YMware_Backup lob example
Type: VMware Backup
Storage Source items:
oral (vcl.demolab.local)
Guest Processing sps1 (vel.demaolab.lecal)
sgl1 (vcl.demolab.local)
Schedule web1 (vcl.demolab.local)

_ PowerShell cmdlet for starting the job:
Get-VBRlob -Name *VMware_Backup Job example® | Start-VBRJcb

< Previous Mext = Fimish | | Cancel

J
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Restaurar

Numerosas opciones de

|7| Snapshots
=¥ Disk

[ Disk (Copy)

7] Disk (Orphaned)
2, Disk (Imported)
= Disk (Exported)

£ Object Storage

W Capacity Tier

2% Cloud

¥ Cloud (Orphaned)
i Tape

& External Repository

1 External Repository (Archive)

4 [ Replicas
B Ready
&I Failover Plans
4 [ Last24 Hours
[*} Running (4)
[ Success
[‘r:’ Warning
(% Failed

/ﬁ\ Home

E}g Inventory

Cfgg Backup Infrastructure
% Storage Infrastructure

Tape Infrastructure

[-Sj Files
/s

l|l| Analytics

m

restauracion para reducir el tiempo de restauracion.

[E] SHIUA ~ DOLAUR Ul WIGLIT JTIVEL

2, s3 - Backup

[% VMware -
& vMware -
& VMware -
[—_% VMware -
& vMware -
& VMware -
E% VMware -
& vMware -
& VMware -
2 VMware -

Backup from 3PAR Snapshot
Backup from ETERNUS Snapshot
Backup from IBM Snapshot
Backup from NetApp snapshot
Backup from Nimble Snapshot
Backup from Pure Snapshot
Backup from VNX Snapshot
Backup from VSAN

Backup of AD Domain Controller
Backup of Exchange Server

PRV SV S e e V]

2024-04-03 19:00
2024-03-16 22:35
2024-04-1122:40
2024-04-06 22:35
2024-04-1122:10
2024-04-1122:20
2024-04-1122:45
2024-04-1122:25
2024-02-03 22:15
2024-03-3023:00
2024-01-27 23:00

Bren:
K% VM ==
& VM
& vMw
2 vMw
B VM
S5 VMw
S VMw
5 VMw
[% VMw
2 Wing
& Wine
E% Wing

2> 7

M AkkNAERLE K DO B

Instant recovery
Instant disk recovery...

Restore entire VM...
Restore virtual disks...
Restore VM files...
Restore guest files
Restore application items

Restore to Amazon EC2..,
Restore to Microsoft Azure...
Restore to Google CE...

Restore entire VM to Nutanix AHV...

Move backup...
Copy backup...

Export content as virtual disks...

Publish disks...
Export backup...
Scan backup...
Delete from disk

-04-09 23:01
03-2323:15
03-2323:18
01-1323:13
03-2323:12
06-1023:06
04-0623:06
* 103-2323:06
r 111-1123:16
04-1622:00
04-0423:30
04-0423:30
03-2323:30

4
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Restauracion de toda la VM
Recuperacién instantanea
Restauracion de discos virtuales
Recuperacion instantanea de discos
Restauracion de archivos VM
Restauracion de archivos guest
Restauracion de elementos de
aplicacion

Restauracion en Amazon EC2; Azure;
Google CE

Restauracion a Nutanix AHV

Exportar contenido como discos
virtuales

Publicar discos



Recuperacion Instantanea

Con Instant Recovery, puede restaurar casi
inmediatamente una maquina virtual en su
entorno de produccion ejecutandola directamente
desde el archivo de copia de seguridad
comprimido y deduplicado.

Instant Recovery ayuda a mejorar los objetivos de
tiempo de recuperacion, minimizar las
interrupciones y el tiempo de inactividad de las
maquinas virtuales de produccion.

Instant Recovery puede utilizarse para restaurar
datos de forma cruzada entre hipervisores, asi
como para recuperar desde un servidor fisico a
una VM.

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.
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comprimiday
deduplicada
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Restaurar a Amazon EC2/Azure/Google CE

Permite restaurar maquinas virtuales y cargas de
trabajo fisicas en la nube.

En el caso de Amazon EC2 y Google CE, VBR despliega
automaticamente el helper appliance sélo durante el
proceso de restauracion y lo elimina inmediatamente
después. El helper appliance es opcional, aunque
puede mejorar significativamente el rendimiento de |a
restauracion.

El Helper Apliance de Azure son obligatoriosy
persistentes. Una vez finalizado el proceso de
restauracion, el Helper Apliance se apagany
permanecen en Azure. El Apliance permanecen
apagado hasta que se inicia un nuevo proceso de
restauracion.
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EC2/Azure/GCE
AV | Deploy Restore
IEE ...................... >—
Veeam Backup & Restore Helper
Replication Appliance
— VM
Backup Repository Cloud VM



Restauracion de Archivos de Guest (FLR)

Copia de seguridad

comprimida y Volume C:\ or any
Es posible restaurar archivos especificos directamente deduplicada other
desde el SO guest, sin restaurar toda la maquina virtual j @
o el servidor fisico. O (7.
Formas de recuperacion soportadas: Copias de
seguridad, réplicas, snapshots de almacenamiento, Vount
instantaneas AHV de Nutanix. EE.' > m

Sistemas de archivos soportados: Backup Repository Mount Server

- Windows: FAT, FAT32, NTFS, ReFS File/Folder restore
* Linux: ext2, ext3, ext4, ReiserFS, JFS, XFS, Btrfs, NTFS

* BSD, Mac, Solaris también son compatibles Entorno de
produccion/prueba/desarrollo; su

portatil/estacion de trabajo ...
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Restauracion de los Elementos de Aplicacion

Los exploradores estan
disponibles para las siguientes
aplicaciones:

Microsoft Active Directory
Microsoft SQL Server

Oracle PostgreSQL

Microsoft Exchange

Microsoft SharePoint

Microsoft OneDrive for Business

Microsoft Teams

Para utilizarlos, asegurese de que
sus copias de seguridad y réplicas se
crean con application-aware
processing activado.

Aware - Backup from NetApp snapshot 2024-04-2922:10 SCBR
i k2,  Instant recovery y [04-2922:20 SOBR
Viw _04_2022.45 SORR |
Mw E’J IngEN exch1 as of less than a day ago (23:01 Sunday 2024-05-05) - Veeam Explorer for Microsoft Exchange
M =1 R
WELECE-N S AR ZE @
e AN P & ==

@ R{ Restore Export Save Send = Comparewith Show Changed Compareltem  Advanced
1 ex 4 ltems ¥ ltems ¥ ltems~ Items~  Production Items Only Properties Find
| exlr ' Restore Compare Search
l'f‘ © R Search Inb
Mw Mailbox Stores Search Inbox
Mw [gl R i 5 0] Fromt To Cc
Type in an object name to search for Q

I 59 C'/?} R | =4 Administrator Everyone

> :h\ R » 3 Perry Simons = ‘ Open
Mw *( R » =3 Priyanka Trejo . Restoreto..

IT'EI - L L N _ |
viw 4 » ‘[?‘ SystemMailbox{b5a33460-3572-4589-b8ae-6e252bSb704b rg Export to Desktop\Inbox.pst
Viw éJl N » . test user )
) = 2 Export to .pst file...

Mw f% C 4 3 You have got hacked |
y -T‘ » FH Calendar |& Saveto Desktop

W S —

O B 4 Contacts ‘I Saveto.msgfile...

Mw| EA » [[J Deleted ltems ‘

4 = P [|]] 7 Sendto..

w N g » [ Drafts -

‘@ Inbox :-|§ Compare item properties...

» “:.w Journal

» [ Junk Email

» Vﬂ Litigation Hold Item Versions
» lﬁ Litigation Hold Items

» | Notes

i
v 0¥ Adlane



omo restaurar una maquina virtual?

ﬁ.

hq-vbr1.demolab.Io

Home Backup

o= T . : ] dh il
B B & LA B A S5 3@ X X
Instant  Instant Disk Entire Virtual Export Publish VM Guest Application Amazon Microsoft Google Move Copy Export Scan  Delete Entire
Recovery ~ Recovery VM Disks Disks Disks Files Files~ Items~ EC2 Azurelaas CE  Backup Backup Backup Backup from Disk M
Restore Restore to Cloud Actions Restore to AHV
Home
Job Name Creation Time Restore Points
N &2, Agent Backup Policy AIX 2024-04-17 22:00
('P: Backup "i Oracle RMAN
g{g; SureBackup > [ Agents
4 Replication o > &2 AHV - Backup 2023-08-2222:00
% cop b 2 Files - Backup 2024-03-27 19:00
42 Backup Copy > &% Linux - Backup of MySQL Server 2024-04-1323:30
2 Tape > & Linux - Backup of Oracle Server 2024-04-2023:30
[&] Application Plug-ins &2, Linux - Backup of PostgreSQL Server 2024-04-1323:30
a &2, 53 - Backup 2024-04-0919:00
&2 VMware - Backup from 3PAR Snapshot 2024-03-2322:35
&2 VMware - Backup from ETERNUS Snapshot 2024-04-1722:40
£¥] Disk (Copy) > &2 VMware - Backup from IBM Snapshot 2024-04-1322:35
) Disk (Orphaned) b & VMware - Backup from NetApp snapshot 2024-04-1722:10
2. Disk (Imported) > & VMware - Backup from Nimble Snapshot 2024-04-1722:20
¥ Object Storage b & VMware - Backup from Pure Snapshot 2024-04-1722:45
W] Capacity Tier b &2 VMware - Backup from VNX Snapshot 2024-04-1822:25
X Cloud > &2 VMware - Backup from VSAN 2024-02-03 22:15
¥ Cloud (Orphaned) > & VMware - Backup of AD Domain Controller 2024-04-0623:00
1 Tape & VMware - Backup of Exchange Server 2024-01-27 23:00
%, Extenal Repository > &2 VMware - Backup of File Server 2024-03-3023:15
External Repository (Archive) 4 & VMware - Backup of MS SQL Server 2024-03-3023:18
4 [ Replicas 73 5ql1 - SQL Server transaction log backup 2024-04-2412:59 10120
Lir, ol - .
e b & VMware - 83 B Instant recovery » o3z
[*} Running (7) b g VMware - Ba B, Instant disk recovery... 23:12
> b VMware - B3 2
fraed | e E— e Ko
Di . > & VMware -84 @ Restore vinufl disks... 2306
b S VMware - B4 7)) Restore VM files... 23:16
& Windows - 8 5 Restore guest files » 2330
/ﬁ\ Hlome > & Windows-8 7 Restore application items > 23:30

o Windows - B 1 pectore to Amazon EC2... 23:30

Ed

[EE]‘D Inventory

S Restore to Microsoft Azure...
‘?Ea Backup Infrastructure @  Restore to Google CE...
/< Restore entire VM to Nutanix AHV...
Storage Infrastructure
= &% Move backup...
Tape Infrastructure @ Copy backup...
X “H Export content as virtual disks...
E}E] Files = e
=%  Publish disks...
i) Anaivtics = Export backup...
@ Scan backup...
E@ History g Delete from disk

s
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¢ CoOmo restaurar una maquina virtual?

\

Entire VM Restore
Virtual Machines

-Eestore Points

Available restore points for sqli:

X\

—l ' Select virtual machines to be restored. You can add individual virtual machines from backup files, or containers from live
| environment (containers will be automatically expanded into plain VM list).

Add...

Point... -

li

-

Rest¢ -
Job Type Location C

Sechl 4 ls_b—,VMware - Backup of MS SQL Server - sql1 (SOBR)

Q'f) less than a day ago (23:19 Tuesday 2024-04-23) Increment  Performance Tier

Q')' 1 day ago (23:19 Monday 2024-04-22) Increment  Performance Tier
Reas @ 2 days ago (23:19 Sunday 2024-04-21) Increment  Performance Tier

Q')‘ 3 days ago (23:19 Saturday 2024-04-20) Full (W) Performance Tier
Sum @ 4 days ago (23:19 Friday 2024-04-19) Increment  Performance Tier

@ 5 days ago (23:19 Thursday 2024-04-18) Increment  Performance Tier

@ 6 days ago (23:19 Wednesday 2024-04-17) Increment  Performance Tier

Q'j 7 days ago (23:23 Tuesday 2024-04-16) Increment  Performance Tier

@ 8 days ago (23:19 Monday 2024-04-15) Increment  Performance Tier

@ 9 days ago (23:19 Sunday 2024-04-14) Increment  Performance Tier

Q')‘ 10 days ago (23:19 Saturday 2024-04-13) Full (W) Performance Tier

@ 11 days ago (23:28 Friday 2024-04-12) Increment  Performance Tier

(‘_L')' 12 days ago (23:19 Thursday 2024-04-11) Increment  Performance Tier

Q')' 13 days ago (23:19 Wednesday 2024-04-10) Increment  Performance Tier

@ 14 days ago (23:21 Tuesday 2024-04-09) Increment  Performance Tier

@ 15 days ago (23:20 Monday 2024-04-08) Increment  Performance Tier

(I 18 Aave 3na 19291 Cundar INIAOAOT lnrrement  Dedarmance Tier a7

\ )
< Previous Next > Finish
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¢ CoOmo restaurar una maquina virtual?

@tire VM Restore

X\
I'ﬁ Restore Mode
W

' Specify whether selected VMs should be restored back to the original location, or to a new location or with different settings.

Virtual Machines - (O Restore to the original location

_ Quickly initiate the restore of selected VM to its original location, with the original name and

settings. This option minimizes the chance of user input error.

@ Host - (® Restore to a new location, or with different settings
Customize the restored VM location, and change its settings. The wizard will automatically populate

@ Re<ource Pool all controls with the original VM settings as the defaults.
 Batacton (O Staged restore

S Run the selected VM directly from backup files in the isolated DatalLab to make changes to the
SFold guest OS or applications prior to placing the VM into production environment.

older
SNework Pick proxy to use

Secure Restore
Reason

Summary
- Quick rollback (restore changed blocks only)

Allows for quick VM recovery in case of guest OS software problem, or user error. Do not use this
option when recovering from disaster caused by hardware or storage issue, or power loss.

\ < Previous H Next > | Finish . Cancel /
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¢ CoOmo restaurar una maquina virtual?

@\tire VM Restore X\

Host
—»l By default, original host is selected as restore destination for each VM. You can change host by selecting desired VM and clicking

Host. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

Virtual Machines VM location:
Name Host
retore Hede [isqll E hq-esx2.demolab.local :

Resource Pool
Datastore
Folder
Network
Secure Restore
Reason

Summary

Select multiple VMs and click Host to apply changes in bulk.

| <Previous [ Net> | fiin | Cancel
/

-
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¢ CoOmo restaurar una maquina virtual?

/Entire VM Restore X\

Resource Pool

l By default, original resource pool is selected as restore destination for each VM. You can change resource pool by selecting
:W desired VM and clicking Pool. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

Virtual Machines VM resource pool:
Name Resource Pool

irsqll (4 Resources H

Restore Mode

Host

| ResoucePool
Datastore

Folder

Network

Secure Restore

Reason

Summary

Select multiple VMs and click Pool to apply changes in bulk.

‘ < Previous ‘ I Next > I Finish Cancel
\_ _4
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¢ CoOmo restaurar una maquina virtual?

G

Virtual Machines
Restore Mode
Host

Resource Pool

Folder
Network
Secure Restore
Reason

Summary

\

ntire VM Restore

Datastore

=] I By default, original datastore and disk type are selected for each VM file. You can change them by selecting desired VM file, and
_¢ clicking Datastore or Disk Type. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

Files location:

%)

Disk type

Same as source

Same as source |

File Size Datastore
4 E’qun
(71 Configurati Disk Type Settings | (688.1 GB ...
=Hard disk 1 [688.1 GB ...
[ Hard disk 3| Restored VM disk type: [688.1 GBf...
=IHard disk 3| @ Sameas source [688.1 GB f...
O Thin

(O Thick (lazy zeroed)
(O Thick (eager zeroed)

0K Cancel

Same as source

Select multiple VMs to apply changes in bulk.

< Previous ‘l Next > I Finish

I» C@ncel ’

j Datastore... l Disk Type... \-

_/

© 2024 Veeam Software. Confidential information. All rightsreserved. All trademarks are the property of their respective owners.



¢ CoOmo restaurar una maquina virtual?

X
Folder

—I l By default, original VM folder is selected as restore destination for each VM. You can change folder by selecting desired VM and
¢ clicking Folder. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

Virtual Machines VM Folder:

Name New Name Folder
Restore Mode Ei‘j sai E’qu" - = s

Host
Resource Pool
Datastore
Network
Secure Restore

Reason

Summary

- [] Restore VM tags

Select this option to restore VM tags that were assigned to the VM when backup was taken.

/Entire VM Restore :

Select multiple VMs to apply settings change in bulk. Name... ‘ l Folder... J -

< Previous II Next > l Finish .
\

4
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¢ CoOmo restaurar una maquina virtual?

/Entire VM Restore X\

Network

=i I By default, we will connect the restored VM to the same virtual networks as the original VM. If you are restoring to a different
¢ location, specify how networks map between original and new locations.

Virtual Machines Network connections:
Source Target
Restore Mode - E.j sl
Host {2 hq-lan (dvs-hq) hg-lan (dvs-hq) !

Resource Pool
Datastore
Folder

Secure Restore

Reason
Summary
Select multiple VMs to apply settings change in bulk. I Network... l I Disconnect l -
l < Previous ] I Next > I Finish |
- 4
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¢ CoOmo restaurar una maquina virtual?

/Entire VM Restore X\

Secure Restore

—'I l Scan the selected backup for malware, such as computer viruses or ransomware, prior to performing the restore. This requires a
_¢ compatible antivirus installed on the mount server specified for the corresponding backup repository.

Virtual Machines Content scan

- [ Scan the restore point with an antivirus engine
- [] Scan the restore point with the following YARA rule:

Host { FindFileByHash.yara v
Copy YARA rules location to clipboard

Restore Mode

Resource Pool
Scan options:

Datastore - If malware is found

Folder (® Proceed with recovery but disable network adapters
(O Abort VM recovery

Nicbork [] Continue scanning all remaining files after the first occurrence
Reason
Summary
< Previous ‘ I Next > | Finish \ Cancel
\ 4
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¢ CoOmo restaurar una maquina virtual?

/Entire VM Restore )<\

Reason
—»l Type in the reason for performing this restore operation. This information will be legged in the restore sessions history for later

reference.

Virtual Machines Restore reason:

Restore Mode
Host
Resource Pool
Datastore
Folder
Network
Secure Restore

Summary

(] Do not show me this page again

\ < Previous ‘ I Next > I Finish /
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¢ CoOmo restaurar una maquina virtual?

/Entire VM Restore X\
r_l Summary
—'I '| Review the restore settings and click Finish to start the restore process.
Virtual Machines Summary:
[original machine name: sql1
Restore Mode New machine name: sql1_restore_demo
Restore point: less than a day ago (23:19 Tuesday 2024-04-23)
Host Target host: hq-esx2.demolab.local
Target resource pool: Resources
Resource Pool Target VM folder: vm
Target datastore: hq-datastorel
Datact Network mapping:
il hq-lan (dvs-hqg) -> hg-lan (dvs-hq)
Folder
Proxy: Automatic selection
Network
Secure Restore
Reason
- [C] Power on target VM after restoring
\ < Previous | " Next> I Finish I | Cancel ’
- 4
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Mejores Practicas: Seguridad y Resiliencia

Security & Compliance Analyzer (Analizador de Seguridad y Cumplimiento)

Veeam Backup & Replication
proporciona una herramienta
integrada para garantizar que la
configuracion de su servidor de
backup siga las mejores practicas
de seguridad para los
componentes de la infraestructura
de backup de Veeam basados en
los sistemas operativos Microsoft
Windows Server y Linux.

Incluye 11 Comprobaciones de
Seguridad y 19 Comprobaciones
de Configuracion del producto

Home

e

Backup Replication CDP Tape Backup|
Job ~ Job~  Policy~ Job~ Copy~

i

Primary Jobs Seco|
Home
4 % Jobs
4 Backup

43} SureBackup

4 Replication

& cop

{é Backup Copy

= Tape

[@] Application Plug-ins
4 [ Backups

Snapshots

=¥, Disk

[ Disk (Copy)

5] Disk (Orphaned)

2., Disk (Imported)

W Capacity Tier

% Cloud

¥ Cloud (Orphaned)

4 Tape

rx External Repository

& External Repository (Archive)
4 @'ﬂ Replicas

£ Ready

() Active (1)
4 [ Last 24 Hours

[*2 Running (4)
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Security & Compliance Analyzer

The following best practices are guidelines from data protection and cyber-security experts. Not following them exposes your backup
infrastructure to significant risks and reduces chances of successful recavery following a cyber attack, a natural disaster or a hardware

malfunction.

Best Practice

Backup infrastructure security
Remote Desktop Service (TermService) should be disabled
Remote Registry service (RemoteRegistry) should be disabled
Windows Remote Management (WinRM) service should be disabled
Windows Firewall should be enabled
WDigest credentials caching should be disabled
Web Proxy Auto-Discovery service (WinHttpAutaProxySve) should be disabled
Deprecated versions of S5L and TLS should be disabled
Windows Script Host should be disabled
SMBv1 protocol should be disabled
Link-Local Multicast Name Resclution (LLMNR) should be disabled
SMBv3 signing and encrypticn should be enabled

Product configuration
MPFA for the backup console should be enabled
Immutable or offline (air gapped) media should be used
Password loss protection should be enabled
Backup server should not be a part of the production domain
Email natifications should be enabled
All backups should have at least one copy (the 3-2-1 backup rule)
Reverse incremental backup mode is deprecated and should be avoided
Unknown Linux servers should not be trusted automatically
The configuration backup must not be stored on the backup server
Haost to proxy traffic encryption should be enabled far the Network transport mode
Hardened repositories should not be hosted in virtual machines
Network traffic encryption should be enabled in the backup network
Linux servers should have password-based authentication disabled
Backup services should be running under the LocalSystem account
Configuration backup should be enabled and use encryption
Credentials and encryption passwords should be rotated at least annually
Hardened repositories should have the S5H Server disabled
53 Object Lock in the Governance mode doesn't provide true immutability

Backup jobs to cloud repositories should use encryption

Status

O Mot implemented
€ Not implemented
O Mot implemented
& Passed

@ Passed

€ Not implemented
O Mot implemented
€ Not implemented
@ Passed

€ Not implemented
O Mot implemented

O Mot implemented
€ Not implemented
@ Passed
1. Unable to detect
O Mot implemented
€ Not implemented
@ Passed
€ Not implemented
O Mot implemented
& Passed
@ Passed
& Passed
@ Passed
& Passed
O Mot implemented
& Passed
@ Passed
& Passed
@ Passed

Analyze
Schedule...

Suppress
Reset

Reset A

Last run...

Copy to Clipboard

Close

- Veeam Backup and Replication

Status
Stopped
Stopped
Enabled
Running
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Idle

Last Run
16 hours ago
16 hours ago

21 minutes ago
1 day ago

1 day ago

15 hours ago
16 hours ago
16 hours ago

14 hours ago
9 hours ago
19 hours ago
18 hours ago
2 hours ago
2 days ago
14 hours ago
14 hours ago
14 hours ago
14 hours ago
16 hours ago



Mejores Practicas: Seguridad y Resiliencia

Multi-Factor Authentication (Autenticacion Multifactor)

Veeam Backup & Replication es compatible con la
autenticacion multifactor (MFA) para la
verificacidon adicional del usuario.

Como segundo método de verificacion, se utiliza
una contrasefa de un solo uso (OTP) generada en
la aplicacion del autenticador movil. Combinado
con las credenciales de inicio de sesiony
contrasefia, crea un entorno mas seguro y protege
las cuentas de los usuarios frente a posibles
ataques.
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— L —

Users & Roles

Security | Authorization

User or group

& TECH'alisen.summers
s TECH\audrey.allen
‘; TECH\madiscn.gray

Rale

Veeam Backup Operator

Veeam Restore Operator

Veeam Backup Administrator

Edit...

Remove

LG

Reset MFA

Weearn Backup and Replication

1 The user will be required to reconfigure MFA upon the next logon. Proceed?

QK

| | Cancel

Enakle multi-factor authentication {MFA)

[] Enable auto logoff aﬂer rin of inactivity




Mejores Practicas: Seguridad y Resiliencia

Four-Eyes Authorization (Autorizacion de Cuatro Ojos)

Users & Roles X
Esta funcidn evita la eliminacion [Sesutty| Authorzation | .
. / . Yeearn Backup and Replication .
accidental o erronea de copias de
Seguridad (0) repositorios de Copia de This operation will be pending until ancther backup administrator approves it.
. . You can cancel pending request at any time, or wait for them to expire
seguridad completos, cambios en los automatically.

Create a request to delete backup?

usuarios, roles y otras configuraciones de
acceso mediante la consola, al requerir la
aprobacion de un segundo administrador
de Veeam Backup antes de que se
puedan aplicar los cambios solicitados a
estas configuraciones sensibles del

Yes Mo

servidor de copia de seguridad. Approve Reject | Detals
Todos los eventos relacionados con |a Home uent 1 iated by iited a Eupires t
autorizacion de cuatro o0jos se muestran e remy——rree 002 O3S AN 970 1093504
en la vista Historial, en el nodo Eventos Pl
de Autorizacion. |

o Cancel



Mejores Practicas: Seguridad y Resiliencia

Malware Detection (Deteccion de Malware)

La deteccidn de malware con Veeam se enfoca en
detectar malware y actividad sospechosa tanto en la
infraestructura de produccion como en la de backup y
enviar notificaciones al respecto.

A partir de la version 12.1 de Veeam, podemos identificar
incluso el malware durmiente en produccién. También es
posible escanear las copias de seguridad ya realizadas y
almacenadas en el repositorio.
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Mejores Practicas: Seguridad y Resiliencia

Malware Detection. Analisis a pedido de Malware y Contenido.

Aprovecha el Antivirus y/o el anélisis YARA.

Ofrece tres modos de escaneo con multiples alcances:
e Buscar (primera) copia(s) de seguridad limpia(s)
e Buscar copia de seguridad limpia en el rango

e Buscar contenido (por ejemplo, nimeros de tarjetas
de crédito)

El escaneo se realiza en el servidor de montaje.

Scan Backup

Performs an ad-hoc scan of you backups with an antivirus or the YARA engine to find the latest malware-free

restore point or to detect the presence of specific entries, such as personal information.

Scan mode:

(®) Find the last clean restore point

Restore points will be scanned sequentially starting from the most recent one until the first malware-free

one is found. Use this options when a cyber-attack is known to have started recently.

(O Find the last clean restore point in range

Restore points will be scanned in an optimal order to identify the last clean backup in range with least
number of scans possible, Use this option if you are not sure when the attack started, or when dealing

with a known sleeping malware.

() Scan all restore points in range for content analysis

All restore points in range will be scanned sequentially. Use this option for backup content analysis with
an applicable YARA rule, for example to look for personally identifiable information (PIl), personal health

information (PHI) or payment card industry (PCI) data.
Scan engine:
[] Scan restare points with an antivirus

[] Scan restore points with the following YARA rule;

Scan range:

From: Te:

(®) Most recent restore point (®) Oldest available restore point
() Start date: () End date:

[] Continue scanning all remaining files after the first occurence

Hide scan range oK

Cancel



Mejores Practicas: Seguridad y Resiliencia

Malware Detection. Analisis Automatizados de Malware y Contenidos.

New SureBackup Job
Name

@E Type in a name and description for this SureBackup job.

MNew SureBackup Job x

Linked Jobs (9&

Activado en un trabajo de SureBackup.

Settings Name
.. .. Schedule
Aprovecha el analisis Antivirus y/o YARA. I
Settings
Schedule
Analiza todo el trabajo de copia de seguridad Summary

(es posible realizar exclusiones).

El andlisis se realiza en el servidor de montaje.
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Linked Jobs

Select one or more backup jobs to link to this SureBackup job. All machines from selected backup jobs will be processed
sequentially once the application group is initialized.

MNew SureBackup Job >

Settings
_ OE Choose recovery verification job settings,

MName Content analysis

Sean backup content with an antivirus software
Linked Jobs . i

Scan backup content with the following YARA rule:

Pseings U [eicaryen c
Sl YARA rules location: C:\Program Files\Veeam\Backup and Replication\Backup'YaraRules\
Scan options:

Summary

[] Centinue scanning remaining files after the first occurence
Backup integrity
[] Perform backup integrity check (read and verify each block against a checksum)

Click Advanced to cenfigure job notifications settings.

< Previous || Next = Finish




Mejores Practicas: Seguridad y Resiliencia

Malware Detection. Escaneo en Linea: Cifrado y Analisis de Texto.

Analiza los datos a nivel de bloque durante |la copia
de seguridad.

Mediante un modelo de aprendizaje automatico
entrenado y un analisis de entropia de bajo

impacto, Veeam puede detectar datos cifrados por
ransomware.

El mismo motor detecta otros signos de malware o
ciberataque, como enlaces Onion, directamente en
el stream de backup.
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Settings

Veearn Backup and Replication

@

Enabling inline entropy analysis requires the entire disk images to be read
once in order to establish the baseline (normal) encryption state of each disk
block.

Changed block tracking will not be used on the next run of each backup job,
making them take longer but without impacting incremental backup sizes.

Enable inline entropy analysis?

Yes

Mo

General |‘l."eeam Incident API | Motifications |

Encryption detection
Enable inline entropy analysis

Uses Al/ML to detect previously unencrypted data becoming encrypted in

precessed disk images, which is often an indication of a ransomware attack.

Increases backup proxy CPU load.
Sensitivity:
m

Low Mormal Extrerne

Extreme sensitivity will alert on a smallest data set getting encrypted and
can thus generate many false positives, Low sensitivity is ideal for
environments with heavy encryption usage.




Mejores Practicas: Seguridad y Resiliencia

Malware Detection. COmo funciona el Escaneo en Linea.

Objects: Restore points:
[#  Tvpeinan object name tosearnfor Q) [ pate Tpe Status
Mame Original Size 9/20/2023 10:13:06 AM Increment Suspicious
Ll_—'i HK-1944-m-enc 177 GB 9/20/2023 8:48:16 AM Increment Suspicious
Ll_—'ﬁ HE-1844- m-ren 178 GB 9/20/2023 7:48:34 AM Increment oK
9/20/2023 7:34:44 AM Increment oK
9/20/2023 7:25:06 AM Increment oK
9/19/2023 6:43:43 PM Full oK
Total size: 356 GB Restore points: 6
Files:
Mame Data Size Backup Size Deduplication Compression Date
Cg HK-1944-m-enc.vm-10844302023-0... 0B [1):3 1.0x 1.0x  9/20/2023 10:06:24 AM
G HK-1944-m-enc.vm-10844302023-0.., 200 MB 445 MB 1.0x 1.8x  9/20/2023 8:41:09 AM
& HK-1944-m-enc.vm-10844302023-0.., 1.59GB 667 MB 1.0x 2.5x 9/20/2023 T:46:15 AM
& HK-1944-m-enc.vm-10844302023-0.., 2.01GB 948 MB 1.0x 2.2x 9/20/2023 T:32:15 AM
& HK-1944-m-enc.vm-10844302023-0.., 1.11GB 338 MB 1.0x 2.9x 9/20/2023 T:22:32 AM
&I HE-1944-rn-enc.vm-10844302023-0... 260 GB 99.0 GB Tdx T.8x 9/19/2023 &:32:42 PM

Backup size: 201 GB

Backup Server

NE' Marcar copias de seguridad infectadas

BN 1

/N
C
Ne)
: °of |o
Q
[
'z Mon. Tue. Wed.
3 21:00 21:00 21:00
E
o
4

Backup data ¥ \ Store data

[%) Copy path 3k Malware v

AN
~ N g

Backup Proxy

Backup Repository

0X01
110X Al/Ml. inline

0 1U detection



Mejores Practicas: Seguridad y Resiliencia

Malware Detection. Deteccidon mediante Indice de Guest.

También se conoce como Deteccion de Actividad
Sospechosa en el Sistema de Archivos por su
capacidad de buscar archivos con extensiones de
malware conocidas, notas de rescate y sefales
similares de presencia de malware.

Analiza la actividad del sistema de archivos
comparando los indices de guest para detectar
cambios sospechosos, como eliminaciones masivas o
cambios de nombre de archivos conocidos.
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Settings

General |Veearn Incident API I MNotifications |

Encryption detection
Enable inline entropy analysis

Uses Al/ML to detect previously unencrypted data becoming encrypted in

processed disk images, which is often an indication of a ransomware attack.

Increases backup proxy CPU load.
Sensitivity:
0

Low Mormal Extreme

Extreme sensitivity will alert on a smallest data set getting encrypted and
can thus generate many false positives, Low sensitivity is ideal for
environments with heavy encryption usage.

Suspicious activity detection
Enable file system activity analysis

Detects the appearance of suspicious files, the deletion of a large number
of existing files etc. This requires the guest file system indexing enabled in
the backup jobs settings.

Update malware definitions automatically

Extensions to monitor...

oK | | -




Trucos y Consejos
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Quick Backup & VeeamZIP

Virtual Machine

R

VeeamZIP Quick Quick Restore Disable

Backup Migration
Actions

Inventory

A% Malware Detection (1)
4 (B Virtual Infrastructure
4 & VMware vSphere
4 FF vCenter Servers
4 F vcl.democenter.int
4 [E]g Democenter
4 demo-cluster
B esx15.democenter.int
E esx16.democenter.int
E esx17.democenter.int
E esx18.democenter.int
> (4 Demo VMs
> Eg hx-cluster
> Eg prod-cluster.2
> Eg ved-cluster
b B vel.demolab.local
4 £ Nutanix AHV
E'7 pdcsentx01.democenter.int
4 (#: Physical Infrastructure
b gal Active Directory - HQ Servers

V M g2 Cloud Agents

ga! Linux Servers
/h\ Home

OmD =

GEE Backup Infrastructure

ga! Oracle Servers
g2' Unix Servers
ga' Manually Added
@ Unmanaged
G Offline (3)

4 Unstructured Data
NAS Filers
File Shares

Qs ot Eactnictio
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= B

Add to Add to

Jobs

Q Typeinan

A Name T

é]".

Add to

processing = Backup ~ Replication ~ VM Copy ~ Failover Plan ~

{9 demo-linuxvm101

{5y demo-linuxvm102

E‘;‘ demo-linuxvm103

{55 demo-linuxvm107

{5y demo-linuxvm109

=

1106

object name to search for

CY

{» denf
{39 deni
{3 denf
IZT? den|
{39 dent
Ef; den

5‘ exc

£l

v

% 0 i ol (]

[

VeeamZIP...

Quick backup

Quick migration...
Add to backup job
Add to replication job
Add to CDP policy
Add to VM copy job
Add to failover plan
Restore

Disable processing

vy v v v v v

Quick Backup ofrece copias de seguridad incrementales bajo
demanda para VMs sin necesidad de configurar un nuevo trabajo.
Agrega un punto de restauracion adicional a las cadenas de copias de
seguridad existentes, adecuado tanto para copias de seguridad
incrementales como incrementales inversas. Sin embargo, requiere
una copia de seguridad completa previa de los equipos virtuales.

Veeam/ZIP funciona como una copia de seguridad completa de VM,
creando un archivo de copia de seguridad completa independiente
(.vbk). Puedes almacenar este archivo en varias ubicaciones, pero ten
en cuenta: los archivos de copia de seguridad de VeeamZIP aparecen
en “Backups - Disk (Exported)” en la vista de inicio.

Quick Backup y VeeamZIP pueden crearse desde la vista Inventario.



Enterprise Manager + vCenter

Veeam Plug-in for VMware vSphere Client simplifica |a

administracion de backup para los administradores de VMJVV:LeC\iiSepniere
vSphere. Les permite comprobar el estado de Veeam
Backup & Replication, supervisar los resultados de los >
trabajos y ver las estadisticas de almacenamiento "

directamente en vSphere Client.

Autenticacion de la cuenta establecida
para la conexion del plug-in en el Servidor

Los administradores pueden identificar las maquinas EM. Se requiere Rol EM.
virtuales desprotegidas, planificar la capacidad y crear

puntos de restauracion utilizando VeeamZIP y Quick
Backup.

Autenticacion de la cuenta

Deta”es de Conﬁgu raCién . actual en el servidor vCenter.

Se requieren permisos de
. . . ., N—I vCenter.
e vSphere Client 7.0.0 or earlier — instalacion local en Ill_l >

vCenter Server.
« vSphere Client 7.0.1 or later — instalacién remota en Enterprise Manager VMware vCenter
Veeam Backup Enterprise Manager server.
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vm vSphere Client Menu Search

Veeam Backup & Replication

Summary

Enterprise Manager + vCenter

Recent Tasks

Alarms

Summary Settings

Veeam Backup & Replication

N I Backup servers:

n Proxy servers:

I n N Repository servers:
Running jobs:

Scheduled jobs:

VMs Overview

Protected VMs: mn
Backed Up 10
Replicated 1

Restore points: 14
Full backup size 68.35 MB
Incremental backup size 541GB
Replica restore points size 32.00 bytes
Source VMs size 160.30 GB

Successful backup sessions 100%

ratio

LAST 24 HOURS ~ | VIEW PROTECTED VMS REPORT _

QO wm o M

Successful VM Backups 15 (83%)
|

VMs with warnings 3(17%)
Failed VMs 0(0%)

Job Statistics

Running jobs: o]

Scheduled jobs: 13
Backup 0
Replica 3

Total jobs runs: 13
Successful jobs 9
Jobs with warnings 3
Jobs with errors 1

Max job duration: 3 hours 52 mins

LAST 24 HOURS ~ | VIEW LATEST BACKUP JOB STATUS REPORT..

»




Copy and Move Backup

Veeam Backup & Replication permite mover todas
las copias de seguridad de un trabajo de copia de
seguridad a otro repositorio o mover cargas de
trabajo especificas y sus copias de seguridad a otro
trabajo.

Ejemplos de uso:

Mover copias de seguridad a otro repositorio
Mover copias de seguridad a otro trabajo

Copiar copias de seguridad a otro repositorio
Migrar ReFS a XFS para un Repositorio Reforzado
Migrar NTFS a ReFS

Reequilibrar Repositorio Scale-Out

Evacuacion de la extension del repositorio Scale-
Out
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(> ‘g Oracle RMAN
> [% S3 - Backup

4 S-_, VMware - Backup from 3PAR Snapshot

et Fak

2024-04-2119:00
2024-04-2122:00

2024 NS NS

22:01

(] demo-linu
(31 demo-linu

(7] demo-winy

ol

K,  Instant recovery

Ez Instant disk recovery...

»

$2:01
$2:01

/COpy Backup to Another Location

Specify a destination to copy backups to. Copied backups can be found in the Disk (Exported) node.

Destination:

@® Backup repository:

Default Backup Repository (Created by Veeam Backup)

O Local or shared folder:

Delete this backup automatically in: | 3 months

Show backups

> Sk VMware - Bag

> Sk VMware - Bag

£ Publishdisks...
[:]5' Export backup...

o ~ .

X\
v
Browse...
0K Cancel
| ')
3:06
3:26




Veeam Extract Utility

gﬂj Weearn Backup Extraction Utility — x
. . . Extract
* Herramienta independiente para 1 | | | | |
o Specify the backup file, rmachines to restore, and the target folder to place restored WM files to. Restoring from
recu pera Cion [m] incrermental backup files requires that all dependent backup files are available in the sarme location,

e GUIoCL

Backup file:

|C:\BackupkuhuntuswﬂE.um-?ESEDEUEE-M-Nﬂ?0344_4&24.'-.-'hk | Browese...

Ejemplos de uso:

Target folder:

Recupere maquinas aunque se eliminen las AWM Dt | [ Browse..
copias de seguridad de Veeam Backup & Machines:
Replication o Veeam Backup & Replication no Name Size Host

b B ubumtusra02 16 GiB wienter(l tech.local

esté instalado.

Select one or more wirtual machines, and click Extract to continue, Cancel




Ya casi hemos
terminado...
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¢Quieres experiencia practica?

Intelligent offsite backups

LU wiibkh \faaam Naka Diakfarm

—

= = M N0

-l M~

Test drive Veeam Backup
- and Reolication V12

Machine Learning,
Terraform, Microsoft
Teams BOT &
Ransomware clean room
with Veeam API

Learn how to achieve advanced capabilities
with the Veeam REST API. Topics covered
include how to address the malware
challenge with Veeam clean room, leveraging
Machine Learning for backup data analysis,
and how to meet DevOps challenges with
integrating Terraform with Veeam, amongst
other topics.

Product: Veeam Backup and Replication
Use Cases: Data Recovery, Data Security,
Data Mobility

Technical Level: Advanced

REQUEST LAB

Embrace DevOps with

Fvkancihiliki and

Getting Started With
... Veeam-Powered Manaaed

Avoid platform lock-in
with Veeam Flexible data
recovery

Learn how to achieve data recovery and data
mobility flexibilities with Veeam Data
Platform. Topics include Microsoft Active
Directory backups and Recovery with Veeam,
recover data from on-premises to AWS,
instant recovery from VMware vSphere to
Microsoft Hyper-V, Secure Restore for Anti
Virus and Malware scans and NAS data
recovery, amongst other topics.

Product: Veeam Backup and Replication
Use Cases: Data Mobility, Data Flexibility
Technical Level: Intermediate

REQUEST LAB

Ransomware Defense with

lenmukahla Vaanm

Test Drive Veeam

=1 Recoveru Scenarios

g Al Powered Ransomware
Threat Management with
Veeam Data Platform

Learn about Artificial Intelligence powered
Ransomware threat management capabilities
now available with Veeam Data Platform (12.1
update). Key topics include Al powered inline
malware detection, YARA rules support for
malware detection, automated malware
detection with YARA rules & Anti-virus
software and immutable data backups to
combat Ransomware challenge.

Product: Veeam Backup and Replication
Use Cases: Data Security
Technical Level: Intermediate

REQUEST LAB

https://go0.veeam.com/

hands-on-lab-
experience#frenewal

[ veeam


https://go.veeam.com/hands-on-lab-experience
https://go.veeam.com/hands-on-lab-experience
https://go.veeam.com/hands-on-lab-experience

Veeam Certified Engineer (VMCE)

* Instructor o ala carta
e Disponible en 100 paises
e Teoriay laboratorios

* https://www.veeam.com/support/training/vmce-training.html
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https://www.veeam.com/support/training/vmce-training.html

Recursos Adicionales

* Calculadoras (https://www.veeam.com/calculators)

* Centro de Ayuda (https://www.veeam.com/support/help-center-technical-documentation.html)

* Mejores practicas de VBR (https://bp.veeam.com/vbr/)

* KB: Seguridad (https://www.veeam.com/knowledge-base.html?type=security)

* R&D Foros (https://forums.veeam.com/)
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https://www.veeam.com/calculators
https://www.veeam.com/support/help-center-technical-documentation.html
https://bp.veeam.com/vbr/
https://www.veeam.com/knowledge-base.html?type=security
https://forums.veeam.com/

Follow us! Join the community hub:
BfX0 O s
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https://community.veeam.com/
https://www.facebook.com/VeeamSoftware/
https://www.instagram.com/veeam_software/
https://twitter.com/Veeam
https://www.youtube.com/@veeam
https://www.linkedin.com/company/veeam-software/
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