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Veeam Datd’latform

Proteccion de Asistencia y . .
Briios d= remediacién Detectar + Identificar Oﬁgg:/r;%ﬁ?dgd
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A
A Garantia contraransomwarede hasta 5millones de USD con VeeatrechnicalAccountManager
A Equipo SWAT disponible las 24 horas, los 7 dias de la semana, los 365 dias del afio y gerente de cuent

A Servicios de incorporacion, disefio e implementacion y controles de evaluacion de seguridad trimestrale:



P I atafO rm aS VMwarevSpheres.x¢ 8.0 Update 3
/ 2 Y LJI L] VMware Cloudirector10.1¢ 10.5

Con Veeam ONE Microsoft HyperV 2012¢ 2025
v12.3 Azure Stack HCI

* Soncompatibledasversionegratuitas de VMware/SpheredESXy Microsoft Windows Server
HyperV.




VeeamBackup &Replication

A VeeamBackup &Replicationl2¢ 12.3
A VeeamBackup &Replicatiornl 1
A VeeamBackup &Replicationl0a

Plataformas

/| 2 YLJ

Con VeeanONE
v12.3

VeeamBackup para Microsoft 365 v8

VeeamBackup para Microsoft 365 v7




Licenciamiento

Dosmodelosde licenciamiento

Por-Socket

Modelo de licenciade legada

Veeam ONIpuedelicenciarsgoor el nimerode
socketsde CPLlenhosts VMware vSphere o
Microsoft HyperV monitorizados Serequiere
unalicenciapor cadasocketde CPUcupado
segunlo reportadopor la API dehipervisor

Lamonitorizacionde Veeam Backup para
Microsoft 365 no consumaingunalicencia

BasadaeninstanciagVUL)

Modelo de licenciamientoa pruebade future

Veeam ONIpuedelicenciarsgor el nimerode
maquinasvirtualesmonitorizadasequipos
protegidoscon Veeam Agentsiastanciasenla
nube

[ veeam



Licenciamiento

Dosmodelosde licenciamiento

Perpetuo

Licencigpermanente Elperiodode soportey
mantenimientoseincluyecon lalicenciay se
especificeen meses @afos

LaLicenciaPerpetuaincluyeun contrato de
Soportey MantenimientoBasicao de Produccién
duranteel primer afo.

Elplazomaximode prepagode Asistenciay
MantenimientoparaunalicenciaPerpetua es de
tresanos

Suscripcion

Licenciague expiraal final deftérmino de la
suscripcion

Lalicenciade suscripcionncluyeun contrato
de soportey mantenimientode Produccién
durantetodo el término de lalicencia

Laduracionde lalicenciade suscripciores
normalmentede 1 a 3afosa partir de la
fechade emisionde lalicencia

Elperiodomaximoprepagadaode una
licenciade suscripciores decincoanos

[ veeam
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Resumertde
Componentes
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Arguitecturay Componente43asicos

ServidoiWVeeam ONE

ServidorVeeam ONE

A Componentecentral de lasolucionVeeam
ONEresponsablale lacoleccion
procesamientoy consolidaciorde datosde
variasfuentes

A Ofrecefuncionesesencialesle monitorizacion
alertay generaciorde informessobrela
infraestructuravirtual y decopiade seguridad

A Se integrgperfectamentecon Veeam Backup &
Replication, lo qu@ermite unasupervisiory
analisisntegralesen un Gnicopanel.
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Base de Datos
de Configuraciones
A Estecomponentefuncionacomorepositorio
de todoslosdatosobtenidospor el Servidor
Veeam ONEguardandda informacionpara

el analisishistoérico y lageneraciorde
informes

A Indexay recuperadatosde maneraeficiente,
lo quepermite generarinformes
rapidamentey obtenerinformacionde
monitorizacionentiemporeal.

A La base delatospuedeinstalarsdocalmente
(enelmismoequipoque el servidorVeeam
ONE) aemotamente



Arguitecturay Componente43asicos

Veeam ONEJ| (Interfazde Usuario)

@ Veeam ONE Client Veeam ONE Web Client

A Veeam ONE Client esaAplicacionde _ _
escritorioque proporcionaunainterfaz de A Veeam ONE Web Cliedireceunainterfaz

usuariocompletaparainteractuary manejarsu de W_eb .parz.ilacceder a Iﬁmcpnahdadesje
entornoVeeam ONE monitorizaciony generaciorde informes

A Ofreceherramientasintegralesparael analisis A Disefadccon undisefiointuitivo, el cliente
detalladq lo quepermite alosusuarios V\,/e_bpermltealos ST
analizaren detalle los datoscontableros faciimenteporlosinformesy lasmetricas

informesy alertas

A Permitesupervisafasinfraestructuras
virtualesy decopiade respaldoentiempo real,
ofreciendoinformacioninstantaneay la
capacidadle responderapidamentea
cualquierproblema
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Architecture OverviewArguitecturg
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\ 4

Veeam ONE Business View

° OtrosProgramas




Instalacion
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Arguitecturay Componentes’rincipales

Instalacion

Descarguel archivode imagen de Veeam OMERui https://my.veeam.com/myproducts Registressi esnecesario

NEW 12.3 RELEASE
Veeam Data Platform

SEE WHAT'S NEW

DOWNLOAD

o

Log In to Access Your Account

Access Veeam My Account or Veeam Data Cloud (formerly Cirrus) backup services by selecting from the

login options below:

My Account

Log in to access and manage the following:

* Support Cases (incl. Veeam Data Cloud)
* License management

* Product downloads

* Renew and add more licenses

Veeam Data Cloud
(Formerly Cirrus)

Log in to access your backup service:

* Veeam Data Cloud for Microsoft 365

* Veeam Data Cloud for Microsoft Azure
® Veeam Data Cloud Vault

* Veeam Insights for Microsoft 365

E ‘

Product v

Password ‘

Region e

D Keep me logged in Reset My Password

LOG IN

Don't have an account? Sign Up

Log in or register with your social account

GO0 m

You will be redirected to the app Login page

Need Support? Log in to My Account

© 2025 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

veeom

v o mo@

. +12403995082 US Federal Government Support

& All Veeam Products

Product downloads

@ You have new available updates.

My subscription products
Veeam Data Platform Veeam Data Platform
DOWNLOAD (13.9 GB] %

i g Foucton
Veeam Recovery ‘Veeam Backup & Replication Veeam ONE Veeam Backup &
Orchestrator Version: 123 Version: 12.3 Replication
Version: 71 Details Details Version: 12.3
Details Details

Commwa ) Comwa)

GO TO UPDATES


https://my.veeam.com/my-products
https://my.veeam.com/my-products
https://my.veeam.com/my-products

Arguitecturay Componentes’rincipales

Instalacion

Veeam ONE

Version: 12.3

Install

‘4% Veeam ONE - X

N\ Install Veeam ONE

- I [} Veeam ONE is an intelligent visibility tool that helps to identify and resolve issues before
they cause problems, ensuring critical data protection.

~~| Install Veeam ONE Client

L Veeam ONE Client is a Windows-based graphical user interface client for monitoring
backup servers and virtual infrastructures.

@ View Documentation

[ veeam



Arguitecturay Componentes’rincipales

Instalacion

‘4% Veeam ONE - X

License

Provide license file for Veeam ONE.

Select license provisioning method:

& Sign in with Veeam Browse to local license file

License details:

Community edition, 10 instances, limited functionality & personal use only

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation ID, and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by.

@ Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client's environment as a
consultant or an MSP.

Back Next Cancel
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:ﬁ Veeam ONE

Service Account

Specify account for Veeam ONE services.

User name:

‘ Administrator

Type in the user name in the DOMAIN\USERNAME format.
The specified user account must have local administrator privileges on this server.

Password:

(LTI ST,

~ | & Choose...
-
Back Next

Cancel



Arguitecturay Componentes’rincipales

Instalacion

:'.'; Veeam ONE

Ready to Install

Installation will bagin with the following settings.

Components:

Service account:

SQL server:

Database name:

Installation folder:

Performance data caching path:
Data collection mode:

Veeam ONE monitoring service port:
Veeam ONE reporting service port:
Internal Web API port:

Website port:

Veeam ONE agent port:

Certificate:

License details:

License autoupdate

(enables usage reporting):

Check for product updates:

£+ Customize Settings - Back

© 2025 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

All
WIN-7TCBRBRPVEN\Administrator
WIN-7TCBRBERPVEN\VEEAMSQL2017
VeeamONE

C\Program Files\Veeam\Veeam ONE
C\PerfCache

Backup data only

2714

2742

2741

1239

2805

Generate new self-signed certificate
Community edition, 10 instances, limited functionality & personal use o...

Enabled
Automatically

Install Cancel

:ﬁ Veeam ONE

Components

Select the components below to install.

Components
Veeam ONE Server
Veeam ONE Web Services
Veeam ONE Client

Back

Next

Cancel



Arguitecturay Componentes’rincipales

Instalacion

“i% Veeam ONE - X

Database
Choose SQL Server Instance for Veeam ONE data.

® Install new instance of SQL Server (localhost\VEEAMSQL2017)

O Use existing instance of SQL Server (HOSTNAME\INSTANCE)

Instance: |WIN—?TCBRBRPVEN‘\VEEAMSQLEO‘I7 W | Ml Browse..

Database name: | VeeamONE |

Connect to SQL using:
(® Windows authentication credentials of the Veeam ONE service account

(O sQL Server authentication with the following credentials:

Username: | sa |

Password: | |

Back Next Cancel
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:'.'; Veeam ONE

Data Locations

Specify paths for persistent and non-persistent data storage locations.

Installation path:

| C:\Program Files\Veeam\Veeam ONE

| M Browse...

@ Disk space: 95.33 GB available, 844.31 MB required

Veeam ONE Client performance cache path:

| C\PerfCache

| Bl Browse...

@ Performance cache is space on disk to which Veeam ONE stores real-time performance data, as this
data is collected. Performance data stored in cache is used for Veeam ONE Client dashboards and views.

Back

Next

Cancel



Arguitecturay Componentes’rincipales

Instalacion

‘4% Veeam ONE - X

Data Collection Mode

Select Veeam ONE data collection mode.

For optimal performance and stability, select data collection mode according to the size of the infrastructure.
@ Veeam backup data only
(O Veeam backup data and virtual infrastructure performance monitoring

(O Veeam backup data and large-scale virtual infrastructure performance monitoring

Back Next Cancel
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:ﬁ Veeam ONE

Port Configuration

Specify port configuration and certificate to be used by Veesam ONE.

Veeam ONE monitoring service port: 2714
Veeam ONE reporting service port: 2742
Veeam ONE Web API port: 2741

Website port: 1239

Veeam ONE agent port: 2805

Certificate: | Generate new self-signed certificate N

5] View certificate

Back Next Cancel



Arguitecturay Componentes’rincipales

Instalacion

‘4% Veeam ONE — X

Ready to Install

The wizard is ready to begin the installation.

Components: All

Service account: WIN-7TCBRBRPVEN\Administrator

SQL server: WIN-7TCBRBRPVEN\VEEAMSQL2017

Database name: VeeamONE

Installation folder: CA\Program Files\Veeam\Veeam ONE

Performance data caching path: C\PerfCache

Data collection mode: Backup data and large-scale virtual infrastructure performance

Veeam ONE monitoring service port: 2714
Veeam ONE reporting service port: 2742

Internal Web API port: 2741

Website port: 1239

Veeam ONE agent port: 2805

Certificate: Generate new self-signed certificate

License details: Community edition, 10 instances, limited functionality & personal us...
License autoupdate

(enables usage reporting): Enabled

Check for product updates automatically

Back Install Cancel
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ClienteVeeam ONE

Elcliente Veeam ONE formparte de lasolucionintegradaVeeam ONE.

Veeam ONE

Version: 12.3

o/

Install

_"ﬁ Veeam ONE

/N Install Veeam ONE

- I I Veeam ONE is an intelligent visibility tool that helps to identify and resolve issues before
they cause problems, ensuring critical data protection.

~~] Install Veeam ONE Client

1L Veeam ONE Client is a Windows-based graphical user interface client for monitoring
backup servers and virtual infrastructures.

@ View Documentation

[ veeam



nterfazde Usuario deClienteVeeam ONE

o =} Veeam ONE Client (DEMOCENTER\elena.ladikova)
€3 Configuration issue (1 detected). Show details
Virtual Infrastructure < Selected Object: & Demo VMs - 0 errors, 0 warnings
ceareh L l Summary  Alarms  Infrastructure Objects Performance  Top Objects  Tasks & Events

Q| Fitess Al D 1 @ @ @ | Sy | T riters (None) EgThisobjec.eE " Actions

Alarm Management

o v iy
[flg pemocenter Status Time 1 | Source Type Na... Repeat Count Remediation
® v Egl demo-duster _— (D Show History...
© Eror 2041201 11:41:28 demo-winvm101 [ Guest se... 2 f i
g esx15.democenter.int - + Resolve.
§ . = .
° g esx16.democenter.int 1 Warning 2024-08-30 22:22:29 demo-winvm105 (mp] Potenti... 2 )
fhl
esx17.democenter.int < > f Resolve All.

e Acknowledge...

o Barra dd—lerraml enta%’ g esx18.democenter.int
Men l:l P rl nCI pal LA G Resources s E o e

. ® > (4 Demggats . fo Exclude
9 Panel dd nventarlo > EE'] hx-(luste 1 Alarm Details Q* Edit Exclusions...

Acknowledge All...

EE'] ved-cluster Description
; o 4 Export Alarms...
Datastores Suspicious malware activity was detected on vSphere VM "demo-winvm105"
Detection source: Internal malware scan
Additional details: Potential malware activity detected Remediation

e
I d f Suspicious malware activity was detected on vSphere VM "demo-winvm105"
e Pane d n O rm aCIO n Detection source: Internal malware scan

Additional details: Potential malware activity detected

Knowledge
e Pan elACCiO n eS Veeam Backup & Replication strengthens the security of the backup system using advanced tools like inline malware scans. It also provides an API that other services can use to Cuslomization
check and mark VM:s as suspicious.
o Edit Alarm...
Cause

EEII Veeam Backup & Replication Veeam Backup & Replication server has detected a potential malware activity. {5 Define Alarms..
Resolution Navigation
{é\ Veeam Backup for Microsoft 365 Quickly find and separate any systems that might be affected and are at risk to stop the malware from spreading. You disconnect the affected VMs from the production network
as an immediate step to mitigate the issue.

To recover from a malware attack, restore your workloads from a restore point that is marked as clean or is in an OK state.
Also, Veeam offers more advanced restore options like Instant VM Recovery, Secure Restore, Staged Restore, and SureBackup. These options let you recover restore points in safe
environments and run more checks for hidden malware.

In-Guest Processes

A Performance v

'b‘ Virtual Infrastructure Open Console

. . To look at the available clean restore points in Veeam ONE Web Client, start the Malware Detection report.
S Business View

D Alarm Management
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Monitoreo
VBR
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ComoAnadirVeeam Backup & Replication

Paracolectardatossobresu
infraestructurade respaldoy
operacionegle proteccionde datos,
debeconfigurarconexionesalos
servidoresde Veeam Backup &
Replicatioren el ClienteVeeam ONE.
Puedeconectarlos siguientestipos

de servidores

Add Server

Summary

A ServidorvVeeam Backup &
Replication paranonitorear
servidoresde backup
independientes

A Backup Enterprise Manager para
monitoreartodoslosservidoresde
backupagrupadodajo Veeam
Backup Enterprise Manager

© 2025 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Add Yeeam Backup & Replication Infrastructure

Connection Specify credentials for connecting to the server
Credentials )

Credentials:
ST wacOThadministrator (Backup administrator, Last edited: Today) V‘ = Add

T Manage Credentials
Local &dministrator permissions are required to install Weearn OMNE &gent,
Previous ‘ ‘ Mlext Finizh
veeom



Tablerosveeam Backup &
Replication

A Panelegle Gestiorde Copiagle Seguridace
Infraestructuras

A Resumerde lalnfraestructurade respaldo
A Sumarioy Vision General dies Repositories

A Vision General Resumerde losBackup
Proxies

A Panelesle Gestionde los Aceleradore SWVAN
A Servidoresle cintas

A Repositoriogn lanubeY Visién General des
Gateways

© 2025 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

A Visién general deodoslos componentes
y suestadode salud

A Detallessobreel usoy el estadodel
almacenamiento

A Comprensiorde lastareasde
procesamientale datos

A Métricasde rendimientopara la
optimizacionde la WAN.

A Estado yitilizacionde recursos

A Cadaableroofreceresiimenesie
resultadossemanaley mensuales

veeom



Tablerosveeam Backup & Replication

LosTablerogeflejanel estadomasrecientede lostrabajosde copiade seguridad replicaciony SureBackupy leayudan
aanalizarel rendimientoy laconfiguraciorde loscomponentesle lainfraestructurade respaldo

€3 Configuration issues (12 de

Selected Object: & Bac

> e Configuration issues (6 detected), Show details
Selected Object: I
> el Ot 8 Summary Al N Selected Object: (% Yhware Backup Prosy (version: 12.0,0,1267 ) - 0 ervors, 0 warnings
=
= Summa Repository Serve
2 J P B 5 Summary Monthly Summary  Alarms Performance Tasks & Events
S = =1
£ o =
% g_ = Backup > s o i
ro; erver Overview
o £ = Xy
o3 3 o) pe
o .
= £ I—g—l Re o @ 0 running tasks
= ] =,
U H] E‘l
L] > |=“
=] L1 v]
£ E Stored VI S -
2 = £ EE Hot Add proxy
@ waw  Fullbacky, @
= -— g
ﬁn [ > Disks processed in the last 7 days 15
==
Unstructy x Max, cancurrent tasks 2
i -
ol
o
Top Repositol Applicatic
Sl 300 -
‘ = Transferred Data
230 Top Repository | 14
@ N
= 200 1000 — IEFSI 12
k’ 150 | 300 10
600 {u‘:ﬁ
100 %El = 8
EF: By 400 .
50
, {é’ 200 -‘9‘ .
= Defaul 0 i 2 I
¥ - - =
E Thu Fri Sat Sun on Tue Wed
Service: localhost @ conne D ® GB
Service: localhost (@ connecte
Service: localhost @ connected Database: YeearnOME @& connected Collectar: retrieving infrastructure data

© 2025 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Number of Processed Disks

0

Backup Window Utilization

1.0

08

08

04

02

0.0

Weeam OME Client (SRV1 1 1% Administrator)

Thu Fri

Thu Fri

Importing infrastructure

Sat Sun

Ion Tue ‘Wed

® VM and computer disks

Sat Sun Ivlen Tue Wed

® Hours




AlarmasVeeam Backup & Replication

K
e

i)

DD R X
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€3 Error 12/8/2022 §:46:06 &AM Job "Backup Copy Job Cloud"

Alarm Details

Description

Fired by event: VeeamBackupServerLicenseExpiration
Event description: Veeam Backup & Replication license key has expired
Initiated by: Weearm ONE (SRV111)

Knowledge

Veeam Backup & Replication license expired

Cause
Weearn Backup & Replication license key has expired

Resolution

Contact Veeam sales representatives to renew your license key

Categoriasle AlarmasPrincipals

Problemagde ConectividadMonitoreala comunicaciérentre los
componentedgle lainfraestructurade respaldo

Salud del 8ftware: Registrael estadodel software Veeam Backup
& Replication.

Estado dellrabajo: Alertasparatrabajosconfalloso conavisos

Capacidadle Almacenamienta Avisa deespacioreducidoo que
seestareduciendorapidamenteenlosrepositorios

Rendimiento Detectalostrabajosde largaduracionque superan
la ventanade copiade respaldo

LicenciamientoSupervisdaslicenciasde productosy los
contratosde soporte



AlarmasVeeam Backup & Replication

Lasalarmasde proteccionde datospredefinidasestanconfiguradagaraavisarlede eventoso problemasque pueden
causarapérdidade datoso prevenirgue lainfraestructurade Veeam Backup & Replicatifumcionecorrectamente

€ Configuration issue (1 detected). Show details

v

Selected Object: @ Veeam Backup & Replication - 0 errors, Owarnings

| - Alarms Data Protection Veeamn ONE Agents

‘v:“»

Status Time i

© Eror 12/8/2022 8:46:26 AM
v € Error 12/8/2022 8:46:06 AM

Veeam Backup & Replication

@ Error 12/8/2022 8:46:06 AM

Alarm Details

Description

v
B

E

| Waming 12/8/2002 851:26 AM

| Fitters: a1 @ 4
Source
backupOl.techlocal
Default Backup Repository

backupOl.tech.local

© 0 % | &K

Type

B

e
@

Job "Backup Copy Job Cloud"

Fired by event: VeeamBackupServerLic

P
Event description: Veeam Backup & Replication license key has expired

Initiated by: Veearn ONE (SRV111)

Knowledge
Veeam Backup & Replication license expired

Cause

Resolution

O D X & D

Veearn Backup & Replication license key has expired

Contact Veeam sales representatives to renew your license key

License expiration date

>

T Filters (None) ' -

Name

Backup repository free space
Backup Copy job state

Job "Backup Copy Job Cloud” has en
Job has failed unexpectedly
Job has failed unexpectedly

Page 1 of 1

Actions

Alarm Management
@ Show History...
+/ Resolve...

L Resolve All...

78" Acknowledge...
A& Acknowledge All...
fo Exclude

?' Edit Exclusions...

Lf’ Export Alarms...

Remediation

3 Approve Action

Customization
S Edit Alarm...

[ Define Alarms...

Navigation

[/ Performance v
Open Console
In-Guest Processes

© 2025 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

> Actions

- e

P@ Disable

s Edit...
4% Copy
X Delete
[Z» Edit Assig
@: Edit Exclu

% Show All |

Alarm Settings

General
Rules
Assignment
Motifications
Actions
Suppress

Knowledge Base

Alarm name: | Production VM CPU Usage

Alarm type:  Virtual machine
Platform: Vhware

Enable this alarm

Save Cancel




Diagnosticdnteligentede Veeam

AN
7
M Actualizacionesle Firmas
Soportede Veeam 4 Firma N 4 N
@ Comandade Colecciorde @ EE‘
. Registros AV
> ServidorVeeam
ServidoNVeeam Servidonveeam One ATCNIVOOE REGISIO. - jio iev/eeam Backup & Replication
Alarma ONE Agent Compresado  5pe agent
N Y, L y

Resolution
To get more information about the issue and resolution, refer to the following Veeam Support Knowledge Base article KB4632.
The vulnerability is resolved with a hotfix for Veeam Backup Enterprise Manager 12.2.0.334 and also in the latest Veeam Backup & Replication version, 12.2 (build 12.2.0.334)

ISO.

If you are about to contact Veeam Technical Support regarding this alarm, make sure to provide the Veeam Intelligent Diagnostics signature UID when opening a support
case. This will simplify the investigation process and can significantly decrease resclution time.

Signature UID: VID843751
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Veeam Backup para Microsoft 365
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