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* Abonnement a Coveware Incident Response avec SLA de 15 minutes
* Garantie contre les ransomwares jusqu'a 5 millions de dollars avec le responsable
+ Cyber de compte technique de Veeam TAM.
P + Equipe d'intervention 24/7/365 et gestionnaire de compte de support dédié.
* Services d'intégration, de conception et de mise en ceuvre, et controles trimestriels
d'évaluation de la sécurité.




Plateformes

supportées

par Veeam Backup &
Replication v12.3

VMware vSphere 6.x — 8.0 Update 3
VMware Cloud Director 10.1 — 10.6

Microsoft Windows Server Hyper—V 2012 — 2025
Azure Stack HCI

*Le serveur Microsoft Hyper-V (hyperviseur gratuit) est pris en charge.
*Les installations Server Core sont entierement prises en charge.

Nutanix AOS 6.5 or later
Red Hat Virtualization 4.4 SP1 only (RHVM 4.5.0 or later)
Oracle Linux Virtualization 4.5.4 or later
Proxmox Virtual Environment 8.2 or later



_I Agents
(Machines Physiques et Virtuelles)

Microsoft Windows Server 2008 R2 SP1 — 2025

Microsoft Windows 7 SP1 — 11 24H2
PI ateform es *Les installations Server Core sont entierement prises en charge.

SU ppO rtées La majorité des distros Linux populaires (

par Veeam Backup &
Replication v12.3

Mac OS 10.13.6 High Sierra — 15 Sequoia
IBM AIX7.1—-7.3TL2

Oracle Solaris 10 1/13,11.0-11.4
*SPARK et x86 sont prises en charge.



https://helpcenter.veeam.com/docs/agentforlinux/userguide/system_requirements.html?ver=60

Plateformes

supportées

par Veeam Backup &
Replication v12.3

Partages de fichiers (SMB et NFS)

Systemes NAS d'entreprise :
NetApp Data ONTAP (prise en charge de SnapDiff)
Lenovo ThinkSystem série DM
Dell PowerScale (anciennement Isilon)
Stockage de fichiers Nutanix

Répertoires de stockage d'objets :
Tout répertoires de stockage objet compatibles S3
Amazon S3 object storage
Microsoft Azure Blob storage
ONTAP FSx



MS SQL 2014 SP3 — 2022

PI ateformes Oracle 11gR2 — 23c

SAP HANA 1.0 and 2.0 sur Linux et Power

supportées

MongoDB 5.0 — 8.0

par Veeam Backup &

L IBM db2 10.5, 11.1, 11.5 sur Linux, Power et AIX
Replication v12.3

Autres charges de travail:
Microsoft Entra ID




Licences

Deux modeles de licence:

Par-Socket

Ancien Modele (Legacy). Toujours disponible pour
les clients existants.

La licence de Veeam Backup & Replication
est basée sur le nombre de sockets CPU sur
les hotes protégés.

La licence n'est requise que pour les hotes
sources - les hotes sur lesquels résident les VM
gue vous sauvegardez ou répliquez. Les hotes
cibles (pour les taches de réplication et de
migration) ne nécessitent pas de licence.

Instances (VUL)

Nouveau modele. Il est plus flexible et peut étre utilisé
pour différents produits.

Les instances sont des unités (ou jetons) que vous
pouvez utiliser pour protéger vos charges de travail
virtuelles, physiques ou basées dans le cloud.

Vous devez obtenir une licence avec le nombre total
d'instances pour les workloads que vous souhaitez
protéger dans Veeam Backup & Replication.

[ veeam



Licences

Deux types de licence:

Perpétuelle

Licence permanente. La période d'assistance et de
maintenance est incluse dans la licence et est
spécifiée en mois ou en années.

La licence perpétuelle inclut un contrat d'assistance
et de maintenance de production
ou de base pour la premiéere année.

La durée maximale prépayée pour le support
et la maintenance d'une licence perpétuelle
est de trois ans.

Abonnement

Licence qui expire a la fin de la période
d'abonnement. La licence d'abonnement
comprend un contrat d'assistance a la production
et de maintenance pour toute

la durée de la licence.

La durée de la licence d'abonnement est
normalement de 1 a 3 ans a compter de la date

d'émission de la licence.

La durée maximale prépayée d'une licence
d'abonnement est de cing ans

[ veeam
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Vue d'ensemble
des composants
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Architecture et composants de base

Vue d'ensemble:

N
37 & R
[ —— | [ —— | [ ——— |

VBR Konsole Backup Proxy Backup Server Backup Repository
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Installation
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Architecture et composants de base

Installation

Téléchargez le fichier d'installation sous forme de .ISO sur https://my.veeam.com/my—products.
Se connecter si nécessaire.

.
S

NEW 12.3 RELEASE

Veeam Data Platform

SEE WHAT'S NEW

DOWNLOAD

Log In to Access Your Account

Access Vesam My Account or Veeam Data Cloud (formerly Cirrus) backup services by selecting from the

login options below:

My Account

Log in to access and manage the following:

* Support Cases (incl. Veeam Data Cloud)
* License management
* Product downloads

* Renew and add more licenses

Veeam Data Cloud
(Formerly Cirrus)

Log in to access your backup service:

® Veeam Data Cloud for Microsoft 365

® Veeam Data Cloud for Microsoft Azure
® Veeam Data Cloud Vault

* Veeam Insights for Microsoft 365

E-mail ‘

Product v

e |

Region v

[] Keep me logged in Reset My Password

LOG IN

Don't have an account? Sign Up

Log in or register with your social account

GO L

LOGIN

You will be redirected to the app Login page

Need Support? Log in to My Account

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Product downloads

& All Veeam Products

E @Vnu have new available updates
o
My subscription products
-
CIID
L) Veeam Data Platform Veeam Data Platform
A Version: 123 Details e L Foundation

[ ]
$ Veeam Recovery Veeam Backup & Replication Veeam ONE Veeam Backup &

Orchestrator Version: 12.3 Version: 12.3 Replication

Version: 71 Details Details Version: 12.3

Details Details

DOWNLOAD (13.9 GB)

m

Veeam Service Provider Console
Version: 8.1
Details

DOWNLOAD (2.6 GB)

DOWNLOAD (12.7 GB) DOWNLOAD (2.4 GB)

Hew version

DOWNLOAD (131 GB)

Veeam Data Platform Advanced
Version: 12.3 Details

Veeam Backup & Replication Veeam ONE
Version: 12.3 Version: 12.3
Details Details

DOWNLOAD (12.7 GB) DOWNLOAD (2.4 GB)

DOWNLOAD (12.7 GB)


https://my.veeam.com/my-products
https://my.veeam.com/my-products
https://my.veeam.com/my-products
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Installation

Install

ﬂ-”] Veeam Backup & Replication - X

¥| Install Veeam Backup & Replication

N Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data.

Veeam Backup Enterprise Manager is an optional web-based management and reporting
consocle for Veeam Backup & Replication. It provides a single pane of glass for larger
environments with multiple backup servers.

N@ Install Veeam Backup Enterprise Manager
=]

Install Veeam Backup & Replication Console

Veeam Backup & Replication console is a Windows-based graphical user interface client
for managing backup servers,

i

9 View Documentation



Architecture et composants de base

Installation

ﬁ:@ Veeamn Backup & Replication - x E-”] Veearn Backup & Replication - x
License System Configuration Check
Provide license file for Veeam Backup & Replication. System is being verified for potential installation problems.

Select license provisioning method:
@ Setup could not automatically install required system prerequisites.

A Sign in with Veeam I Browse license file Please install missing components and click "Retry" to continue,

License details:

Subscription, Suite, 60 Instances, License expires on 03/08/2024 Requirement Status
Microsoft .NET Framework 4.7.2 ﬂ Passed
Update license automatically (enables usage reporting) Microsoft Visual C++ 2015-2019 Redistributable @ Passed
Download and install new license automatically when you renew or expand your contract. This requires Microsoft System CLR Types for SOL Server 2014 @ Failed
sending the license ID, the installation ID, and workload usage counters to Veeam servers periodically. Microsoft Report Viewer Redistributable 2015 Q Passed
Successful usage reporting doubles the number of workloads you can exceed your installed license by, Microsoft PowerShell v5.1 g Passed
Microsoft Universal C Runtime ﬂ Passed
Microsoft .MET Runtime 6.0.10 ﬂ Passed
Microsoft ASP.NET Core Shared Framework 6.0.10 Q Passed

Back Cancel Back Cancel

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom




Architecture et composants de base

Installation

E’a Weeam Backup & Replication

Ready to Install
Installation will begin with the following settings.
Installation folder:

CA\Program Files\Veeam‘\Backup and Replication

vPower cache folder: CAProgramData\Weeam'\BackuphIRCache

Guest catalog folder: CAVBRCatalog
Service account: LOCAL 5YSTEM
Database engine: Postgre5QL
S5QL Server: repo32:5432
Database name: VeeamBackup
Catalog service port: 9393

Service port: 9392

Secure connections port: 5401

REST API Service Port: 9419

Check for updates: Automatically

£ Customize Settings

Install

h Back

Cancel

( E.”] Veeam Backup & Replication

Database

Choose database engine and instance for Veeam Backup & Replication.

Use following database engine: |PostgreSQL e

@ Install new instance

O Use existing instance (HOSTNAME:PORT)

Database name:

Connect to PostgreSQOL server using:

@ Windows authentication credentials of service account

() Mative authentication using the following credentials:
Username:

Password:

Back Mext Cancel

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.



Base de donneéees
de configuration
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La Base de données de configuration Veeam

* Elle stocke les données concernant l'infrastructure
de sauvegarde, les travaux, les sessions.

* Depuislav.12, l'installateur VBR installe par défaut
PostgreSQL. Il est possible de le remplacer par Microsoft
SQL.

* Elle peut étre migrée de MSSQL a PostgreSQL
et vice versa.

* Elle peut étre installée localement (sur la méme machine
gue le serveur de sauvegarde) ou a distance.

* Lasauvegarde de |la configuration de la base de données est
la facon dont VBR se sauvegarde lui-méme.

* Lasauvegarde de |la base de données peut étre restaurée
sur un autre serveur VBR.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeam
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composants



Architecture & Core Components

Exemple de processus de sauvegarde:

Backup Server

00 oo

~—— Backup Proxies

SRR
|

\ %

Load Balancing

Backup Repository

I

—> Backup Traffic
Goverreeens > Management Traffic

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.



Backup Proxy
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Architecture et composants de base

Backup Proxy

(

.

Types

* VMware

* VMware CDP

* Hyper-V On-host

* Hyper-V Off-host

e Nutanix AHV (Appliance)

* Red Hat Virtualization (Appliance)
*  Proxmox (Worker)

* General Purpose (NAS, File shares, Physical
Servers Off—host backup)

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Responsibilities

* Retrieving VM data from the
production storage

* Compressing
* Deduplicating
* Encrypting

* Sending it to the backup repository (backup)
or another backup proxy (replication)
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Backup Proxy

Backup Server

gl

=N

|

I

00 oo

N
I

@ Data Mover

@ Data Mover

\

\_N

Backup Proxy

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.
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Backup Repository



Backup Proxy
(VMware)
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Architecture et composants de base

Modes de transport du proxy de sauvegarde VMware

Backup Server

Network Mode
In this mode, data is retrieved through the ESXi
host over LAN using the Network Block Device protocol

(NBD). ’ ’
I

1. Le proxy envoie une demande a I'h6te ESXi pour

localiser la VM sur le Datastore.
2. L'hote ESXi localise la VM. m
3.

VBR demande a VMware vSphere de créer
un snapshot.

<O D O =
A - , \ 0~ —
4. L'hote ESXi copie les blocs de données de la VM a \_N | IOy

| A
partir du stockage source et les envoie au proxy via a ° Backup Proxy Backup
le réseau local. \A Repository

5. Le proxy envoie les données au répertoire. Storage System

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Architecture et composants de base

Modes de transport du proxy de sauvegarde VMware

Virtual Appliance Mode

Ce mode offre de meilleures performances que le mode réseau.

1. Le serveur de sauvegarde envoie une requéte a |'hote
ESXi pour localiser la VM sur le datastore.

2. L'hote ESXi localise la VM.

3. VBR déclenche la création d'un snapshot de la VM
par VMware vSphere.

4. Les disques de la VM sont attachés (ajoutés a chaud)
au proxy.

5. VBRIit les données directement a partir des disques attachés au
Proxy.

6. Lorsque le traitement de la VM est terminé, les disques
de la VM sont détachés du proxy et le snapshot de la
VM est supprimé.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

| Backup Repository

®
¥

VM

VM-Snapshot

T

VM Disks

Storage System



Architecture et composants de base

Modes de transport du proxy de sauvegarde VMware

Backup Server
Direct Storage Access Mode

Dans ce mode, VBR utilise VMware VADP pour le transport
direct des données de la VM sur le SAN
(FC, FCoE, iSCSlI). ’ *
1. Le proxy demande I'emplacement dela VM a ESXi.
2. L'hote ESXi localise la VM.
3. Le VBR déclenche un snapshot de la VM. ESXi
4. L'hote ESXi récupere les métadonnées relatives —
a la disposition des disques de la VM sur le stockage. 0> &= <@ - Q- =
5. L'hote ESXi envoie les métadonnées au proxy. | A e \_A i
6. Le proxy utilise les métadonnées pour copier les blocs 00 Backup Proxy Backup
v oI Repository

de données VM directement a partir du stockage source.

7. Le proxy traite les blocs de données copiés et les envoie
a la cible.

o/

Storage System

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Backup Proxy
(Hyper-V)
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Architecture et composants de base

Hyper—V Backup Modes

On-Host

Le traitement des données de sauvegarde s'effectue sur le nceud
Hyper-V hébergeant les machines virtuelles, en utilisant des
Shadow Copies non transportables a I'aide du fournisseur de logiciel
VSS.

1. VBR demande a Microsoft Hyper-V les détails de la machine
virtuelle et de I'hote de virtualisation.

2. VBR demande a Microsoft Hyper-V VSS de créer une copie
ponctuelle de la VM, en utilisant un snapshot de volume ou un
point de contrble de la VM.

3. Veeam Transport Service lit les données de la VM depuis
le snapshot ou le point de controle et les transfere vers le
répertoire de sauvegarde.

4. Apres le transfert des données, VBR demande a Microsoft
Hyper-V VSS d'effectuer des operations de nettoyage.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Backup Server

0 [0 (0

o Mover | Backup

Repository

I 9> i)

Storage System

Volumen-Snapshot



Architecture et composants de base

Hyper—V Backup Modes

Backup Server

Off-Host

Le traitement des données pour les sauvegardes est délégué a un Eﬂ

noeud Hyper-V séparé, non groupé, qui utilise des Shadow Copies

transportables via le fournisseur de VSS matériel proposé par le l

fournisseur de stockage SAN. I ! !
1. VBR demande a Microsoft Hyper-V les détails de la VM

et de I'h6te de virtualisation. VM

2. VBR demande a Microsoft Hyper-V VSS de créer une copie
ponctuelle de la VM, en utilisant un snapshot de volume ou un
point de contrble de la VM.

H Vv

@

._99_

yp
P — ol 5
-@-> il

er-
3. Veeam Off-host Proxy lit les données de la VM a partir | N Backup
du snapshot ou du point de contréle et les transfere vers le e e Repository
\ I

répertoire de sauvegarde. |
. , < — TIIL
4. Apresle transfert des données, VBR demande a Microsoft 69
Hyper-V VSS d'effectuer des operations de nettoyage. Storage System  Volume Snapshot

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Backup for Nutanix,
Red Hat, Oracle Linux,
Proxmox VE



Architecture et composants de base

Nutanix AHV

Veeam Backup for Nutanix AHV utilise les capacités natives de Nutanix
AHV pour créer des sauvegardes au niveau image et n'installe pas d'agent
a l'intérieur des VM pour récupérer les données.

1.

L'appliance de sauvegarde Nutanix AHV initie une
tache de sauvegarde, transmettant les données de
session a VBR.

En utilisant I'API REST de Nutanix, elle se connecte avec le cluster AHV
de Nutanix, générant des snapshots pour toutes les VMs désignées ou
les domaines de protection. Ensuite, elle établit

un groupe de volume sur le cluster Nutanix AHV.

L'appliance de sauvegarde Nutanix AHV déploie un worker, montant
les disques des VM sur le worker via iSCSI.

Le worker récupere les données VM au niveau du bloc, en appliquant
la compression et la déduplication, et transmet
les données au repertoire de sauvegarde.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Nutanix AHV Appliance

Backup Server with

Nuta

§|W0rker
DOBe
°

-

4
=

Storage Layer

-0~

nix AHV Plug-in

o

—~
—
=[]

Backup
Repository



Architecture et composants de base

Red Hat Virtualization & Oracle Linux Virtualization Manager (oVirt)

Veeam Backup pour RHV/OLVM utilise les fonctionnalités natives d'oVirt
pour créer des sauvegardes au niveau image et n'installe
pas d'agent a l'intérieur des VMs pour récupérer les données.

1.

VBR initie une tache de sauvegarde, transmettant les données de
session a l'appliance de sauvegarde.

L'appliance de sauvegarde s'interface avec le gestionnaire de
virtualisation via I'API REST, générant des snapshots pour les
machines virtuelles désignées. Il établit ensuite une session de
transfert d'images, en fournissant I'URL correspondante.

L'appliance de sauvegarde déploie un worker qui
utilise I'URL fournie pour récupérer les données des
machines virtuelles.

L'agent applique la compression et la déduplication aux données des
machines virtuelles avant de les transmettre
au repertoire de sauvegarde désigné.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

RHV/OLVM Appliance

Backup Server mit
RHV/OLVM Plug-in

éxl/Worker
s [l
¢

¢
) —

Storage System

B

@

-0~
— N
=i

Backup
Repository



Architecture et composants de base

Proxmox VE

Veeam Backup for Proxmox VE utilise des fonctionnalités natives pour
créer des sauvegardes au niveau de l'image et n'installe pas d'agent a
I'intérieur des VM pour récupérer les données.

1.

Lance un worker sur I'h6te ou se trouve la VM. S'il n'y en a pas,
Veeam Backup for Proxmox VE utilise un worker d'un autre hote
connecté.

Se connecte au serveur Proxmox VE et crée un snapshot copy-on-
write de la VM traitée.

Le worker lit les données sur les disques de la VM, les compare
avec le snapshot créé a I'étape 2, exclut les changements et
transfere les données résultantes vers le répertoire cible dans le
format natif de Veeam.

Supprime le snapshot créé et suspend le worker a la fin de Ia
session de sauvegarde.

© 2025 Veeam Software. All rightsreserved. All trademarks are the property of their respective owners.
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Backup Server with
Proxmox VE Plug-in

-
Vv Worker

PmG

Proxmox VE

g@

©°CE
1=}N

Backup Repository



Comment ajouter un
proxy de sauvegarde ?



Architecture et composants de base

Comment ajouter un proxy de sauvegarde ? Exemple: VMware.

vbri21l.iselab.local - Veeam Backup and Replication Add BaCku p Proxy x

QEINEN  Backup Proxy Select a type of backup proxy you want to add.
“l—©
Add j Edit Disable®Remove | Upi
Proxy JProxy Proxy  Proxy Proxy General-purpose backup proxy
Manage Proxy Lyt @Ij Add a backup proxy for agent-based backups of NAS, filers, file shares and off-host backups of physical servers.
Backup Infrastructure Q, Type in an object name to search for

Cad—0 - = I —0
= Backup Repositories Add a backup proxy for agentless VMware vSphere VM backups.

E VMware Backup Proxy VMware

5_'. External Repositories FEI Backup Proxy Agent
4[4 Scale-out Repositori o
:4: Scale-out Repositories ' Worker Proxmox VE
Eh Scale Out Backup Repository B( ahvg Nutanix AHV g VMware CDP proxy
£33 WAN Accelerators [E° cdpproxyiselablocal VMware COP Add a CDP proxy for agentless streaming VMware vSphere VM replication.

._} Service Providers
J & SureBackup
('t Application Groups Hyper-V off-host backup proxy
&b, Virtual Labs Add a backup proxy for agentless Microsoft Hyper-V VM backups.
< (E”! Manag "~
4 {51 VMware vsphere

E hg-vbrproxyliselablocal VMware

Nutanix AHV backup proxy

=
< Efg \;Cemer Servers E)’ )
4 ?mvc.iselab.local ~  Adds a backup proxy to serve for the Nutanix AHV backups.

- l"_g'- Microsoft Hyper-V
E Standalone Hosts
E- Microsoft Windows
EQ Linux
2T Nutanix AHV v

Proxmox VE worker
Adds a worker to Proxmox VE host.

#A Home Azure proxy appliance

= Add a proxy appliance for improved restore performance to Microsoft Azure.
@E Inventory

I GE'Q Backup Infrastructure I H

@5_: Storage Infrastructure

Cancel



Architektur & Kernkomponenten

Wie fligt man einen Proxy hinzu? VMware Beispiel.

New VMware Proxy X
Server
Ch rver for VMware back roxy. Yt nch between Microsoft Wind rLin rvers added to th H 1
% Ma?'::sgee:lsseerveersc\,fvhich aareen:tca:s?g;:'n::yavch,/lljwcaare l()a:::: prox;folea?l’rea:y?so e Veeam BaCkup & Repllcatlon Creates one
task per every VM disk.
! Choose server:
hqg-vbrl.demolab.local (Backup server) v || Add New...
Traffic Rules — The recommended number of
Proxy description: .
ApPly concurrent tasks is calculated
Summary automatically based on available
resources. Backup proxies with
Transport mode: | multi—core CPUs can handle more
sl || Automatic selection - Choose...
_— concurrent tasks.
Connected datastores:
é Automatic detection (recommended) l Choose... ‘

For example, for a 4—core CPU, it is
—> (5 E]o recommended that you specify
maximum 8 concurrent tasks, for an 8—
core CPU — 16 concurrent tasks.

Max concurrent tasks:

< Previous Next > Finish Cancel ‘

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Architecture et composants de base

Comment ajouter un proxy de sauvegarde ? Exemple: VMware.

New VMware Proxy

Managed Servers which are not assigned a VMware backup proxy role already.

Server
% Choose a server for VMware backup proxy. You can choose between any Microsoft Windows or Linux servers added to the

Choose server:
[ hqg-vbrl.demolab.local (Backup server)

v]| AddNew..
Traffic Rules '
Proxy description:
Apply
Summary
Transport mode: -
sl || Automatic selection ] . Choose...
Connected datastores: v
é Automatic detection (recommended) ] ‘ Choose...
Max concurrent tasks:
—_— |‘16 %l o
< Previous ( Cancel ‘

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Transport Mode

Backup proxy transport mode:
(® Automatic selection

Data retrieval mode is selected automatically by analyzing backup proxy
configuration and reachable VMFS and NFS datastores. Transport modes
allowing for direct storage access will be used whenever possible,

(O Direct storage access

Data is retrieved directly from shared storage, without impacting production
hosts. For block storage, backup proxy server must be connected into SAN
fabric via hardware or software HBA, and have VMFS volumes mounted.

(O Virtual appliance

Data is retrieved directly from storage through hypervisor 1/O stack by hot
adding backed up virtual disks to a backup proxy VM. Datastores containing
protected VMs must be connected to a host running backup proxy VM.

(O Network

Data is retrieved from storage through hypervisor network stack using NBD
protocol over host management interface. This mode has no special setup
requirements. Recommended for 10 Gb Ethernet or faster.

Options
IZ Failover to network mode if primary mode fails, or is unavailable

|:| Enable host to proxy traffic encryption in Network mode (NEDSSL)

oK | Cancel

J



Prenons une
pause de
5-minutes
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Le Répertoire
de Backup
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Architecture et composants de base

Le Répertoire de Backup

Un répertoire est un emplacement de stockage ou sont stockés les fichiers de sauvegarde, les copies des données des
machines virtuelles et les métadonnées nécessaires a la restauration.

Le répertoire peut étre un emplacement local ou distant et sert d'espace de stockage centralisé pour les données de

sauvegarde et de réplication.

H S

Direct Attached Network Attached Storage
Storage * SMB (CIFS) share
* Microsoft Windows * NFS share

server

* Linux server

* Hardened Repository
(Le répertoire durci)

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

¢
Ao

Object
Storage

Veeam Data Cloud Vault
S3 Compatible

Amazon S3

Google Cloud Storage
IBM Cloud Object Storage
Microsoft Azure Storage
Wasabi Cloud Storage

==
Deduplicating Storage
Appliances

Dell Data Domain
ExaGrid

Fujitsu ETERNUS CS800

HPE StoreOnce

Infinidat InfiniGuard

Quantum Dxi



Architecture et composants de base

Repertoire de Backup

Il existe de nombreux types de fichiers que vous pouvez trouver dans le référentiel de sauvegarde, dont

voici la liste des plus utilisés :

.vbm — backup chain metadata file

.vbk — full backup file

vib — incremental backup file

.vrb — reverse incremental backup file

.bco — configuration backup file

.vsb — virtual full backup for tapes

vlb — archived log backup file

.vsm — Microsoft SQL transaction log backup
.vom — Oracle database log file

.vpm — PostgreSQL transaction log backup

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

.vab — enterprise plug-ins backup file
.vasm — enterprise plug-ins backup metadata file

.vacm — enterprise plug-ins backup job
metadata file

.vblob — file that stores data from the file share (NAS)
backup job

vindex — binary metadata file that describes backup
files (names and versions) of file share backup job

.vslice — binary metadata that describes allocation of
data in VBLOB backup files



Architecture et composants de base

Exemple: Répertoires de Backup Windows

Backup Server

gl

=N

| .

|

oo

@ Data Mover

@ Data Mover

ey . [ @
-\

Backup Proxy
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=i
Windows Backup Repository



Architecture et composants de base

Exemple: Répertoires de Backup SMB

Backup Server

L

I (2 0 (0
Hypervisor

@ Data Mover @ Data Mover
]
- > Wil > S
N, B

Backup Proxy Gateway SMB Backup Repository
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Architecture et composants de base

Exemple: Répertoires de Backup Object Storage

Backup Server

I

oo
Hypervisor

B

Cloud-based OR On—premises
Object Storage

Backup Proxy

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Veeam Data Cloud Vault

Un stockage d'objets dans le cloud, qui élimine les modeles de couts
impreévisibles du cloud, entierement géré et sécurisé.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.



Vue d'ensemble de Veeam Data Cloud Vault

Entierement géré Sécurisé

Elimine la maintenance permanente sans L'immuabilité empéche les acteurs

aucun effort de configuration, de gestion malveillants de chiffrer, de supprimer ou

ou d'intégration. de modifier vos sauvegardes. Cryptage en
transit et au repos.

Durable Une tarification previsible

Les copies synchrones garantissent une Comprend le stockage, les appels d'API
durabilité allant jusqu'a 12 neuf, pour d'écriture et de lecture, et les frais de
protéger contre les pannes et les sortie pour éviter les chocs de facturation.

défaillances.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.



Comparaison des éditions de Veeam Vault

Foundation Advanced

Cas d'utilisation  Sauvegardes secondaires* Sauvegardes primaires ou secondaires
Classe de stockage Azure Blob Cool Azure Blob Cool
LRS ZRS
Géoredondance 11 neuf de durabilité 12 neuf de durabilité
Résistant aux pannes du stockage Résistant aux pannes du data centre

Utilisation équitable

Lecture/restauration Jusqu'a 20 %/an de la capacité totale Hlimite
Lieu des données Vous spécifiez le pays Vous spécifiez la région Azure
Immuable  Oui Oui
Chiffré Oui Oui

*Le job de copie de sauvegarde est recommandé avec Foundation. Le transfert direct vers un objet est également possible avec Foundation, maisily a
un risque de frais supplémentaires en raison de la politique d'utilisation équitable de 20 %.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Veeam Vault Foundation vs. Advanced Cas d'utilisation

— Foundation

[ ]
== ~ A = - LRS (I.Re,don’dér)ce Io\cale)
-- Copy Job N Ln_l - Localité spécifique a un pays
Backup - Immuable
Repository Veeam Azure Blob - Chiffré
Vault Cool
Apn]
Ny ——
=] — Advanced
Backup Server
- ZRS (Redondance Interzone)
Direct to Object l_n_l - Localité spécifique a une région
> [ gl - Immuable
Veeam Azure Blob - Chiffre
Vault Cool
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Veeam Vault

Facile a ajouter via l'assistant « Add Backup Repository ».

Add Backup Repository

Select the type of backup repository you want to add.

((((

b

¢

i

00

Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest performance.

Network attached storage

Network share on a file server or a NAS device. When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.

Deduplicating storage appliance

Dell Data Domain, ExaGrid, Fujitsu ETERNUS CS800, HPE StoreOnce, Infinidat InfiniGuard or Quantum DXi. If you
are unable to meet the reguirements of advanced integration via native appliance API, use the network attached
storage option instead.

Object storage

On-prem object storage system or a cloud object storage provider.

Veeam Data Cloud Vault

Add fully managed, secure cloud object storage from Veeam. Cloud Vault is best suited for secondary backups.
For more information and pricing, please go to vee.am/vault.

Cancel

Edit Object Storage Repository X

Account
I Q Specify account to use for connecting to Veeam Data Cloud Vault.

Name Credentials:

— storagetst001473 (last edite Add...

Manage cloud accounts

Container
Mount Server
Review
Apply

Summary

Connection mode:

|Direct Choose...
Specify whether object storage should be accessed directly or via selected gateway servers.

< Previous Finish Cancel




Comment ajouter un
Répertoire de Backup



Architecture et composants de base

Comment ajouter un Répertoire de Backup? Direct Attached Storage

Backup Repository

Backup Infrastructure

4 Backup Proxies

[ Out of Date @)

f Extemal Repositories
3 Scale-out Repositories
£, AWS S3 Repository
51, SOBR
£7% SOBR with Azure Capacity Tier
& WAN Accelerators
£ Service Providers
4 (4 SureBackup
(7 Application Groups
&b, Virtual Labs
4 (%1 Managed Servers
4 G WMware vSphere
4 B vCenter Servers
F5 vel.democenter.int
8 vel.demolab.local
4 %8 VMware Cloud Director
[33 VMware Cloud Director Cloud Hosts
[F« Microsoft Windows
FA Linux
EZ Nutanix AHV
s AWS
A Microsoft Azure
Ele Out of Date (1)
Ei Unavailable (3)

.

A Home

Storage Infrastructure

k ‘753 Backup Infrastructure H

Name T

& AWS S3 Archive Tier

&} AWS S3 Capacity Tier

£22 AWS 53 Performance Tier

@ Azure Capacity Tier

Azure Performance Tier

Cloud Repository

Configuration Backup Repository

oo EMC Data Domain

@ Object storage repository 6
2= ReFS Repository

£ XFS Repository

Type

Amazon Glacier

Amazon §3

Windows

Microsoft Azure Blob Storage
Windows

Cloud

Windows

Dell Data Domain

ExaGrid

HPE StoreOnce

HPE StoreOnce

Microsoft Azure Blob Storage
Windows

Windows

Windows

Windows

Hardened

Host
Direct

Direct

haq-vbrirepol.demolab.local

Direct

hq-vbrirepol.demolab.local
demo-cloudconnect.democenter.int
hq-vbr1.demolab.local

Gateway (auto)

172.21.238.39

Gateway (auto)

Gateway (auto)

Direct

hg-vbrirepol.demolab.local
hq-vbriappl1.demolab.local
hq-vbriappl1.demolab.local
hq-vbriappl1.demolab.local
hq-vbrilinxrepo1.demolab.local

Path
amazon$3:/demo-
amazon$3://demo-
RAAWS $3 Perform
azureBlob://dema
Ri\Azure Performa
\Demo\admin
Z:\Configuration 8
ddboost://172.21.
/home/sve-exagrid
storeonce://172.2
storeonce://172.2
azureBlob://hqvb
RA\ReFS Repository
TASOBR Extent 1
U:\SOBR Extent 2
V:\SOBR Extent 3
fveeam/xfs_reposit

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Add Backup Repository

Select the type of backup repository you want to add,

(0

Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data

Direct Attached Storage

Select the operating system type of a server you want to use as a backup repository.

Microsoft Windows

Adds local sterage presented as a regular volume or Storage Spaces, For better performance and storage
efficiency, we recommend using ReFS.

using XFS. The Linux server must use bash shell, and have SSH and Perl installed.
& Linux (Hardened Repository)

reduced attack surface, minimal Linux installation is highly recommended.

6 Linux
Adds local sterage or locally mounted NFS share. For better performance and storage efficiency, we recommend

Requires a Linux server with internal or direct attached storage. This cenfiguration enables protection against
cybersecurity threats with immutable backups, The Linux server must use bash shell and have SSH installed. For

Cancel




Architecture et composants de base

Comment ajouter un Répertoire de Backup? Direct Attached Storage.

New Backup Repository X

P Mount Server

71 Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries). Storage Compatibility Settings X ‘
== Instant recoveries require a write cache folder to store changed disk blocks in.

Name P e | [ Align backup file data blocks (recommended)
ignificantly improves backup and restore performance while reducing storage

_— % | hq-vbri demolablocal (Backup server) X \ Add New. ‘ CPU usage by avoiding unaligned I/0. Increases backup size by less than 2%.
Instant recovery write cache folder: _)[ [[] Decompress backup file data blocks before storing ]
Repository |C=\|RCache I { Browse... ‘ Source data mover compresses data according to the backup job compression
_ Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly SeNIgs i mlnln"uze'LAN tr.afflc. Uncompress!ng 'the data before §tonng allows
recovered machines. We recommend placing the write cache folder on an SSD drive. for better deduplication ratio on most deduplicating storage appliances.
Review é [] Enable vPower NFS service on the mount server (recommended) [ borts... J a [ D This l'ep.ository'is backed b’ rotated drives ] .
Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM. Eack’upjobs pointing to th}s repository will tolerate the disa;?pearance of
Apply vPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM. previous backups by creating a new full, and track the repository volume
location across unintentional drive letter changes.
Summary When a drive is changed:

Continue existing backup chains (if present) v

— [@ Use per-machine backup files (recommended) ]

Improves backup performance for storage devices benefiting from multiple I/0O
streams, such as enterprise grade block storage and deduplicating storage
appliances. Enables additional backup management functionality.

o] [ et |

< Previous H Next > Finish [ Cancel |
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Répertoire de Backup
Scale-Out (SOBR)



Architecture et Composants de base

Répertoires de Backup Scale—Out

Un systéme de répertoires Performance Tier )
évolutif doté d'une prise en ¢ O oD
charge du stockage multi-tiers.
Direct Attached Network Attached Deduplicating Object
” com prend une COUChe de Storage Storage Storage Appliance Storage
performance (stockage local F Capacity Tier
ou partagé) et peut étre D
étendu avec des niveaux de
capacité et d'archivage, offrant Object
. 1 Storage
une mise a |'échelle A
. , rcnive lier
horizontale pour répondre aux
besoins de stock ., (% @
esoins de stockage variés. &
Amazon S3 Glacier OR Azure Archive Storage
(should match provider from which data moves to the archive tier)

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom
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Comment ajouter un Répertoire de Backup Scale-Out?

New Scale-out Backup Repository X

Name
Type in a name and description for this scale-out backup repository.

==
==
SBoD

IScaIe-out Backup Repository{

Performance Tier
Description:

Placement Policy
Capacity Tier

Summary

< Previous Next » Finish

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.



Architecture et Composants de base

Comment ajouter un Répertoire de Backup Scale-Out?

 Edit Scale-out Backup Repository X
Performance Tier
=]
E: 3 Select backup rep e X ‘
tﬁ:% 0
Select backup repositories to include in this scale-out backup
repository. -
Backup repositories: m :
[ .. - LI Al L Remove
Placement Policy Advanced Settings X
Capacity Tier [“] Use per-machine backup files (recommended)
5 Improves backup performance for storage devices benefiting from multiple I/O
SRR streams, This is the recommended setting when backing up to enterprise grade
block storage and deduplicating storage appliances.
[[] Perform full backup when the required extent is offline
When a repository extent with previous backup files cannot be reached, jobs will
perform an active full backup instead of failing to create an incremental backup.
Scale-out repository must be sized appropriately to handle multiple fulls.
| oK | . Cancel
OK ‘ Cancel } St | —
< Previous ‘ Next > ‘ ‘ Finish Cancel |
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Comment ajouter un Répertoire de Backup Scale-Out?

’ Edit Scale-out Backup Repository

Placement Policy
Choose a backup files placement policy for this performance tier. When more than one extent matches the placement policy,

backup job will choose the extent with the most free disk space available.

L =D |
Backup Placement Settings

Extents:
Name Allowed backups I

=

==

o
Name

Performance Tier

N

incremental backup files will
he next full backup file can be
orage).

g == SOBR Extent 1 All back:
Capacity Tier g' <n ) cups 3 responding full backup file,
% SOBR Extent 1 Extent Settings X storage devices. Note that
mpossible.

B

Full backup files

Incremental backup files

[ ok | concet |

0K | Cancel

[J Strict placement policy enforcement

By default, whenever we are unable to place a new backup according to the policy, we will violate it
to ensure a backup could still be created. Select this option if you'd rather have backup jobs fail in

such circumstances instead.

Cancel

Summary
Allowed backup files: B iomie —
u 1Z€E...

< Previous \ I Next > I ‘ Finish
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Comment ajouter un Répertoire de Backup Scale-Out?

Edit Scale-out Backup Repository

Capacity Tier

Performance Tier

=D
= Specify object storage to copy backups to for redundancy and DR purposes. Older backups can be moved to object storage
Eﬁ] completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

P

Placement Policy
Override

Summary

Offload until used space is below:

Name éend scale-out backup repository capacity with object storage:
|<Click Choose to pick object storage> | i Choose...
_)E]Copy backups to object storage as soon as they are created
X “)ckups copied to
[[] Move oldest backup files sooner if scale-out backup repository is reaching capacity How
rage completely

% %

[
|
L

[ ok ||

Cancel !

Password:

Offload window{Any fime | ¢——

Manage passwords

| Health check: Disabled |

\ < Previous J | Apply

Cancel

| | Finish
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SureBackup,
SureReplica
& Le Lab virtuel



Fonctionnalités avancées

SureBackup, SureReplica & Bac a sable a la demande

A
SureBackup ——
Permet d'effectuer automatiquement des tests de récupérabilité, P
Verification

des vérifications et des analyses de contenu pour les m m m m Report
sauvegardes réalisées avec succes. N © Wg g g
I (0 €0
) Virtual Lab
[—— S
N

1. Démarre les machines virtuelles dans un environnement isolé
de laboratoire virtuel.

i

2. Effectue une série de tests.

Backup
. ' N , .
3. Envoie un rapport d'état dans votre boite de réception. Repository
Create reate Application GrOUBIE Create Specify tests Schedule Receive
Virtual Lab ’ PP P SureBackup Job(s) within the Job(s) SureBackup Job(s) Verification Report

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.



Fonctionnalités avancées

Modes de Verification SureBackup

Test complet de récupérabilité

Veeam Backup & Replication publie
les machines dans I'environnement
isolé et réalise la vérification selon
les scripts sélectionnés.

Vérification de sauvegarde
et analyse de contenu

Sans publier les machines dans un
laboratoire virtuel, Veeam Backup &
Replication effectue une vérification
d'intégrité de la sauvegarde et une analyse
de son contenu pour détecter des traces de
logiciels malveillants ou toute autre donnée
indésirable ou sensible.

Mew SureBackup Job

Mame
CE Type in a name and description for this SureBackup job,

Wirtual Lab
Spplication Graup
Linked lobs
Settings

Schedule

Sumrnary

|Exchange sureBackup lob Full

Descriptian: %
Daily Werification Job|

Backup werification mode:

(@ Full recoverability testing (recammmended)
Runs machines in an isolated environment directly from backup and performs tests against live
applications, This ensures recoverability of ywour production workloads in a DR event,

() Backup verification and content scan anly
Performs backup inteqrity check and its content analysis to detect traces of rmalware or any other
urmwanted or sensitive data, These tests do not require setting up a wirtual lab,

% Previous Finish Cancel



Fonctionnalités avancées

Workflow SureBackup

( ] )
i |

Y R Y Y DR
|

\//'Fﬁng
Production Isolated

Backup
Hypervisor Repository

T < e

N

y
|

—_—

Report
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Fonctionnalités avancées

Workflow SureReplica (VMware)

D D ,
© ©

| \/ Heartbeat
\/ Ping
v App

1\

Report

‘ Proxy Appliance

Production m m Isolated
Network network

H rvi
o/ AL Production

Storage

N
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Fonctionnalités avancées

Sandbox a la demande

Démarrer une copie de votre environnement
de production a tout moment a des fins de

test, de sécurité, m m Prox
o Wo Wo / ?%

de formation ou de dépannage. Appliance

Production Isolated
Toutes les modifications apportées aux Network M m network

machines virtuelles sont enregistrées dans des
fichiers journaux de récupération (pour les
sauvegardes de machines virtuelles et les
Snapshots de stockage) ou enregistrées dans
des fichiers delta (pour les réplicas de
machines virtuelles). Les fichiers journaux de
récupération et les fichiers delta sont
supprimés une fois que vous avez terminé de ——— |
travailler avec le bac a sable a la demande et

I'avez mis hors tension.

Hypervisor
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Immutabilité
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Immutabilité

Types de dépots immuables pris en charge

L'immutabilité fait référence a |'état des

données qui les empéche d'étre Veeam Data Cloud WM Hardened
modifiées ou supprimées. Vault - Repository
(Répertoire

renforcé)

Garantit l'intégrité et la sécurité Dell Data HPE StoreOnce
: Domain
des données.

Fournit une protection contre

les ransomwares et les suppressions Stockage d’object de type S3 comme
accidentelles. Amazon S3 et blob Azure




Immutabilité

Ajout d'un répertoire Linux renforcé (Hardened Repository)

A |'étape de la connexion SSH de I'assistant,
spécifiez des identifiants a usage unique pour
vous connecter au serveur Linux et déployer
Veeam Data Mover.

Veeam Backup & Replication ne stocke
pas ces identifiants dans la base de données de
configuration..

Le compte utilisateur que vous utilisez
doit é&tre un compte non-root. De plus, il
doit avoir le répertoire home (créé) sur le
serveur Linux.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

(Edit Linu Server )
55H Connection
E Provide credentials for service consale connection, and adjust secure shell (35H) port number using advanced settings if
—f reguired.
Credentials et
Mame I;;D Usernarme: ‘ userl |
® v|  ada.
Review SSH part: | 22 o
MNon-root account
Apply 5 5 :
[¢] Elevate account privileges automatically
Summary [] Add account to the sudoers
Use "su” if "sudo” fails
R.l:IDt FIESSWI:Ird: ..I...'...'...4 f;\
Description:
user]
| ok || cancel |
ports. Advanced...
| < Previous | | Mext = | | Finish | | Cancel |
L ~/
veeom




Immutabilité
Rendre les sauvegardes immutable sur Linux

Mew Backup Repositary >
Lorsque vous ajoutez un répertoire renforcé,

vous spécifiez la période pendant laquelle les
fichiers de sauvegarde doivent étre

Repository
Type in path to the folder where backup files should be stored, and set repository load contral options,

Marme Location
|mmuab|es Path to folder:
Server |f’h|:umefhackups || Browse..,
, . . . _ s Capacity:  <Unknowns Populate
Pendant cette période, les fichiers de T e e A
, , . Mount Server .
Sauvega r-de Stockes dans ce I’epertOIre ne se fast cloning on }{:FSVDllj,lmES (re.cu:ummended} .
R L, . , RERiE Reduces storage consurnption and improves synthetic backup pefformance,
peuvent pas etre mOdlfles Oou su pp”mes é[ Make recent backups immutable for: 7 = | days ]
Apply

Protects backups from modification or deletion by ransormare, malicious insiders and hackers, GF3

5 backups are made imrmutable for the entire duration of their retention policy.
urrrmary
Load contral

Running too many concurrent tasks against the repository may reduce overall performance, and
cause 7O tirneouts, Control storage device saturation with the following settings:

-

Lirmit maxirmurn concurrent tasks tor |4

-

[] Limit read and write data rate to: 1 = MBfs

Click Advanced to custornize repository settings, Advanced...

< Previous Finish Cancel



Immutabilité

Rendre les sauvegardes immuables sur le stockage d'objets.

Pour rendre les données immuables, Veeam
Backup & Replication utilise une technologie
gui empéche la suppression des données et
vous permet de conserver plusieurs versions
des objets.

La technologie sélectionnée dépend du type
de stockage d'objets :

Object Lock et Versioning :

pour Amazon S3 Storage, S3 Compatible,
IBM Cloud, Wasabi Cloud.

Version-level WORM et blob versioning :
pour Azure Storage

Mewr Object Storage Repositary .

Bucket
E specify &mazon 53 bucket to use,

Data center:

Marme

ELl {Paris) w
Account

Bucket:
Mount Server Folder:

|tw | Browse, .,
Rewiewr

Limit object storage consumptionto: |10 = | TR v
Apply This is a soft limit to help control your object storage spend, If the specified limit is exceeded,

already running backup offload tasks will be allowed to complete, but no new tasks will be started,

Sumrmary

é[ Make recent backups immutable for: 30 2 days]

Protects backups from modification or deletion by ransormweare, malicious insiders and hackers, GFS
backups are made imrmutable for the entire duration of their retention policy,

Use infrequent access starage class (may result in higher costs)

Wfith lowver price per GB but higher retrieval and early deletion fees, this storage class is best suited
faor long-term storage of GFS full backups. &void using it for short-term storage of recent backups,

Store backups in a single availability zone (even lower price per GE, reduced resilience)

< Previaus Firizh Cancel



Intégration
de stockage
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Nos Intégrations avec les supports de stockage

Types d’integrations

VMware Integration

Sauvegarde des machines
virtuelles VmwarevSphere.

Orchestrer les snapshots sur
les baies de stockage.

Restaurer des données
a partir des snapshots
de stockage avec Veeam
Backup& Replication.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners

NAS Integration

Sauvegarde sans effort des
partages de fichiers NAS.

Veeam Agent pour
Windows Integration

Créer des sauvegardes de
I'agent Veeam pour les
ordinateurs Windows.




Nos Intégrations avec les supports de stockage

Vue d'ensemble de l'infrastructure

| ' ' |
S

Storage System

Veeam Backup &
VMware VM . .
J/ Replication
....................... OR
— C
, =
File Sh = =
St V I 1ne are
orage Voume @ | o) B — Backup Proxy Backup Repository

J/ = A
V
Ve

m Agent for Windows

Storage Volume
Snapshot
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VMware Integration

Représentation chronologique

Standard VM-Backup VM Backup /w Storage Integration

durée de viedu :

Snapshot i¢=:
VMWare i

durée de vie du Snapshot VMWare

ya AN
Y 7

Snapshot
Commit

- 1/0 Intensity \ Performance Impact

Snapshot Creation
Snapshot Creation

T )

Storage Snapshot Storage Snapshot
Creation Deletion

© 2025 Veeam Software. All rightsreserved. All trademarks are the property of their respective owners.



Intégrations de stockage

Comment configurer ?

hq-vbrl.demolab.local - Veeam Backup and Replication

Home Storage

= =, 9
- s 7
Add emove Veeam Al
Storage 9
Manage Storage Actions Online Assistant
Storage Infrastructure
==t Add Storage

Veeam Backup & Replication integrates with leading primary storage arrays to enable backup and restore of individual machines, individual disks, file shares, guest files and application items from storage
snapshots of production VMFS, NFS and CIFS volumes and their replicas. The Universal Storage API allows qualified storage vendors to easily create fully supported plug-in for any storage model.
To start using this functionality, register your storage by clicking this text. If you don't see your storage in the list, please check with your vendor for available plug-in.

Storage Infrastructure l

Home

B
@ Inventory

rqu Backup Infrastructure

Analytics

History

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.



Intégrations de stockage

Comment configurer ?

@ Add NetApp Storage

Select your NetApp storage model.

“ Data ONTAP
é Adds NetApp FAS/AFF, FlexArray (V-Series), ONTAP Edge/Select/Cloud VSA and FAS OEM storage (such as IBM N
series). VMware integration supports Fibre Channel (FC), iSCSI and NFS protocols. NAS backup integration
supports SMB and NFS protocols.

Element
[22]  Adds NetApp Element (SclidFire) or NetApp HCl storage cluster. Only iSCSI connectivity is supported.

Cancel

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.



Intégrations de stockage

Comment configurer ?

Edit NetApp Data ONTAP Storage X |

Name
" Register NetApp Data ONTAP storage by specifying DNS name or IP address.

Management server DNS name or IP address:

[17221.238.73 | €«—

Credentials
Description:
VMware vSphere
NAS Filer
Apply Role:
Surmimary —)|E} Block or file storage for VMware vSphere

[] Block storage for Microsoft Windows servers
[ NAS filer

< Previous I Next > H Finish H Cancel

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.



Intégrations de stockage

Comment configurer ?

Edit NetApp Data ONTAP Storage X
Credentials
Specify account with storage administrator privileges.
Name [Credentials:
I swe-vbr (Net@pp access account, last edited: 1349 days ago) vl ‘ Add... ‘ h
Credentidls o
VMware vSphere Protocol: HTTPS
NAS Filer Por:  [443 2]
Apply
Summary

< Previous ‘ I Next > | . Finish ‘ [ Cancel

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom




Intégrations de stockage

Comment configurer ?

Edit NetApp Data ONTAP Storage

Name

Credentials

NAS Filer

Apply

Summary

VMware vSphere
Specify how this storage can be accessed by VMvare vSphere backup jobs.

Protocol to use:
Fibre Channel (FC)
1SCSI
NFS
[V Create required export rules automatically

Volumes to scan:

|AII volumes | Choose...
Backup proxies to use:
|hq-vbr1appl1.demolab.local | { Choose...
Mount server:
1 hqg-vbrlappll.demolab.local (Created by Powershell at 7/9/2020 2:05:00 AM.) } Add New...

< Previous | I Next > I \ Finish ‘ [ Cancel ‘

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.



Intégrations de stockage

Comment configurer ?

Edit NetApp Data ONTAP Storage X
NAS Filer
Specify how this storage can be accessed by filelbackup jobs.
Name Protocel to use:
SMB
Credentials NFS
Create required export rules automatical
VMware vSphere i - E o
Volumes to scan:
T e e—
Apply Backup proxies to use:
|Automatic selection l l Choose... | €
Summary

< Previous H Apply | Finish H Cancel

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Intégrations de stockage

L'onglet Intégration sous parametres du Jobs
de sauvegarde vous permet de déterminer si
vous souhaitez utiliser la technologie
Sauvegarde a partir d'un Snapshot de
stockage pour créer |la sauvegarde. Cette
option est activée

par défaut.

La sauvegarde a partir d'un snapshot
de stockage vous permet d'exploiter
les snapshots de stockage pour

le traitement des données des
machines virtuelles.

Cette technologie améliore les délais
d'exécution RPO et réduit I'impact des
activités de sauvegarde sur I'environnement
de production.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Advanced Settings

x

| Backup | Maintenance | Storage | Motifications | nﬁphere| Integration | Scripts

Primary storage integraticn

Enable backup from storage snapshots

Mew Backup lob
Storage
- Specify p
this job a
Mame

Wirtual Machines

Guest Processing
Schedule

Summary

> lUse storage snapshots (instzad of VM snapshots) as the data source fo
thiz job. Using storage snapshots reduces impact an the production
environment from VM snapshot commit.

Limit processed VM count per storage snapshot to 10 :

By default, the job will process all included VMs located on the same
datastore from a single storage snapshot

[ Failover to standard backup
Perform standard backup fram VM snapshot if backup from storage
snapshot fails,

[ Failover to primary storage snapshot
Use primary storage snapshots as the data source if backup from
secondary storage snapshot fails.,

‘ ‘ Cancel

Save As Default OK

up files produced by

H Choose... |

v |

Map backup

Configure...

e recommend to make
off-zite.

<
;
veeam



Intégrations de stockage

Sauvegarde a partir d’'un snapshot de stockage secondaire.
Orchestrez vos snapshots de baie pour faire une cascade et copier vos backups.

I [ £ O
Primary Storage Secondary Storage
System System Veeam Backup &
\L Replication
- > W
\_N ] oy
Storage Volume Storage.Vqume Backup Proxy Backup Repository

l

[F====}

Storage Volume Storage Volume
Snapshot Snapshot

]

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.



Sauvegarde
sur bande (Tape)
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Sauvegarde sur bande (Tape)

Veeam Backup & Replication prend en charge les opérations de sauvegarde sur bande

Bande pris en charge : Linear Tape-Open (LTO3 - LTO9) et
bibliotheques IBM 3592 (TS1160 et TS1170).

Objectif : archivage a long terme des données et/ou respect
des exigences de conformité.

Stratégie de sauvegarde : respecte le principe de sauvegarde "3-2-1":
3 copies, 2 types de supports, 1 emplacement distant.

Types de données pris en charge pour |'archivage :
e Sauvegardes de machines virtuelles

* Sauvegardes de Veeam Agent Répertoires de sauvegarde
complete, y compris les référentiels Linux sécurisés

* Données non structurées :
*  Volumes de dispositifs de stockage via NDMP
e Partages de fichiers SMB et NFS
*  Stockage object

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeam



Sauvegarde sur bande (Tape)

Vue de l'Infrastructure

Ethernet
O . 2 O O
. . FC/SAS
= = = oo
Veeam Backup & Backup Tape Tape
Replication Repository Server Library

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respecti

tive owners.



Accelerateur WAN
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Accelerateur WAN

Veeam Backup & Replication propose la > WAN
technologie d'accélération WAN qui combine : ‘

Compression du trafic réseau
J Remote Backup Copy OR @)

* Transfert multi-flux Remote Replication Job
Source Target
* Déduplication globale des données WAN Accelerator WAN Acceleration

* Déduplication a taille de bloc variable

Cette combinaison de technologies réduit le @ Data mover Data mover @
volume de données transférées, ce qui permet de e e
transporter les données plus rapidement. Le ( ) ( )
mode a bande passante élevée est congu pour les I : — :
connexions WAN plus rapides que 100 Mbps. Le | | :
mode a faible bande passante est concu pour les - OER Q - O;R
connexions WAN plus lentes que 100 Mbps.. Source Backup source Target Backup Target
Repository VM Repository VM
. : J . : J

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Accelerateur WAN

Comment le deployer?

Home WAN Accelerator

£
Add WAN |

Accelerator fcc tor Accele
Manage WAN Accelerators Upgrade

Backup Infrastructure
B Q Type in an object name to search for

E Backup Proxies
= Backup Repositories Name Host T Description

[=E]

" Scale-out Repositories
€3 WAN Accelerators H
V5 Service Providers

[ E]SureBackup
[ @ Managed Servers

External Repaositories

ﬁ Home
=¥ Inventory

gg'? Backup Infrastructure

= Storage Infrastructure

@ Files

Je—D

hg-vbr1.demolab.local - Veeam Backup and Replication

&» hg-vbriappll.demol.. hqg-vbriappli.de.. Created by Powershell at 7/13/2020 5:23:28 PM.

r
New WAN Accelerator
Review
b Review the settings, and click Apply to continue.
Server Server name: hqg-vbri.demolab.local
Tadie Server type: Virtual (VMware)
CRevew e 108
Cache path: C:\VeeamWAN
Apply
The following components will be processed on hg-vbri.demolab.local:
Summary
Component name Status
Transport already exists
WAN Accelerator will be installed

< Previous Apply Finish

Cancel



Accelerateur WAN

Comment l'utilizer ?

Edit Backup Copy Job Edit Replication Job X
W Data Transfer Data Transfer
= Choose how object data should be transferred from source to target backup repository. )_ Choose how VM data should be transferred to the target site.
a—
Job @ Direct Name When replicating between remote sites, we highly recommended that you deploy at least one backup
Object data will be sent directly from source to target repository. This mode is proxy server locally in both sites to allow for direct access to storage.
Objects copying backups on-site, and off-site over a fast connection. Vel Meadiines Source proxy:

ﬁlo Through built-in WAN acceleratorsl o | Automatic selection | | Choose... |
Target Ject data will be sent to target repository through WAN accelerators that mi Destination

both source and target sites. This mode provides for significant bandwidth sav Target proxy:
Source WAN accelerator: | Automatic selection | | Choose... |
Schedule | LEEEgs (@ Direct

Summary Target WAN accelerator: Best for local and off-site replication over fast links.
| (O Through built-in WAN accelerators

Seeding Best for off-site replication over slow links due to significant bandwidth savings.

. Source WAN accelerator:
Guest Processing |

Schedule Target WAN accelerator:

Summary |

< Previous | | Next > | | Finis! < Previous | | Next > | | Finish | | Cancel |
A
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Enterprise Manager
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Veeam Enterprise Manager

Installation

Veeam Enterprise Manager est inclus dans le méme fichier ISO que Veeam Backup & Replication.

E@ Veeam Backup & Replication - >

gl [nstall Veeam Backup & Replication

|EI N Veeam Backup & Replication combines fast, flexible and reliable backup. recovery and
replication for all your applications and data.

Install Veeam Backup Enterprise Manager

Veeam Backup Enterprise Manger is an optional web-based management and reporting
console for Veeam Backup 8 Replication.

14
]

Install Veeam Backup & Replication Console

Veeam Backup & Replication console is a client-side component that provides access to
the backup server.

i

@ View Documentation

[ veeam



Veeam Enterprise Manager

Installation

EE Veeam Backup Enterprise Manager

System Configuration Check

System is being verified for potential installation problems.

To finalize required components installation, system reboot is required.

! Installation process will continue automatically.
Requirement

Microsoft .NET Framework 4.7.2

Microsoft Visual C++ 2015-2019 Redistributable
Microsoft System CLR Types for SQL Server 2014
1IS URL Rewrite Module 2

Microsoft IIS

Default Document Component

Directory Browsing Component

HTTP Errors Component

Static Content Component

Windows Authentication Component
WebSocket Protocol Component

ASP.NET 4.5 Component

Back

Status
@ Passed

! Reboot required

Q Passed
@ Passed
Q Passed
@ Passed
Q Passed
Q Passed
@ Passed
@ Passed
Q Passed
Q Passed

Cancel

© 2025 Veeam Software. All rightsreserved. All trademarks are the property of their respective owners.

EE Veeam Backup Enterprise Manager

License

Provide license file for Veeam Backup Enterprise Manager.

Select license provisioning method:

... Sign in with Veeam I Browse license file

License details:

Subscription, Suite, 100 Instances, License expires on 31/12/2024

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation D, and workload usage counters to Veeam servers periodically.

Successful usage reporting doubles the number of workloads you can exceed your installed license by.

Back Cancel




Veeam Enterprise Manager

Installation

EE Veeam Backup Enterprise Manager - X ] veeam Backup Enterprise Manager - 5
Ready to Install Database

Installation will begin with the following settings. Choose database engine and instance for Veeam Backup Enterprise Manager.
Installation folder: C:\Program Files\Veeam\Backup and Replication Use following database engine: |PostgreSQL Server ~

Guest catalog folder: C:)\VBRCatalog '

Service account: LOCAL SYSTEM @ Install new instance

Database engine: PostgreSQL (O Use existing instance (HOSTNAME:PORT)

Database name: VeeamBackupReporting

SQL server: winsrv88:5432

Catalog service port: 9393 Database name:

Service port: 9394

Web Ul ports: 9080 (HTTP), 9443 (HTTPS)

REST API service ports: 9399 _(HTTP), 93?8 (HW?S) . Connect to PostgreSQL Server using:

Certificate: Self-signed certificate will be generated automatically

Check for product updates: Automatically (® Windows authentication credentials of service account

(O Mative authentication using the following credentials:
Login:

Password:

Iﬂ‘ Customize Settings Ih Back Cancel | Back Next Cancel

{ )

© 2025 Veeam Software. All rightsreserved. All trademarks are the property of their respective owners. veeom



Veeam Enterprise Manager

Exemple de deployment (logical relationships)

Enterprise Enterprise Web

Manager Database Manager Console

_ SE—TT
Data Collection - - N—l P Management
4= > 2] <
o
NN

Management ‘
Data Collection

VMware vCenter

r
A\ 4

A\ 4 |
Tl ATl
. r

Veeam Backup &  Veeam Backup & Replication

Veeam Backup &  Veeam Backup & Replication
Replication Database

Replication Database

Instance A 8

Instance B J

© 2025 Veeam Software. All rightsreserved. All trademarks are the property of their respective owners.



Veeam Enterprise Manager

Compétences

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files ltems Requests @ DEMOCENTER\achraf.akrout v @ Configuration
Mailbox Items SQL Database Oracle Database PostgreSQL Instance

Username:

‘ Enter username Q ‘ 4D History

Accounts: Restore paint:

D
D

m

]
T

© Available accounts will be shown after specifying a username R




Veeam Enterprise Manager

Compétence. Configuration.

E@ DEL LGET Reports Jobs Policies Unstructured Data Machines Files Items Requests

@ Exit Configuration P Start Collecting E* Add.. Edit... Remove FE Schedule... Audit report... % Update certificate @8 Export 72 Refresh
¥ Backup Servers Name t Login Build Server Description
@ o <certificate-based authenticatio... 12.3.0.310 \
vCenter Servers
<certificate-based authenticatio... 12.3.0.310
W Self-Service <certificate-based authenticatio... 12.3.0.310
® Sessions <certificate-based authenticatio... 12.3.0.310
<certificate-based authenticatio... 12.3.0.310
& Roles <certificate-based authenticatio... 12.3.0.310
< settings

® Licensing

A Notifications



Veeam Enterprise Manager

Compétence. Configuration.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ USDEMOM\
@ Exit Configuration Check version . nsta Remove () Refresh
¥ Backup Servers Server t Version Status Plug-in Status Plug-in Version Installed by
vedvesa.usdemo.veeam.local 6.7.0 @ oK Unknown
vCenter Servers
vcsa.usdemo.veeam.local 7.03 @ oK Installed 12.1.0.2131

&

W Self-Service
(©) Sessions
¥ §

Roles

b
L

Settings

e

Licensing

A Notifications

[ veeam



Veeam Enterprise Manager

Compétence. Configuration.

E@ Dashboard Reports Jobs Policies Unstructured Data Machines Files Items Requests @ USDEMO\
@ Exit Configuration vSphere Cloud Director

ﬂ:@BackupSewers Search by account name Q Y Account Types (All)
@ vCenter Servers EF Add Edit Remove B Delegation Mode @ Export 2) Refresh
'\! Self-Service Account 1 Repository Priority Quota Per-user Used
(M Sessions A Local Repository - REfS {... Normal 100 GB No 0
L Roles
»$  Settings
® Licensing

A Notifications

(oo



Veeam Enterprise Manager

Compétence. Configuration.

E@ DERLGET] Reports Jobs Policies Unstructured Data Machines Files Items Requests @ USDEMO\
@ Exit Configuration Search by account name Q Y Account Types (All)
_____________________________________________________________ it g o D arm m e f A
aa Add... Edit. Remove (¥ Rebuild Roles @8 export (2 Refresh
it?l Backup Servers
Account = Bala

[ vCenter Servers Add Role X

& | ATLBEM-O1\R|
w Self-Service | |

2% BUILTIN\Adm  Account tyges e -
© sessi - Add Role X

essions e Account:

L Roles - Role: Account type: Group o

Ji  USDEMO\ '

. _ Account:
#$  Settings 4 USDEMO\
o , . S USDEMO) Role: Portal Administrator v
& Licensing
Portal Administrator
A Notifications Portal User
Restore Operator

—ToroToT —

[ veeam



Veeam Enterprise Manager

Compétence. Configuration.

Reports

o
Pie]]

b O © B

b3

Backup Servers

vCenter Servers

Self-Service

Sessions

Roles

Settings

k=]

Licensing

-~

Motifications

About

Jobs Policies

Summary Instances

© Details Report

License edition: Enterprise Plus
License is valid. Period: 208 days remaining.

Instances

Type Cou

Applications

Cloud Databases

Cloud File Shares

Cloud Machines

File Shares (500 GEB)
Object Storage (500 GB)
Servers

Virtual Machines

Workstations (3 PCs)

Unstructured Data

Machines Files Items

Install license

hg-vbri.demolab.local (46 instances)

Virtual Machines (22 instances)

Name

demo-linuxvm101
demo-linuxvm102
demo-linwawm103
demo-linwam107
demo-linuwxwm109
demo-sql106
demo-winvm101
demo-winvm102
demo-winvm103
demo-winvm105
demo-winvm106
demo-winvm107
demo-winvm108
demo-winvm109

exchl

forl

Requests

Instances

Type

vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere
vSphere

v mbhara

Job name

VMware - Backup from 3PAR Snapshot
VMware - Backup from IBM Snapshot
VMware - Backup from NetApp Snapshot
VMware - Backup from VNX Snapshot
VMware - Backup from ETERNUS Snapshot
VMware - Backup from Pure Snapshot
VMware - Backup from 3PAR Snapshot
VMware - Backup from IBM Snapshot
VMware - Backup from NetApp Snapshot
VMware - Backup from Nimble Snapshot
VMware - Backup from Pure Snapshot
VMware - Backup from VNX Snapshot
VMware - Backup from VSAN

VMware - Backup from ETERNUS Snapshot
VMware - Backup to XFS Repository

MAdwisre _ Barclaan +a ¥YES Danaciton:

@ DEMOCENTER\achraf.akrout v

Last processed

01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01/08/2024
01,/08/2024
01/08/2024
01,/08/2024

[akFial' ¥ TawF.]



Prenons une
pause de
5-minutes
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Menu principal
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Menu principal

Identifiants & mots de passe

Backup Proxy

hqg-vbr1.dem(

Disable Remove = Upgrade
y Proxy Proxy Proxy
Manage Proxy Upgrade

Backup Infrastructure i . .
Q Type in an object name to search for

E Backup Proxies A
= Backup Repositories
External Repositories @ hqg-vbriappl1.demolab.local Agent
+ 1 Scale-out Repositories E hg-vbriappli.demolab.local VMware
%AWS S3 Repository E hqg-vbrilnxpxy1.demolab.local VMware
?rh SOBR E hg-vbr1pxy1.demolab.local VMware
f;:h SOBR with Azure Capacity Tic E hq-vbripxy3.demolab.local VMware
£ WAN Accelerators P( hg-vbrintxpxy1 Nutanix AHV
‘7} Service Providers
&] SureBackup
&]Application Groups
%Vir‘[ual Labs
(E? Managed Servers
+ |51 VMware vSphere
a ?@ vCenter Servers

Name Type

S

S

> E@ vcl.democenter.int
» Fi&) vel.demolab.local
g EﬁVMware Cloud Director

[ — = —
< >

ﬁ Home
&% Inventory
ffg? Backup Infrastructure

Storage Infrastructure

Tape Infrastructure

@ Files

6 p

Host 1
hg-vb!
hg-vb!
hg-vkb
hg-vb!
hg-vb!
pdcse



Menu principal

Identifiants & mots de passe

E Vous pouvez utiliser cette option pour créer et gérer une

Datacenter Credentials . . . . ef. . s
ﬂ\ Upgrade A Dotacen b liste d'informations d'identification que vous prévoyez
rivate keys and tokens. ope
A7 credentils & passwords » [— - ;c - t. d'utiliser pour vous connecter aux composants de
¢ ¢ ) Cloud Credentials .
® Users & Roles  View and manage stored cloud I'infrastructure de sauvegarde.
(7] accounts and access keys.
£ .
<AF; Malware Detection  Encryption Passwords
\'!’ ﬁi View and manage stored encryption

Network Traffic Rules TEEEIEE
=
Key Management Servers
Global Exclusions » View and manage external KMS servers.

K Options

Console r

Color Theme »

Lk

m Configuration Backup
=]

License

o

Help »

x Exit

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Menu principal
|Identifiants & mots de passe

Upgrade ?& Datacenter Credentials
View and manage stored accounts,

private keys and tokens.

é e e 2 T Vous pouvez utiliser cette option pour créer et gérer une liste
) Cloud Credentials

D e & oo % View and manage stored cloud d'informations d'identification que vous prévoyez d'utiliser pour

(A

(7] accounts and access keys. N .
Py vous connecter a des services en cloud.
‘\!; Malware Detection ﬁ| Encryption Passwords

! " View and manage stored encryption

Network Traffic Rules TEIEEE
/5
Key Management Servers
Global Exclusions > View and manage external KMS servers.

K Options

Console >

Color Theme >

k)

m Configuration Backup
(o]

Y.

License

Help 4

x Exit

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Menu principal
Identifiants & mots de passe

Upgrade ?& Datacenter Credentials
View and manage stored accounts,

private keys and tokens.

p Credentials & Passwords *

é7 ) Cloud Credentials
%

™ Users & Roles View and manage stored doud
(7] accounts and access keys.

£,
‘\!; Malware Detection
1

?1 Encryption Passwords

ki

" View and manage stored encryption
passwords.

Network Traffic Rules
/5
Key Management Servers
Global Exclusions > View and manage external KMS servers.

K Options

Console >

Color Theme >

m Configuration Backup
(o]

o1 (i)

License

Help 4

x Exit

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Vous pouvez utiliser cette option pour créer et gérer une liste de
mots de passe que vous prévoyez d'utiliser pour le cryptage des

données.



Menu principal

Identifiants & mots de passe

Upgrade ?&

Credentials & Passwords ¥

o
4
Users & Roles

Malware Detection f?l‘
»

Network Traffic Rules

4 e g

™
v

Datacenter Credentials
View and manage stored accounts,
private keys and tokens.

Cloud Credentials
View and manage stored doud
accounts and access keys.

Encryption Passwords
View and manage stored encryption
password

Fooo . |

Global Exclusions [

Key Management Servers

View and manage external KMS servers.

AL

Options
Console >
Color Theme >

Configuration Backup

License

012

Help 4

Exit

X

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Cette option permet d'ajouter des serveurs KMS et d'utiliser des

clés KMS.



Menu principal

Utilisateurs & roles

hqg-vbr1.dem(

Add Edit Disable Remove = Upgrade
Proxy Proxy Proxy Proxy Proxy
Manage Proxy Upgrade

Backup Infrastructure ) .
Q Type in an object name to search for

E Backup Proxies A
= Backup Repositories Name Type Host 1
- External Repositories @ hg-vbriappl1.demolab.local Agent hg-vb!
a % Scale-out Repositories E hg-vbriappl1.demolab.local VMware hg-vb!
%AWS S3 Repository E hq-vbrilnxpxy1.demolab.local VMware hg-vt
E‘h SOBR E hg-vbripxy1.demolab.local VMware hg-vb!
% SOBR with Azure Capacity Tic E hq-vbripxy3.demolab.local VMware hg-vb!
£» WAN Accelerators -z hg-vbrintxpxy1 Nutanix AHV pdcse:

7~ Service Providers
g E]SureBackup
&]Application Groups
%Vir‘[ual Labs
4 (_E? Managed Servers
+ |51 VMware vSphere
J ?@ vCenter Servers

4 E@ vecl.democenter.int
b E'@ vel.demolab.local

g EEVMware Cloud Director
M. . — e —
< >

ﬁ Home
&% Inventory
‘?g? Backup Infrastructure

torage Infrastructure

Tape Infrastructure

@ Files
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Menu principal

Utilisateurs & roles

Upgrade

Credentials & Passwords *

Users & Roles

Malware Detection

Network Traffic Rules

Global Exclusions [
Options

Console »
Color Theme »

4’\31 Configuration Backup
=]

License

Help 4

x Exit



Menu principal

Utilisateurs & réles

Users & Roles X

Security | Authorization

User or group Role Add...

4 BUILTINVAdministrators Veeam Backup Administrator Edit
.’:. DEMOLAB\Lab Users Veeam Backup Administrator

4a DEMOLAB\sve-vone Veeam Backup Administrator Remove

Reset MFA

Une liste de tous les utilisateurs et groupes d'utilisateurs avec
leurs roles spécifiques peut étre observée ; les roles définiront
les opérations de Veeam Backup & Replication qu'ils sont
autorisés a effectuer.

[[] Enable multi-factor authentication (MFA)

["] Enable auto logoff aﬁer min of inactivity

OK | | Cancel

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.



Menu principal

Utilisateurs & roles

Users & Rales

Security | Authorization

User or group Role Add...

4 BUILTINVAdministrators Veeam Backup Administrator Edit

:;. DEMOLAB\Lab Users Veeam Backup Administrator

& DEMOLAB\svc-vone Veeam Backup Administrator Remove

Reset MFA
[[] Enable multi-factor authentication (MFA)
["] Enable auto logoff aﬁer min of inactivity
OK | | Cancel

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Vous pouvez ajouter de nouveaux utilisateurs
ou groupes d'utilisateurs.



Menu principal

Utilisateurs & réles

Users & Roles X

Security | Authorization

User or group Role Add...

Add user X Edit...

User or group: | i ErsEe. | Remove

Role: |Veeam Restore Operator v | Reset MFA

[] This is a service account (disables multi-factor authentication)

| oK | | Cancel |
Select User, Computer, or Group 9
Select this object type:
‘User, Computer, Group, or Built-in security principal | | Object Types ‘
. . . 1 of e

From tsocaton Vous pouvez ajouter |'utilisateur ou le groupe
‘demdab,local | | T ‘

I —— d'utilisateurs en le spécifiant au format
| [Grostenes DOMAIN\USERNAME ou le parcourir.

o] o

[[] Enable multi-factor authentication (MFA)

[[] Enable auto logoff a{'ter min of inactivity

0K | | Cancel

S

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Menu principal

Utilisateurs & roles

Users & Rales X
SecuritylAuthorization . . - oy .
La modification d'un utilisateur ou d'un groupe d'utilisateurs existant permet
User or grou Role Add... ~
F:td BUI?TIN\'?!\dministrators Veeam Backup Administrator de Changer |e fo rmat DO MAIN/USERNAME et |e rOIe‘
7. DEMOLAB\Lab Users Veeam Backup Administrator —
& DEMOLAB\svc-vone Veeam Backup Administrator . n R . . .
— > T En ce qui concerne les roles, cinq options s'offrent a nous :
User or group: |BUITINVAdministrators || Browse.. | * Restore operator — qui permet aux processus de restauration d'étre
Role: %} exécutés par l'utilisateur/le groupe d'utilisateurs spécifique
[ ] This is a sel| Veeam Restore Operator tication)
Veeam Backup Operator , A A
Vecam Backap Administator * Backup operator — responsable du démarrage et de |'arrét des taches
Veeam Tape Operator . . . .
Vecan Backup Viewer de sauvegarde, ainsi que de |'exportation et de la copie
des sauvegardes et de |la création des sauvegardes VeeamZIP
* Backup administrator — capable d'effectuer toutes les activités
administratives et disposant d'un acces complet a tout ce qui a été
ajouté a l'infrastructure de sauvegarde
[ Enable multi factor authentication (MFA) * Tape operator — responsable de toute opération sur bande et du
0 Erable utoogoftafter 10 [ min oty démarrage ou de |'arrét des travaux sur bande
* Backup viewer — qui a un acces en « lecture seule » a la console
OK || Cancel

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Menu principal

Global Network Rules

hqg-vbr1.dem{

Backup Proxy

Disable Remove = Upgrade
y Proxy Proxy Proxy
Manage Proxy Upgrade

Backup Infrastructure i . .
Q Type in an object name to search for

E Backup Proxies A
= Backup Repositories
External Repositories @ hqg-vbriappl1.demolab.local Agent hg-vb!
+ 1 Scale-out Repositories E hg-vbriappli.demolab.local VMware hg-vb!
%AWS S3 Repository E hq-vbrilnxpxy1.demolab.local VMware hg-vtb
?rh SOBR E hg-vbr1pxy1.demolab.local VMware hg-vb!
f;:h SOBR with Azure Capacity Tic E hq-vbripxy3.demolab.local VMware hg-vb!
&% WAN Accelerators P( hg-vbrintxpxy1 Nutanix AHV pdcse:
‘7} Service Providers
&] SureBackup
&]Application Groups
%Vir‘[ual Labs
(E? Managed Servers
+ |51 VMware vSphere
a ?@ vCenter Servers

Name Type Host 1

S

S

> E@ vcl.democenter.int
» Fi&) vel.demolab.local
g EﬁVMware Cloud Director
ma.. . — P —
< >
ﬁ Home
5?—‘ Inventory

ffg? Backup Infrastructure

Storage Infrastructure

Tape Infrastructure

@ Files

6 p




Menu principal

Global Network Rules

Upgrade
Credentials & Passwords *
Users & Roles

Malware Detection

Network Traffic Rules
Global Exclusions ; [
Options

Console [
Color Theme >

’i&,—u-j Configuration Backup
=

License

Help b

x Exit



Menu principal

Global Network Rules

/Global Network Traffic Rules ><\ ,
Par défaut, Veeam Backup &

Network traffic rules: Replication utilise un transfert de
Name Encrypt..  Throttli...  Time Per... Add.. données multithread pour chaque
Internet Enabled  Disabled Edit.. session de travail, de la source a la

cible a travers de multiples
Remove .
connexions TCP/IP.
Networks...

Si la capacité du réseau n'est pas
suffisante pour prendre en charge
plusieurs connexions, vous pouvez
désactiver le transfert de données
multithread ou modifier le nombre de
connexions TCP/IP.

. o ~
Use multiple upload streams per job: || 50 o

Improves job performance through better utilization of high-latency links. Disable this option if you are
running a large amount of concurrent jobs, or for networking equipment compatibility purposes.

oK Cancel

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Menu principal

Global Network Rules

Add New IPv4 Network Traffic Rule X

Global Network Tra |N‘""e: X

Source IP address range:

|192.168. 0 . 1 |t0|192.168. 0 .255|

Network traffic rul

Vous pouvez ajouter différentes regles

Name Target IP address range:
intemet Egj..'plsﬁ;.p:ddgs:ﬁ ol . 0 . o | IPv4/6 en spécifiant la plage de la source
Action et de la cible et en imposant soit le

[ Encrypt network traffic

[ Throtte network raffc to: cryptage du trafic réseau, soit
BAM;[L:"“’S ] B et sy estre o Networks.. la limitation du trafic pendant des
[&-During he speciied e periods nly ] périodes spécifiques.

el | | || L[
e |

_ O | | | (T —
ettt T ERSANMREAANMENAEEEERAAR
Friday
| ob is option if
g v NNNNNNENNNNNNENNNNNNEEER 000000
92kie sy EENENNNNNNNNNNNNNENNEEEE VPP

Mark as: Cancel

I Enabled Disabled I Unthrottle to:

Cancel



Menu principal

Global Network Rules

Gl Preferred Networks * K
N Prefer the following networks for backup and replication traffic:
Network Address Prefix Length Add... ? Add..
Remove Edit...
Add Network X
Remove
g . . . 0
Network address / Networks.. ?
Subnet mask:
OK Cancel
s Enable IPv6 communication
oK Cancel tion if you are
rposes.
oK Cancel

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Il est également possible de spécifier un
réseau préféré pour le trafic de
sauvegarde et de réplication.



Menu principal

VM Exclusions

hg-vbr1.dem(

Home Backup Proxy

Add Edit Disable Remove Upg
Proxy Proxy Proxy P Proxy
Manage Proxy Upgrade

Backup Infrastructure . o N -
Q Type in an object name to search for

E Backup Proxies ~
| Backup Repositories Name Type Host 1
[ External Repositories @ hg-vbriappll.demolab.local Agent hg-vb
a f%;‘ Scale-out Repositories E hg-vbriappli.demolab.local VMware hg-vb
'Z?h AWS $3 Repository E hg-vbrilnxpxy1.demolab.local VMware hqg-vk
::?h SOBR E hg-vbr1pxy1.demolab.local VMware hg-vb
fz:h SOBR with Azure Capacity Tie E hqg-vbripxy3.demolab.local VMware hg-vb
€3 WAN Accelerators F( hg-vbrintxpxy1 Nutanix AHV pdcse

Service Providers

E] SureBackup
E] Application Groups
é Virtual Labs

(E’] Managed Servers

4 5 VMware vSphere
4 E\f] vCenter Servers

S

.

» Fig vel.demacenter.int
> ?@ vcl.demolab.local
g EE VMware Cloud Director

- —~ = o~
< >

@A Home
=% Inventory
"?E? Backup Infrastructure

Storage Infrastructure

Tape Infrastructure

[ Files

6p




Menu principal

VM Exclusions

VM Exclusions X
Virtual machines specified in this list will never be processed, even if they are
VM Exclusions 3 3 2 i i 3 3
* Upgrade l" ¢ e included in a job or a policy explicitly or via a container.
Opens VM exclusions settings dialog.
Name Mote Add...
P Credentials & Passwords » | |[JF Malware Exclusions = ) )
- Opens malware detection exclusions (]! Datalab-on-Production-Site Whware vsphere VMs...
i?i Users & Roles settings dialog. E—J hg-vbrproxy Microsoft Hyper-V VMs...
E] hg-vbrproxy2 TR

om0,
‘\!; Malware Detection
L}

Network Traffic Rules
=

Global Exclusions >
K Options

Console >

E] VMware vCenter Server

Color Theme >

Configuration Backup

License

ryl-y

Help 4

Exit OK Cancel

X

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeam



Menu principal

Options

Upgrade

Credentials & Passwords ¥

Users & Roles 1

Malware Detection

k&
b
Network Traffic Rules b
el
Global Exclusions r
Options
Console %
Color Theme %

’*&,__u-j Configuration Backup

License

Help [+

x Exit )




Menu principal

Options. |/O Control.

Lorsque le controle de la latence du stockage est activé,

Veeam Backup & Replication surveille la latence de lecture du
stockage sur les datastores de production pendant les activités de
protection des données et de reprise apres sinistre.

Pour surveiller la latence du stockage, Veeam Backup & Replication
utilise des métriques en temps réel provenant de I'hyperviseur ou
résident les machines virtuelles.

Stop assigning new tasks to datastore at — la limite de latence des
E/S a partir de laquelle Veeam Backup & Replication ne doit pas
assigner de nouvelles taches au datastore.

Throttle 1/0 of existing tasks at — |a limite de latence des E/S

a partir de laquelle Veeam Backup & Replication doit diminuer la
vitesse de récupération ou d'écriture des données

vers/depuis le datastore.

Les mémes options peuvent étre configurées pour des datastores
individuels.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Options

/O Control | Security I E-mail Settings I Event Forwarding I Notifications I History |

Enable storage latency control
Define desired primary storage latency limits to ensure running jobs do not
impact storage availability to production workloads.
Stop assigning new tasks to datastore at: ms
Throttle I/O of existing tasks at: 30 : ms
Set custom thresholds on individual datastores
QK | | Cancel | | Apply |




Menu principal

Options. E-mail Settings.

Veeam Backup & Replication offre également la possibilité d'envoyer
des e-mails contenant des rapports quotidiens sur
le dernier état des jobs de sauvegarde.

Actuellement, nous prenons en charge les serveurs de messagerie
SMTP, Google Gmail et Microsoft 365 qui peuvent étre utilisés
a cette fin.

L'objet de I'e-mail, les destinataires, |I'adresse e-mail de I'expéditeur et
le contenu du rapport en termes de dernier statut a inclure peuvent
tous étre configurés a partir de cet onglet.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

"Options

| I/O Control I Security| E-mail Settings | Event Forwarding I Notifications I History |

Enable e-mail notifications (recommended)

Mail server:

SMTP server (basic authentication)

v | | Advanced... |

SMTP server (basic authentication)
Google Gmail (modern authentication)

Microsoft 365 (modern authentication)

]

From:

| hg-vbri@demolab.local

To:

| IT.Alerts.Backup@dema.local

Subject:

| [%6JobResult?%] %JobName% (%0bjectCount%% objects) %lssues% |

Send daily reports at:| 22:00 : o

Notify on:

Success

Warning

Failure

Suppress notifications until last job retry

| | Cancel | | Apply |




Menu principal

Options. Notifications.

Options x

| I/C Control | Security | E-mail Settings | Event Forwarding | Motifications | History

Veeam Backup & Replication peut également afficher des

Backup storage

notifications directement dans la console lorsque des seuils sont ] Warn me when free disk space s belous: ERRE:
atteints sur le stockage de sauvegarde dans les dépots ou les roduction datactores

datastores de production, qu'il reste 14 jours avant la fin du support [] Warn me when free disk space is below: ERRE:
pour la licence installée ou que des mises a jour pour les [ Skip VM processing when free disk space is belows [ 5 |%
hyperviseurs sont disponibles. Support expiration

[] Enable notifications about support contract expiration

Update naotification
[] Check for praduct and hypervisor updates periodically

OK | | Cancel | Apply

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Menu principal

Options. History.

La zone Sessions contrble le nombre d'entrées qui doivent étre
visibles dans I'onglet Historique de la console Veeam Backup &

Replication.

La zone de rétention de I'historique des sessions détermine la
durée pendant laquelle les informations des sessions doivent
étre conservées dans la base de données.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

‘/Options X

| IO Control | Securit_',rl E-mail Settings | Event Forwarding Natiﬁcaiions| History |_

Seszions

() Show all sessions

(® Show only last sessions

Session histary retention

®) Keep all sessions

Eal

® Keeponlylast |53 0 |weeks

OK | | Cancel | Apply




Menu principal

Console.

Veeam Backup & Replication offre la possibilité d'ouvrir une
connexion Remote Desktop au serveur de sauvegarde, d'ouvrir la
console PowerShell, d'exécuter |'utilitaire PUTTY et d'accéder
directement depuis la console a la documentation interactive ou
aux API REST pour le serveur de sauvegarde.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Credentials & Passwords »

m Upgrade
£

Users & Roles

B>

£,
‘&; Malware Detection
Network Traffic Rules

Global Exclusions

Options

ALY ==

Console

Color Theme

Configuration Backup

License

5012

Help

Exit

X

®

m=¥ Opens PowerShell console.

o

Remote Desktop

o_,_

Opens Remote Desktop connection to

the backup server.

PowerShell

Swagger

Opens the interactive documentation
of REST API for this backup server.

PuTTY
Runs PuTTY utility.




Menu principal

Configuration Backup.

hqg-vbr1.dem{

Backup Proxy

Disable Remove = Upgrade
y Proxy Proxy Proxy
Manage Proxy Upgrade

Backup Infrastructure i . .
Q Type in an object name to search for

E Backup Proxies A
= Backup Repositories
External Repositories @ hqg-vbriappl1.demolab.local Agent hg-vb!
+ 1 Scale-out Repositories E hg-vbriappli.demolab.local VMware hg-vb!
%AWS S3 Repository E hq-vbrilnxpxy1.demolab.local VMware hg-vtb
?rh SOBR E hg-vbr1pxy1.demolab.local VMware hg-vb!
f;:h SOBR with Azure Capacity Tic E hq-vbripxy3.demolab.local VMware hg-vb!
&% WAN Accelerators P( hg-vbrintxpxy1 Nutanix AHV pdcse:
‘7} Service Providers
&] SureBackup
&]Application Groups
%Vir‘[ual Labs
(E? Managed Servers
+ |51 VMware vSphere
a ?@ vCenter Servers

Name Type Host 1

S

S

> E@ vcl.democenter.int
» Fi&) vel.demolab.local
g EﬁVMware Cloud Director
ma.. . — P —
< >
ﬁ Home
5?—‘ Inventory

ffg? Backup Infrastructure

Storage Infrastructure

Tape Infrastructure

@ Files

6 p




Menu principal

Configuration Backup.

Upgrade

Credentials & Passwords *
Users & Roles

Malware Detection

Network Traffic Rules

Global Exclusions »
Options

Console L
Color Theme L

Configuration Backup

e

Help L

x Exit



Menu principal
Configuration Backup.

Configuration Backup Settings

Backup
Enable configuration backup to the following repository:

Configuration Backup Repository (Created by Ansible)
7.9 GB free of 10 GB

Y

Restore points to keep: 10 =

Perform backup on: Daily at 10:00

Last successful backup: ¥ No backup

Enable configuration backup file encryption
Password:

Configuration backup password (Last edited: 284 days a -

{7 Loss protection enabled Manage passwords

Restore

Restore the configuration backup to this server

Cancel

Notifications...

Schedule...

Backup now

Add...

Restore...

Apply

Veeam Backup & Replication enregistre toutes les
modifications effectuées dans une console sur un serveur
spécifique sous forme de sauvegarde de configuration.

Si le serveur principal de Veeam Backup & Replication
échoue pour une raison quelconque, la sauvegarde de
configuration peut étre utilisée pour restaurer rapidement la
configuration sur un nouveau serveur.

Cette méthode est également recommandée si le serveur
Veeam Backup & Replication doit étre remplacé ou modifié a
I'avenir.



Menu principal

Configuration Backup.

Configuration Backup Settings

Backup

Enable configuration backup to the following repository:

Configuration Backup Repository (Created by Ansible)
£ 7.9GB free of 10 GB

Restore points to keep: 10 El

Perform backup on: Daily at 10:00

Notifications...

Schedule...

Last successful backup: ¥ No backup

Backup now

Enable configuration backup file encryption

Restore

Password:
‘Configuration backup password (Last edited: 284 days a ‘ ‘ Add...
(2 Loss protection enabled Manage passwords
Restore the configuration backup to this server: Restore...
oK | ‘ Cancel Apply

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Pour stocker la sauvegarde de configuration, un
dépot doit étre sélectionné.



Menu principal
Configuration Backup.

Configuration Backup Settings

Backup
Enable configuration backup to the following repository:

Configuration Backup Repository (Created by Ansible)
7.9 GB free of 10 GB

Y

Restore points to keep: 10 =

Perform backup on: Daily at 10:00

Last successful backup: ¥ No backup

Enable configuration backup file encryption
Password:

Configuration backup password (Last edited: 284 days a -

{7 Loss protection enabled Manage passwords

Restore

Restore the configuration backup to this server

Cancel

Notifications...

Schedule...

Backup now

Add...

Restore...

Apply

Les notifications SNMP et par e-mail pour
la sauvegarde de configuration peuvent étre
envoyées automatiquement.

Il est également recommandé de planifier
la sauvegarde pour qu'elle s'exécute
automatiquement, plutét que de dépendre
de sauvegardes manuelles.



Menu principal
Configuration Backup.

Configuration Backup Settings X

Backup
Enable configuration backup to the following repository:

Configuration Backup Repository (Created by Ansible) >
7.9 GB free of 10 GB

Y

Restore points to keep: 10 = Notifications...
Perform backup on: Daily at 10:00 Schedule...
Last successful backup: ¥ No backup Backup now

Enable configuration backup file encryption

Password:
Configuration backup password (Last edited: 284 days a - Add... Y ——
{7 Loss protection enabled Manage passwords
Restore
Restore the configuration backup to this server Restore...

Cancel Apply

Les notifications SNMP et par e-mail pour

la sauvegarde de configuration peuvent étre envoyées
automatiquement.

Il est également recommandé de planifier
la sauvegarde pour gqu'elle s'exécute
automatiquement, plutot que de dépendre
de sauvegardes manuelles.



Menu principal
Configuration Backup.

Configuration Backup Settings X

Backup
Enable configuration backup to the following repository:

Configuration Backup Repository (Created by Ansible) >
7.9 GB free of 10 GB

Y

Restore points to keep: 10 = Notifications...
Perform backup on: Daily at 10:00 Schedule...
Last successful backup: ¥ No backup Backup now

Enable configuration backup file encryption

Password:
Configuration backup password (Last edited: 284 days a - Add...
. Loss protection enabled Manage passwords
La restauration de la sauvegarde de configuration
o ne peut étre effectuée que depuis cette fenétre
Restore the configuration backup to this server Restore... —

afin de charger la configuration sur un nouveau
serveur.

Cancel Apply
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Le concept des Jobs

Dans Veeam Backup and Replication, les jobs englobent une
gamme de taches de gestion des données, notamment les
opérations de sauvegarde, de réplication et de restauration. Une
fois configurées, les jobs automatisent le processus, garantissant
ainsi que les données critiques sont protégées de maniere
réguliere et fiable contre la perte ou la corruption.

En ce qui concerne |'allocation des ressources de l'infrastructure
de sauvegarde, le service Resource Scheduler de Veeam Backup &
Replication identifie la priorité des taches en attente de
ressources libres en fonction de leur type, de leur priorité et de
I'heure de début planifiée.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Backup Server

Backup Job _ CDP Policy
Backup Copy Job O SureBackup Job

Replication Job



Jobs prioritization

Voici une liste simplifiée classée par ordre de priorité, de la plus élevée a la plus basse :

1. Jobs de restauration de données™** — ces jobs ont la priorité la plus élevée et sont les premiers
a obtenir des ressources systeme disponibles.

Politiques de Continuous Data Protection (CDP).**
Jobs systeme en arriere-plan®** (comme SnapshotDeleter, par exemple).

Jobs de sauvegarde rapide (Quick Backup)** — ces jobs ont la deuxiéme priorité la plus élevée.

v W

Jobs a priorité élevée** — |es jobs avec |'option de priorité élevée activée ont |la troisieme priorité la
plus élevée. Il est possible d'activer I'option de priorité élevée pour les jobs suivants : jobs de

sauvegarde, jobs de réplication, jobs d'agent gérés par le serveur de sauvegarde, jobs de sauvegarde de
fichiers.

6. Jobs de sauvegarde réguliers et jobs de réplication.**

7. Jobs de copie de sauvegarde (Backup Copy) et jobs d'archivage™* — ces jobs ont la priorité
la plus basse et sont les derniers a obtenir des ressources systeme disponibles.

© 2025 Veeam Software. All rightsreserved. All trademarks are the property of their respective owners. veeom



Jobs

Exemple de processus de sauvegardes

Veeam Backup Service crée le Veeam Backup Manager lit les
processus Veeam Backup parametres des taches a partir de la base
Manager pour chaque tache de données de configuration.
Backup Server
Veeam Backup Veeam Backup Configuration
Service Manager(s Database
NT] ger(s)

ks O o> L <o -

e

o ®
L Veeam Backup Manager définit un certain
I Veeam Backup & Replication p 5
. . , Q nombre de régles pour les Data Movers - @
demande a I'hyperviseur de créer .
N/ concernant le transfert de données. N/

]] ] une copie ponctuelle (point-in-time)
d'une ou plusieurs machines @ Data Mover Data Mover @

0 virtuelles (VM). s
Hypervisor [JKa= —
N N
7 —
Backup von Daten \_A Data Backup [ Eﬂ
= — Backup Proxy Backup Repository

© 2025 Veeam Software. All rightsreserved. All trademarks are the property of their respective owners. veeom



Tache de Sauvegarde

Exemple de processus de création d'une tache de sauvegarde

New Backup Job X

Name
- m Type in a name and description for this backup job.

Backup Job Example
Virtual Machines
Description:
Storage Created by DEMOCENTER\User at 2024-04-09 15:54,
Guest Processing é
Schedule
Surnmary

é [] High priority
Backup infrastructure resocurces are offered to high priority jobs first. Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Tache de Sauvegarde

Exemple de processus de création d'une tache de sauvegarde

Add Objects X
New Backup Job X !

Select objects: CD‘E?'?‘JE -

Virtual Machines clecto 8ol = ‘ m
- Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically “ @ V:nls and Tags
m changes as you add new VMSs into the container. b E]EI vcl.democenter.int
4 B vel.demolabllocal
Narme Virtual machines to backup: b g AA VMs with No Backup -Business-View
b Application
M T Si Add...
Remove 4 %@ vao Recovery Location
Storage b & DR Site
Guest Processing
Schedule + Up
Summary * Dowr
Recalculate
Total size: < >
0B
|-*-" Type in an object name to search for QI
<o | o] [l -
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Tache de Sauvegarde

Exemple de processus de création d'une tache de sauvegarde

New Backup Job

Virtual Machines

MName

Storage

Guest Processing
Schedule

Summary

Virtual machines to backup:

><,,

- Select wirtual machines to process via container, or granularly. Centainer provides dynamic selection that automatically
m changes as you add new VMs into the container.

Mame
EF oral
E? spsl
E? sgll
137 web1

Type

Virtual machine
Virtual machine
Virtual machine
Virtual machine

Size
100 GB
a0.1 GB

31.0 GB —

3.88 GB

< Previous | ‘ Mext =

Finish

Add

I

Remove

]

Exclusians...

Recalculate

Total size:
195 GB

Cancel

s
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Exclusions

| WMs | Disks | Templates

Templates processing settings:
Backup YM templates

modes using storage snapshots.

Exclude templates from incremental backup

o Templates backup functicnality is not available for transport

QK

Cancel
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’ Backup Pro; X k‘
New Backup Job X PR
Choose backup proxy servers for this job. For redundancy, we recommend to select
Storage at least two proxies. When multiple proxies are available, selection will be
- Specify processing proxy server to be used for source data retrieval, backup repositony to store the backup files produced by performed on per-VM basis, taking into account proxy connectivity and current
m thiz job and customize advanced job settings if required. load.
(®) Automatic selection
Mame Backup proxy: The job will automatically select the most suitable backup proxy server from all
i ; amm available backup proxy servers. e
| Automatic selection Choose.. X
Virtual Machines Cor (O Use the selected backup proxy servers only
Backup repositony: The job will automatically select the most suitable backup proxy server from the
_)lfws 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM)) v [ g St of prosy sesvers:
= Select all
Guest Processing = 1.63 TB free of 1.99 TB Map backup o Zl
ﬁ etention policy: | 14 - days w SO E N APPSO Clear all
Schedule F i hd || | o I O [0 hq-vbriinxpxyl.demolab.loca
- é | Keep certain full backups longer for archival purposes ﬁ [l hqg-vbripxyl.demolab.loca 1
umma -
v 12 maonthly [] hqg-vbripxy3.demolak : E
[[] Configure secondary destinations for this job O
Copy backups produced by this job to another backup repository, or tape. We recommend to R,
make at least one copy of your backups to a different storage device that is located off-site, E
S
Advanced job settings include backup mode, compression and deduplication, block | —
size, notification settings, automated post-job activity and other settings.
< Previous | | Next > Finish | Cancel |
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New Backup Job X

Storage

- Specify processing proxy server to be used for source data retrieval, backup repaository to store the backup files preduced by
m this job and customize advanced job settings if required.

MName Backup proxy:

| Automatic selection ‘ | Choose.. |
Wirtual Machines

Backup repository:

_ | AWS 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM.) v |

Guest Processing = 1.63 TE free of 1.99 TE Map backup

Retention policy:| 14 J || days v
Schedule : q'r‘ hd || | o

Keep certain full backups longer for archival purposes
Summary

12 maonthly

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced Settings

Backup Maintenance l Storage I Notifications [ vSphere I Integration [ Scripts I

Backup mode

) () Reverse incremental (slower)
Increments are injected into the full backup file, so that the latest backup
file is always a full backup of the most recent VM state,

) ® Incremental (recommended)
Increments are saved into new files dependent on previous files in the

chain. Best for backue targets with poor random |/O Eerformance.

) Create synthetic full backups periodically on:
Saturday Configure...

Active full backup

Advanced job settings include backup mode, compression and deduplication,_block ;

size, notification settings, automated post-job activity and other settings. vanee

e H Next > ‘ e
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) [] Create active full backups periodically on:

Der Reverse-Inkremental-Modus wird in
den nachsten Versionen veraltet sein.
Er wird weiterhin funktionieren, aber

er wird fur neu erstellte Jobs nicht mehr

verflgbar sein..

Save As Default [ OK I \ Cancel




Tache de Sauvegarde

Exemple de processus de création d'une tache de sauvegarde

’ ' Advanced Settings X |
New Backup Job X
‘-Backup | Maintenance | Storage [ Notifications ] vSphere [ Integration [ Scripts }
Storage —
- m Specify processing proxy server to be used for source data retrieval, backup repaository to store the backup files preduced by Storage-level corruption guard

this job and customize advanced job settings if required. | [] Perform backup files health check (detects and auto-heals corruption) on:

Full backup file maintenance

Backup proxy:
Name - - > Remove deleted items data after
. . |Automat|c e ‘ | e | ) efragment and compact ackup file on:
Wirtual Machines t Saturdav of every mor f
Backup repository:
_ | AWS 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM.) v |
Guest Processing = 1.63 TE free of 1.99 TE Map backup
Retention policy:| 14 J || days v
Schedule : q'r‘ hd | | | o
Keep certain full backups longer for archival purposes
Summary
12 maonthly

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication,_block ; Advanced..

size, notification settings, automated post-job activity and other settings.

< Previous ‘ | Mext = ‘ Fimish Save As Default 0K I \ Cancel
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% k " Advanced Settings X

New Backup Job

‘-Baclmp l Maintenance‘ Storage | Notifications ] vSphere [ Integration [ Scripts I

Storage
- Specify processing proxy server to be used for source data retrieval, backup repaository to store the backup files preduced by Data reduction
m this job and customize advanced job settings if required. ) Enable inline data deduelication (recommended)
) Exclude swap file blocks (recommended
Name Backup proxy: ) Exclud.e deleted file blocks (recommended)
| Automatic selection ‘ | Choose.. | Compression level:
Virtual Machines ) IOptimaI (recommended) v l
Backup repository: Provides for the best compression to performance ratio, lowest backup proxy
_ | AWS 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM.) v | CPU usage and fastest restore.
= Storage optimization:
. = 1.63 TB free of 1.99 TB Map backu
Guest Processing - P P > I 1MB (recommended) - l
Retention policy: ‘ 14 : | | days hd | 0 Delivers the optimal combination of backup speed, granular restore
Schedule performance and repository space consumption.
Keep certain full backups longer for archival purposes Encryotion
Summary i
12 monthly ) I:| Enable backup file encryption I
[[] Configure secondary destinations for this job Passwora 7
Copy backups produced by this job to another backup repository, or tape. We recommend to ‘ ] S
make at least one copy of your backups to a different storage device that is located off-site, M
Advanced job settings include backup mode, compression and deduplication,_block ;
size, notification settings, automated post-job activity and other settings. Advanced..

< Previous ‘ | Mext = ‘ Fimish Save As Default OK ‘ I Cancel
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' Advanced Settings X |
New Backup Job X
vBaclqup I Maintenance l Storage | Notifications | vSphere [ Integration [ Scripts I
Storage
- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by — [] Send SNMP notifications for this job
m this job and customize advanced job settings if required. — Send e-mail notifications to the following recipients:
\Type in one or more e-mail addresses separated by semicolon
MName Backup proxy: ® Use globa
| Automatic selection ‘ | Choose.., | Jse custom notification settings specifie
Wirtual Machines '
Backup repository: \ [26JobResult3%] %JobName% (%ObjectCou
_ | AWS 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM.) v | ] Noti
= [¥] Noti
Guest Processing = 1.63 TE free of 1.99 TE Map backup E
F‘.etentionpoliq.nhd :||da)rs v|0 ; tifications until the last retr
Schedule —)|I [] Set successful backup details to this VM attribute: I
Keep certain full backups longer for archival purposes ‘ Notes
Summary
12 monthly [¥] Append to th

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication,_block ;
size, notification settings, automated post-job activity and other settings.

Advanced...

< Previous ‘ | Mext = ‘ Fimish Save As Default OK ‘ I Cancel
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% ] Advanced Settings X

New Backup Job

'-Backup l Maintenance ] Storage [ Notifications | vSphere | Integration I Scripts I

Storage
- Specify processing proxy server to be used for source data retrieval, backup repaository to store the backup files preduced by Guest quiescence
m this job and customize advanced job settings if required. > | [ Enable VMware Tools quiescence
Native quiescence will only be used for virtual machines with application-
aware image processing disabled.
Mame Backup proxy: Changed block tracking
| Automatic selection ‘ | Choose... | Use changed block tracking data (recommended)
Virtual Machines ] Enable CBT for all protected VMs automatically
Backup repository: ) Changed Block Tracking (CBT) is a VMware feature that allows for faster
_ | AWS 53 Repository (Created by P rchell at 7/17/2020 1:05:23 PM.) - | |ncrementa.l l?ackup and replication, For CBT to be enabled, VM must
have no existing snapshots.
= —
- = 1.63 TE free of 1.99 TE Map backup Reset CBT on each Active Full backup automatical
Guest Processing P
] ] o ) Provides safety net against potential CBT issues at the cost of slightly
ehedul Retention policy: ‘ 14 - | | days W | 0 increased backup window.
chedule

Keep certain full backups longer for archival purposes
Summary

12 maonthly

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication,_block ;
size, notification settings, automated post-job activity and other settings.

< Previous ‘ | Mext = ‘ Fimish Save As Default OK ‘ I Cancel

Advanced...
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New Bﬂckup Job >< Advanced Settings X

BSchp ] Maintenance I Storage ] Notifications IVVSphere ‘ Integration Rcripts ‘

Storage
- Specify processing proxy server to be used for source data retrieval, backup repaository to store the backup files preduced by Primary storage integration
m this job and customize advanced job settings if required. Enable backup from storage snapshots
_9 Use storage snapshots (instead of VM snapshots) as the data source for
this job. Using storage snapshots reduces impact on the production
Mame Backup proxy: \—gnvironment from VM snapshot commity e
| Automatic selection ‘ | Choose... | [[] Limit processed VM count per storage snapshot to [1
Virtual Machines —— By default, the job will process all included VMs located on the same
Backup repository: i Qt,
| AWS 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM.) ¥ | ——) Perform standard backup from VM snapshot if backup from storage
: S 163TBfreeof 1.99TE Map backu ﬁ=ﬂw shotfails
sl - . h ailover to primary storage snapshot
Retention policy: ‘ 14 : | | days w | 0 ) Use primary storage snapshots as the data source if backup from
Schedule secondary storage snapshot fails.
Keep certain full backups longer for archival purposes
Summary
12 maonthly

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication,_block ;
size, notification settings, automated post-job activity and other settings.

< Previous ‘ | Mext = ‘ Fimish Save As Default OK Cancel

Advanced...
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/Advanced Settings X
New Backup Job X
Storage ‘-Backupl Maintenance‘ Storage | Notifications I vSphere ’ Integration [ Scripts ‘
- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by Job scripts
m this job and customize advanced job settings if required. —%I [_] Run the following script before the job: |
I Browse...
Name Backup proxy: —%I [] Run the following script after the job: I
| Automatic selection ‘ | Choose... | _ I Browse...
Wirtual Machines - i
Backup repository: & Run scpts every | | Dackup sessior
_ |AWS 53 Repository (Created by Powershell at 7/17/2020 1:05:23 PM.) w | cripts on the selected days on Days...
Guest Processing = 1.63 TB free of 1.99 TB Map backup
Retention policy:| 14 J || days v
Schedule : q'r‘ hd || | o
Keep certain full backups longer for archival purposes
Summary
12 maonthly

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to
make at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication,_block ;

size, notification settings, automated post-job activity and other settings. vanee

< Previous ‘ | Mext = ‘ Fimish Save As Default OK ‘ I Cancel
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Processing Settings

X

New Backup Job

| General | QL | Oracle | PostgresaL | Exclusions | Scripts |
Guest Processing
- m Choose guest 05 processing options available for running VMs, Applications

Application-aware processing detects and prepares applications for consistent

backup using application-specific methods, and configures the OS to perform

et i “ required application restore steps upon first boot.
Mame Specify application-aware processing settings for individual items: ) @® Require successful processing (recommended)
: _ - - Js procesging, —q O Try application processing, but ignore failures
Object Vss Transaction Logs Exclusions  Scripts Add... ot O iDiille seilicaliin processio
Virtual Machines ) 5 3 ’
] web1 Require success  SQL: Truncate, Exchange: Tru... Disabled it e
Mo e | [applications.] VSS Settings
Storage Remove Choose whether this job should process transaction logs upon successful
 file system backup. Logs pruning is supported for Microsoft Exchange, Microsoft SQL
. ® Process transaction logs with this job (recommended)
Schedule - Ing-- a O Perform copy only (lets another application use logs)
Summary Persistent guest agent
i| Choose... By default, application-aware processing on Windows is performed by a non-

persistent runtime process. Deploying a persistent agent removes security and
rt requirements of the runtime process injection.

sy | [] Use persistent guest agent

o1 o |

Verify network connectivity and credentials for each machine included in the job Test Mow

< Previous | | Mext = Finish Cancel | OK ’ ’ Cancel

\f'&
IIEEI
=
5
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\ ’ Processing Settings
New Backup Job X
) | General | SQL | Oracle | PostgreSQL | Exclusions | Scripts |
Guest Processing : '
- Choose guest OS5 processing options available for running VMs. Choose how this job should process Microsoft SQL Server transaction logs:
m ® Truncate logs (prevents logs from growing forever)
/ Application-Aware Processing Options X O Do not truncate logs (requires simple recovery model)
O Backup logs periodically (backed up logs will be truncated)
Mame Specify application-aware processing settings for individual items: ) e
5 : 5 : Js processing, Backup loas everv: KI5
Object Vss Transaction Logs Exclusions  Scripts [ Add... J i
Virtual Machines (1 web1 Require success  SQL: Truncate, Exchange: Tru... Disabled _NHI Edit.. I | l licati | Ret:
. Applications... B Lol the coracid = R
Storage Remove
 GuestProcessing esme
[ ndesing-. | o

Schedule
Summa

: =

, 5
| OK | \ Cancel ] Credentials..
Verify network connectivity and credentials for each machine included in the job
< Previous | | Mext = Finish oK ‘ ‘ Cancel
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Processing Settings X |
New Backup Job X
| General | SQL | Oracle “Post reSQL | Exclusions | Scripts |
Guest Processing | l J ‘ 9 1 _ l pts |
= m Choose guest OS5 processing options available for running VMs. Specify Oracle account with SYSDBA privileges: 4]
s . I TA Use guest credentials v Add... [
~ Application-Aware Processing Options X Manage accounts
Archived logs:
Mame Specify application-aware processing settings for individual items: B
. . . _ Js processing, @ Do not delete archived logs

Object Vss Transaction Logs Exclusions  Scripts [ Add... J ]
Virtual Machines = 2 5 e oL O Delete logs older than: \ J\hours

CjJ web1 Require success  SQL: Truncate, Exchange: Tru... Disabled _No ’I Edit.. I | Applic ations...| —7W

O Delete logs over: ‘ 10 |GB
Storage Re e
o i [] Backup logs every: | 15 ‘ inute
 Guest Processing | e
. e orrespond e o
o || croose..
Ch
i atic selection Choose...
, 5
[ o ] | Cancel ] Credentials...
Verify network connectivity and credentials for each machine included in the job
< Previous | | Mext = Finish | OK l ’ Cancel
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Processing Settings
New Backup Job X
General | SQL | Oracle  PostgreSQL | Exclusions | Scripts
Guest Processing \ l | | g l e \
- Choose guest OS5 processing options available for running VMs. Specify PostgreSOL account with superuser privileges:
m , \ l ﬁ’& Use guest credentials v l [ Add...
' Application-Aware Processing Options X Manage accounts
The specified user is:
Mame Specify application-aware processing settings for individual items: ) @® Database user with password
Object Vss Transaction Logs Exclusions  Scripts Add... :ztpm-cessmg, O Database user with password file (pgpass)
Virtual Machines EJ web Require success  SOL: Truncate, Tru... Disabled " : — (O System user without password (peer)
Exchange: Edit... Applications... I
[[] Backup logs every: | 15 minutes
Storage Remove Reta b
 GuestProcessing - Loty
g

Scheche  Indexing..
Summa

: || oooe. |

Choose...
) 5
[ o ] l Cancel ] Credentials..
Verify network connectivity and credentials for each machine included in the job
< Previous || Next > Finish ok | cancel |

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.



Tache de Sauvegarde

Exemple de processus de création d'une tache de sauvegarde

Mame
Virtual Machines

Storage

Schedule

Summary

New Backup Job

Guest Processing

- ml Choose guest 05 processing options available for running VMs,

( Application-Aware Processing Options

Specify application-aware processing settings for individual items:

Object Vss Transaction Logs Exclusions  Scripts

X

Js processing,

(57 web1 Require success  SQL: Truncate, Exchange: Tru... Disabled _NHI

Coc 1/ oo |

Verify network connectivity and credentials for each machine included in the job

< Previous | | Mext =

Finish

| - | P
Edit.. | Applications... |
Remove
s file system

i| Choose...

Test Mow

Cancel

oo

Processing Settings

\ General I saL | Cracle l PostgreSQLl Exclusions ‘ Scripts \

File exclusions:

(® Disable file level exclusions
O Exclude the following files and folders:

O Include only the following files and folders:

Remove

Add...

Remove

File selective processing takes additional time proportional to the number of
excluded files, and stores extra per-file metadata in backup. Thus, it is best
used for excluding larger files, and keeping the total number of excluded files
under a few hundred thousands.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

‘ ‘ Cancel




Tache de Sauvegarde

Exemple de processus de création d'une tache de sauvegarde

New Backup Job

Guest Processing
- m Choose guest 05 processing options available for running VMs,

( Application-Aware Processing Options X

Mame Specify application-aware processing settings for individual items:

Object Vss Transaction Logs Exclusions  Scripts Add...

X

Js processing,

o oo |

Verify network connectivity and credentials for each machine included in the job

< Previous | [ Next> Finish

- . 1ot
Virtual Machines {57 web1 Require success  SQL: Truncate, Exchange: Tru... Disabled _NHI Edit.. I | Appli catians...|
Storage Remove
 GuestProcessing | =
Schedule Indexing..
summary i| Choose.

Test Mow

Cancel

( Processing Settings

I General ’ saL | Oracle | PostgreSQL I Exclusions | Scripts

Script processing mode
(O Require successful script execution
(O Ignore script execution failures
(@) Disable script execution
Windows scripts
Pre-freeze script:

n
IIEEI
=
5
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‘ Browse...
Post-tha ript
‘ Browse...
Linux scripts
Pre-freeze script:
‘ Browse...
Post-thaw script
‘ Browse...
OK ‘ ‘ Cancel ]
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New Backup Job X

Guest Processing
- m Choose guest OS5 processing options available for running VMs,

Name Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing,
Virtual Machines and configures the OS to perform required application restore steps upon first boot.
Customize application handling eptions for individual machines and applications
Storage ﬁ Enable guest file system indexing and malware detection
_ Indexing enables global file search functionality, automatic detection of suspicious file system
activity and known malware files,
Schedul Customize advanced guest file system indexing options for individual machines Indexing...
chedule

Guest interaction prosxy:

Summa
. Automatic selection I‘ Choose...

T

Guest O5 credentials

| Select existing credentials or add new ~ | ‘ Add... |

Manage accounts

Customize guest 05 credentials for individual machines and operating systemns Credentials...

Verify network connectivity and credentials for each machine included in the job Test Mow

{Previous|| Next > et
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New Backup Job X

Schedule
- m Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.

| |
Mame — | Time Periods X
" v Days...

Virtual Machines g 2 4 6 8 10 %; 14 16 18 20 22 gi- 3

All None e

1|3 ls|7)leulnls|le|lewlalz A Months...

Storage E

Monday v Schedule...
Guest Processing Tuesday B permitted  kup of MSSQLS v

Wednesday

m—m Friday

Summar}f Saturday

Sunday

OK Cancel

Window.., || (e—

Long ro W] O aCChae W afted |ODs W D TEfT ated to prE‘\fEn‘t impact

on your production infrastructure during busy hours,

<Previous | [ apply | Ao
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New Backup Job X
Summary
- m You have successfully created the new backup job.
MName Sumrnary:
Configuraticn has been successfully saved.
Virtual Machines Marme: VMware_Backup lob example
Type: ViMware Backup
Storage Source items:
oral (vcl.demolab.local)
Guest Processing sps1 (vcl.demaolab.lecal)
sql1 (vcl.demolab.lccal)
Schedule webl (vcl.demolab.local)

_ PowerShell cmdlet for starting the job:
Get-VBRJob -Name "VMware_Backup Job example® | Start-VBRIob

é ] Run the job when | click Finish

< Previous Mext » Finish | | Cancel
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pause de
5-minutes
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Restauration

Veeam propose de nombreuses options de restauration pour réduire le temps de restauration.

[£%] Snapshots

4, Disk

£¥] Disk (Copy)

(77 Disk (Orphaned)
2., Disk (Imported)
= Disk (Exported)
§& Object Storage
W/, Capacity Tier

X Cloud

2‘@ Cloud (Orphaned)
2 Tape

r"‘ External Repository

4 [ Replicas
EY Ready
& Failover Plans
4 |_:: Last 24 Hours
[*} Running (4)
[ Success
[%} Waming
[% Failed

/ﬁ\ Home

B

@3 Inventory

Q?E'g Backup Infrastructure
{?g Storage Infrastructure

Tape Infrastructure

Ef] Files
A Analytics
il v

m

T External Repository (Archive)

5 LIUX = DOCKUP UF UTatic Jerver

& $3 - Backup

2 VMware - Backup from 3PAR Snapshot
% VMware - Backup from ETERNUS Snapshot
%, VMware - Backup from IBM Snapshot

‘-g-, VMware - Backup from NetApp snapshot
& VMware - Backup from Nimble Snapshot
2 VMware - Backup from Pure Snapshot

% VMware - Backup from VNX Snapshot

&, VMware - Backup from VSAN

& VMware - Backup of AD Domain Controller
% VMware - Backup of Exchange Server

ZUCHUHT T E 00V
2024-04-03 19:00
2024-03-1622:35
2024-04-1122:40
2024-04-0622:35
2024-04-1122:10
2024-04-1122:20
2024-04-1122:45
2024-04-1122:25
2024-02-03 22:15
2024-03-3023:00
2024-01-27 23:00

& qﬁm—m@mm 23:01
&VMW £ nstant recovery » 03-232315

& vMmw EE';J Instant disk recovery...

& VMW
& vMw
& VMw
& vMw

& VMw 5 Restore guest files

5 vMmw
rg, VMw|
&2 Wind
& Wind
2 Wind

Restore VM files...

23

>

Move backup...
Copy backup...

Publish disks...
Export backup...
Scan backup...
Delete from disk

W RlMWARTE K DD

&% Restore entire VM...
Restore virtual disks...

Restore application items

Restore to Amazon EC2...
Restore to Microsoft Azure...
Restore to Google CE...

Restore entire VM to Nutanix AHV...

Export content as virtual disks...

03-2323:18
01-1323:13
03-2323:12
06-1023:06
04-06 23:06
* 103-2323:06
> £11-1123:16
04-1622:00
04-0423:30
04-0423:30
03-2323:30
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Restauration complete de la VM
Récupération instantanée

Restauration de disques virtuels
Récupération instantanée du disque
Restauration des fichiers de la VM
Restauration des fichiers invités
Restauration des éléments d'application
Restaurer sur Amazon EC2 ;

Azuré; Google CE

Restaurer vers Nutanix AHV

Exporter du contenu sous forme de
disques virtuels

Publier des disques



Instant Recovery (récupération instantanée)

Avec Instant Recovery, vous pouvez restaurer
presque immédiatement une VM dans votre

environnement de production en I'exécutant
directement a partir du fichier de sauvegarde
compressé et dédupliqué.

La récupération instantanée permet d'améliorer les
objectifs de temps de récupération et de minimiser
les interruptions et les temps d'arrét des machines

virtuellesde production.

La récupération instantanée peut étre utilisée pour
restaurer des données de maniere multi-hyperviseur,
ainsi que pour restaurer depuis un serveur physique
vers une VM.
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Restoration vers Amazon EC2/Azure/Google CE

Vous permet de restaurer des machines virtuelles et
des charges de travail physiques vers le cloud.

Dans le cas d'Amazon EC2 et de Google CE, VBR déploie
automatiquement |'appliance d'assistance uniquement
pendant la durée du processus de restauration et la
supprime immeédiatement apres. L'appliance
d'assistance est facultative, mais elle peut améliorer
considérablement les performances de restauration.

Les appliances d’assistance Azure sont obligatoires et
persistantes. Une fois le processus de restauration
terminé, les appliances auxiliaires sont mises hors
tension et restent dans Azure. Les appareils restent
hors tension jusqu'a ce que vous démarriez un
nouveau processus de restauration.
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Guest files restore (FLR)

Il est possible de restaurer des fichiers spécifiques directement
a partir du systeme d'exploitation guest, sans restaurer

I'intégralité de la VM ou du serveur physique.

Sources de récupération prises en charge :
Backups, Replicas, Storage Snapshots,
Nutanix AHV Snapshots

Systemes de fichiers pris en charge :

* Windows: FAT, FAT32, NTFS, ReFS

* Linux: ext2, ext3, ext4, ReiserFS, JFS, XFS, Btrfs, NTFS

e BSD, Mac, Solaris are also supported

© 2025 Veeam Software. All rightsreserved. All trademarks are the property of their respective owners.
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Application Items restore

Les explorateurs sont
disponibles pour les
applications suivantes :

* Microsoft Active Directory

* Microsoft SQL Server

* Oracle PostgreSQL

* Microsoft Exchange

* Microsoft SharePoint

*  Microsoft OneDrive Entreprise

« Equipes Microsoft

Pour les utiliser, assurez-vous que vos
sauvegardes et répliques sont créées
avec le traitement sensible aux
applications activé.

Viware - Backup from NetApp snapshot

2024-04-2922:10

Mw
Mw
Mw
Mw
Viw
Mw

| ex

Viw=

Mw
| sq

5q ¢

Mw
Mw
Mw
Mw
Mw
Mw
Mw

Instant recovery >

-04-2922:20

o4 2099.4C

A

Restore Export Save Send = Comparewith Show Changed Compareltem  Advanced

PE 9 &

ltems~ Iltems~ Iltems~ ltems~  Production ltems Only
Restore Compare
Mailbox Stores

Type in an object name to search for

»
»
»
»
4

Eﬂ Perry Simons
EE‘ Priyanka Trejo
I3 SystemMailbox{b5a33460-3572-4589-b3ae-6e252b9b 704b
E?l test user
E‘ﬂ You have got hacked
» ] Calendar
» [Z: Contacts
» [J Deleted ltems
» [ Drafts
‘B Inbox
» |5 Journal
» [ < Junk Email
» P Litigation Hold ltem Versions
» WG Litigation Hold ltems
» - Notes

|
v 0 Ndlenes

<

Administrator

To

Everyone

Cc

I

Ad &

Open

Restore to...

Export to Desktop\Inbox.pst
Export to .pst file...

Save to Desktop

Save to .msg file...

Send to...

Compare item properties...




Comment restaurer une

Home

VM ?

-
23 2,
Instant  Instant Disll Entire
Recovery = Recoveryfl VM
Home

(1) Pending approvals [1)
4 ¥ Jobs
2 Backup
4% SureBackup
& Replication
3 cop
45 Backup Copy
25 Tape

[@] Application Plug-ins

{2 Disk (Copy)

3] Disk (Orphaned)
2., Disk (Imported)
& Object Storage
V] Capacity Tier

X Cloud

¥ Cloud (Orphaned)
) Tope

i External Repository

L EA N B

rtual Export Publish VM Guest Application Amazon Microsoft Google

isks Disks Disks ftems ~

Restore

Files Files ~

T Extemal Repository (Archive)

4 [ Replicas
£ Ready
4[5 Last 24 Hours
[} Running (7)
[ Success
% Waming
[ Failed

A Home

EE'.]E Inventory

(YE? Backup Infrastructure
(?g; Storage Infrastructure

Tape Infrastructure

o

[‘;@ History

.

oy

e y L)
RS
Move
EC2 Azurelaas CE

Restore to Cloud

Job Name T

%, Agent Backup Policy AIX
@ Oracle RMAN
J] Agents
&%) AHV - Backup
%, Files - Backup
%, Linux - Backup of MySQL Server
%, Linux - Backup of Oracle Server
%, Linux - Backup of PostgreSQL Server
&%, 53 - Backup
%, VMware - Backup from 3PAR Snapshot
% VMware - Backup from ETERNUS Snapshot
%, VMware - Backup from IBM Snapshot
r,f] VMware - Backup from NetApp snapshot
&% VMware - Backup from Nimble Snapshot
&%, VMware - Backup from Pure Snapshot
%, VMware - Backup from VNX Snapshot
&, VMware - Backup from VSAN
5 VMware - Backup of AD Domain Controller
%, VMware - Backup of Exchange Server
%, VMware - Backup of File Server
&%, VMware - Backup of MS SQL Server
o L Server transaction log backup

R
= =
Copy Export Scan
Backup Backup Backup Backup from Disk
Actions

Creation Time
2024-04-17 22:00

2023-08-2222:00
2024-03-27 19:00
2024-04-1323:30
2024-04-2023:30
2024-04-1323:30
2024-04-09 19:00
2024-03-2322:35
2024-04-17 22:40
2024-04-1322:35
2024-04-17 22:10
2024-04-17 22:20
2024-04-17 22:45
2024-04-1822:25
2024-02-03 22:15
2024-04-06 23:00
2024-01-27 23:00
2024-03-3023:15
2024-03-3023:18
2024-04-2412:59

2024.04.2323:19

Instant recovery

Instant disk recovery...

> [23:13
23:12

—
Restore entire VM...

Restore virtual disks...
Restore VM files...
Restore guest files

5 Wware - 84 &)
& Windows - § 25
&% Windows - § 24
&, Windows -

Restore application items
Restore to Amazon EC2
Restore to Microsoft Azure...
Restore to Google CE...

Move backup...
Copy backup...

Publish disks...
Export backup...
Scan backup...

APLMAET X DO

Delete from disk

Restore entire VM to Nutanix AHV...

Export content as virtual disks..

23:06
23:16
23:30
23:30
23:30

-

& X

Delete

R4
n"*\
Entire
W™
Restore to AHV.

Restore Point:

10120
19
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Comment restaurer une VM ?

‘/Entire VM Restore X

I_I Virtual Machines
—I 'l Select virtual machines to be restored. You can add individual virtual machines from backup files, or containers from live

environment (containers will be automatically expanded into plain VM list).

- Restore Points X |
Available restore points for sqll:
Restore | Job Type Location A
4 X7 VMware - Backup of MS SQL Server - sql1 (SOBR) id... |

Secure Q')( less than a day ago (23:19 Tuesday 2024-04-23) Increment  Performance Tier

Q')‘ 1 day age (23:19 Menday 2024-04-22) Increment  Performance Tier int... ﬁ_
Reason Q')‘ 2 days ago (23:19 Sunday 2024-04-21) Increment  Performance Tier

Q')‘ 3 days ago (23:19 Saturday 2024-04-20) Full (W) Performance Tier nove
Summa ('5 4 days ago (23:19 Friday 2024-04-19) Increment  Performance Tier

(5 5 days ago (23:19 Thursday 2024-04-18) Increment  Performance Tier

@ 6 days ago (23:19 Wednesday 2024-04-17) Increment  Performance Tier

Q'j 7 days ago (23:23 Tuesday 2024-04-16) Increment  Performance Tier

@ 8 days ago (23:19 Monday 2024-04-15) Increment  Performance Tier

(5 9 days ago (23:19 Sunday 2024-04-14) Increment  Performance Tier

@ 10 days ago (23:19 Saturday 2024-04-13) Full (W) Performance Tier

@ 11 days ago (23:28 Friday 2024-04-12) Increment  Performance Tier

Q'j 12 days ago (23:19 Thursday 2024-04-11) Increment  Performance Tier

Q')l 13 days ago (23:19 Wednesday 2024-04-10) Increment  Performance Tier

G')' 14 days ago (23:21 Tuesday 2024-04-09) Increment  Performance Tier

@ 15 days ago (23:20 Monday 2024-04-08) Increment  Performance Tier

(18 Asvie 3nn 192:91 Suindan IAOA0T Insrement  Derdfarmance Tier N

ox

< Previous . Next > Finish . Cancel
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e
Entire VM Restore

Restore Mode

settings. This option minimizes the chance of user input error.

Host ), | (@) Restore to a new location, or with different settings

S Recource Pool all controls with the original VM settings as the defaults.

Secure Restore

Reason
Summary
—_— Quick rollback (restore changed blocks only)
Allows for quick VM recovery in case of guest OS software problem, or user error. Do not use this
option when recovering from disaster caused by hardware or storage issue, or power loss.
< Previous ] I Next > I Finish Cancel
-

—l '| Specify whether selected VMs should be restored back to the original location, or to a new location or with different settings.

Virtual Machines =3 | () Restore to the original location
‘ uickly initiate the restore of selected VM to its original location, with the original name and

gs. The wizard will automatically populate

b s (O Staged restore

e Run the selected VM directly from backup files in the isolated Datalab to make changes to the
® Fold guest OS or applications prior to placing the VM into production environment.

older
3 Netwoik Pick proxy to use

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.
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Entire VM Restore X \

Host

l By default, original host is selected as restore destination for each VM. You can change host by selecting desired VM and clicking
% Host. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

Virtual Machines VM location:
Name Host
Restore Mod _
T Lisqlt = hg-esx2.demolab.local ;

Resource Pool
Datastore
Folder
Network
Secure Restore
Reason

Summary

Select multiple VMs and click Host to apply changes in bulk. Host... R S

‘ < Previous ‘ I Next > I Finish
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 Entire VM Restore X |
Resource Pool
l By default, original resource pool is selected as restore destination for each VM. You can change resource pool by selecting
% desired VM and clicking Pool. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.
Virtual Machines VM resource pool:
Name Resource Pool

Restore Mod /

oreode iri1sqll (4 Resources H
Host
Datastore
Folder
Network
Secure Restore
Reason
Summary

Select multiple VMs and click Pool to apply changes in bulk. Pool.. [€=——
‘ < Previous ‘ I Next > I Finish
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"/”Entire VM Restore

Datastore

Virtual Machines

Restore Mode

Host

Resource Pool
Dt
Folder

Network

Secure Restore

Reason

Summary

Files location:

—l l By default, original datastore and disk type are selected for each VM file. You can change them by selecting desired VM file, and
_¢ clicking Datastore or Disk Type. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

Disk Type Settings

{=Hard Restored VM disk type:

Rnecsassassassessesess

=JHard (@) Same as source

O Thin

(O Thick (lazy zeroed)
(O Thick (eager zeroed)

File Size Datastore

0K Cancel

Disk type

storel [688.1 GBf... Same as source

sstorel [688.1 GBf... Same as source

aistorel [688.1 GB f... Same as source

Select multiple VMs to apply changes in bulk.

Datastore...

Disk Type...

< Previous }

Next > Finish

ancd
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Folder

(| l By default, original VM folder is selected as restore destination for each VM. You can change folder by selecting desired VM and
m clicking Folder. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

Virtual Machines VM Folder:

Name New Name Folder
Restore Mode el e S !
Host

Resource Pool
Datastore
Network
Secure Restore

Reason

Summary

=3 | [4] Restore VM tags
Select this option to restore VM tags that were assigned to the VM when backup was taken.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.
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Select multiple VMs to apply settings change in bulk. “ Name... Folder... €=

<Previous | [ Net> | foin



Comment restaurer une VM ?

7 N\
| Entire VM Restore ‘

Network

= l By default, we will connect the restored VM to the same virtual networks as the original VM. If you are restoring to a different
¢ location, specify how networks map between original and new locations.

Virtual Machines Network connections:
Source Target
Restore Mode . E_.J cql
Host {3 hq-lan (dvs-hq) hq-lan (dvs-hq) ]
Resource Pool
Datastore
Folder

Secure Restore
Reason

Summary

Select multiple VMs to apply settings change in bulk. Network... Disconnect

[ < Previous ] I Next > Finish » ‘

o

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Comment restaurer une VM ?

' Entire VM Restore

Secure Restore

= | Scan the selected backup for malware, such as computer viruses or ransomware, prior to performing the restore. This requires a
_¢ compatible antivirus installed on the mount server specified for the corresponding backup repository.

x"

< Previous | I Next > | Finish

Virtual Machines Content scan
), | [F] Scan the restore point with an antivirus engine
Restore Mode oo :
———3 | [4] Scan the restore point with the following YARA rule: |
Host FindFileByHash.yara v|
Resource Pool Copy YARA rules location to clipboard
Scan options:
Datastore — [ If malware is found ]
Fobier (® Proceed with recovery but disable network adapters
(O Abort VM recovery
Al [[] Continue scanning all remaining files after the first occurrence
Reason
Summary

“ Cancel
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' Entire VM Restore

|
Reason
l Type in the reason for performing this restore operation. This information will be legged in the restore sessions history for later
:» reference.
Virtual Machines Restore reason:
I
Restore Mode

Host
Resource Pool
Datastore
Folder
Network
Secure Restore

Summary

[] Do not show me this page again

< Previous ‘ I Next > I Finish
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Comment restaurer une VM ?

’ Entire VM Restore

Summary
=l ' Review the restore settings and click Finish to start the restore process.

Virtual Machines Summary:
Ibriginal machine name: sql1
Restore Mode New machine name: sql1_restore_demo
Restore point: less than a day ago (23:19 Tuesday 2024-04-23)
Host Target host: hg-esx2.demolab.local
Target resource pool: Resources
Resotece Pool Target VM folder: vm
Target datastore: hq-datastorel
Network mapping:
Datastore hq-lan (dvs-hq) -> hq-lan (dvs-hq)
Folder
Proxy: Automatic selection
Network
Secure Restore
Reason

_)[ (] Power on target VM after restoring ]

< Previous | Next >

Finish

| [ Cancel
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Meilleures pratiques : sécurité et résilience

Security & Compliance Analyzer

| - Veeam Backup and Replication

Security & Compliance Analyzer
The following best practices are guidelines from data protection and cyber-security experts. Not following them exposes your backup
Home infrastructure to significant risks and reduces chances of successful recovery following a cyber attack, a natural disaster or a hardware

Veeam Backup & Replication propose =y
v o= ¥ ¥
. . 7 Ve . == = wey E=] = Best Practice Status Analyze
u n O utl I I n teg re p O u r ga ra ntl r q u e I a Backup Replication CPP Tape Backup Backup infrastructure security
. . Job ~ Job - pOIIcy i Job ~ Copy b Remaote Desktop Service (TermService) should be disabled 0 Mot implemented
CO nfl gu rat I O n d e Vot re S e rve u r d e Primary Jobs Seco Remate Registry service (RemoteRegistry) should be disabled 0 Not implemented
o Windews Remote Management (WinRM) service should be disabled €3 Mot implemented Suppress
d I H | I Windows Firewall should be enabled © Passed Reset
< Whigest credentials caching should be disabled ) Passed
sauvegarde respecte les meilleures S
. / .. 7 4 % Jobs Web Proxy Auto-Discovery service (WinHttpAutaProxySve) should be disabled € Notimplemented fesetAl] | status Last Run
p rat I q u e S d e Se C u rl te p O u r Ie S {‘FE Backup Deprecated versions of 5L and TLS should be disabled € Mot implemented Stopped 16 hours ago
I 43k SureBackup Windows Script Host should be disabled @ Not implemented Stopped 16 hours ago
CO m po Sa nts d e I I nf ra St ru Ct u re d e {"’g’! Replication SMBv1 protocol should be disabled @ Passed Enabled
{;E'; CDP Link-Local Multicast Name Reselution (LLMNR) should be disabled €3 Mot implemented Running
Sa u Ve a rd e d e Ve e a m b a Sés S u r |eS {‘é BBCkUP COPy SMBv3 signing and encryption should be enabled @ Not implemented Stopped 21 minutes ago
g :._ Tape Product configuration Btooosd i —
\ 1 . . . D[i-] Application Pligtins MFA for the backup console should be enabled D Not implemented i Y 29
syste m es d exp | O I ta t I O n IVI I C ro SOft 2 i g Immutable or offline (air gapped) media should be used €3 Mot implemented Stopped 1 day ago
. . “ EE: packin Password loss protection should be enabled ) Passed Stopped 15 hours 290
W I n d o WS S e rVe r et LI n u X . S'T'BPShOtS Backup server should not be a part of the production domain 1. Unable to detect Stopped 16 hours ago
% Disk Email notifications should be enabled @ Not implemented Stopped 16 hours ago
% Disk (Copy) All backups should have at least one copy (the 3-2-1 backup rulg) € Mot implemented Stopped
7 e fre . @ Disk (Orphaned) Reverse incremental backup made is deprecated and should be avoided ) Passed Stopped
I I CO m p re n d 1 1 Ve r Iflcat I O n S d e l(_'L_] Disk [Imported) Unknown Linux servers should not be trusted automatically 0 Not implemented Stopped
. e . ".f‘ Capacity Tier The cenfiguration backup must not be stored on the backup server €3 Mot implemented St ed 14 hours ago
S é C u r It é et 1 9 Vé r If I C at I O n S d e E Cloud Host to proxy traffic encryption should be enabled for the Netwark transport mode ) Passed Stz:::)ed 9 hOU:S 3;3
q,o Cloud (Orphaned) Hardened repositeries should not be hosted in virtual machines ) Passed Stopped 19 hours ago
. . . &2 . .
f 3. Network traffic encryption should be enabled in the backup network ) Passed
C O n I g u rat I O n d u p ro d u It ¢ F%’J Tope : Linux servers should have password-based authentication disabled @ Passed Stopped 16]hoursago
€] Extenal RepOS{tOl’y i Backup services should be running under the LocalSystem account ) Passed Stopped 2 hours ago
- - E{‘temal Repository (Archive) Configuration backup should be enabled and use encryption € Mot implemented Stopped 2 days ago
- El’j Replicas Credentials and encryption passwords should be rotated at least annually ) Passed StOPPEd 14 hours ago
[ Ready Hardened repositories should have the SSH Server disabled @ Passed Stopped 14 hours ago
ET” Active (1) 53 Object Lock in the Governance mode doesn't provide true immutability @ Passed Stopped 14 hours ago
a [r:;_ Last 24 Hours Backup jobs to cloud repositories should use encryption ) Passed ,m Stopped 14 hours ago
[*} Running (4) Idle 16 hours ago
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Meilleures pratiques : sécurité et résilience

Multi-Factor Authentication

Veeam Backup & Replication prend en charge
I'authentification a facteurs multiples (MFA) pour une
vérification supplémentaire de I'utilisateur.

Un mot de passe a usage unique (OTP) généré dans
I'application d'authentification mobile est utilisé
comme deuxieme méthode de vérification. En
combinant les identifiants de connexion et de mot de
passe, cela crée un environnement plus sécurisé et
protege les comptes utilisateur contre toute
compromission.

Users & Roles

Security | Authorization

1 The user will be required to reconfigure MFA upon the next logon, Proceed?
L]

User or group Role Add...
‘; TECH\alison.summers Veeam Backup Operator Edit...
aa TECH\audrey.allen Veeam Restore Operator
& TECHWmadison.gray Veearn Backup Administrator HemiE
Reset MFA
Weearn Backup and Replication *

Cancel

Enable multi-factor authentication (MFA)

[] Enable auto logoff after

rrin of inactivity

OK

Cancel

[

fer.

our choice

Cloze




Meilleures pratiques : sécurité et résilience

Four-Eyes Authorization

Cette fonctionnalité empéche la suppression
accidentelle ou erronée des sauvegardes ou des
référentiels de sauvegarde complets, les
modifications des utilisateurs, des réles et d'autres
parametres d'acces en utilisant une console de
sauvegarde en exigeant une approbation d'un
deuxieme administrateur de sauvegarde Veeam
avant que les modifications demandées a ces
parametres sensibles du serveur de sauvegarde
puissent étre appliquées.

Tous les événements liés a |'autorisation de quatre
yeux sont affichés dans la vue Historique, sous le
nceud Evénements d'autorisation.

Users & Roles

L Barurite | Autharization |

Veeam Backup and Replication

X

This operation will be pending until ancther backup administrator approves it,
You can cancel pending request at any time, or wait for them to expire

automatically.
Create a request to delete backup?

Approve Reject | Details

Actions Details

Home

(%) Pending approvals (2)

b ¥ Jobs
[» Eé—- Backups
b |_:1: Last 24 Hours

Event T

Tz Delete backup MAS...
E; Delete repository S.

Initiated by
LAB\hannes
LABVhannes

Yes

Initiated at

9/20/2023 10:31:59 AM
9/20/202310:33:50 AM

0K

Expires at

Cancel

9/27/2023 10:31:59 AM
9/27/202310:33:50 AM
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Détection des logiciels malveillants

La détection de logiciels malveillants avec Veeam se concentre
sur la détection des logiciels malveillants et

des activités suspectes a la fois dans l'infrastructure

de production et de sauvegarde, et envoie des

notifications a ce sujet.

A partir de la version 12.1 de Veeam, nous pouvons méme
identifier les logiciels malveillants dormants en production. Il est
également possible de scanner les sauvegardes déja effectuées
et stockées dans le référentiel.
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Détection des logiciels malveillants. Analyse a la demande des logiciels malveillants et du contenu.

Exploite les analyses antivirus et/ou YARA.
Propose trois modes de scan avec plusieurs plages :
* Rechercher les sauvegardes propres (premieres).

* Rechercher une sauvegarde propre dans une plage
spécifique.

* Rechercher du contenu spécifique (par exemple,
des numéros de carte de crédit).

Le scan se déroule sur le serveur de montage.

Scan Backup

x

Performs an ad-hoc scan of you backups with an antivirus or the YARA engine to find the latest malware-free
restore point or to detect the presence of specific entries, such as personal information.

Scan mode:

(®) Find the last clean restore point

Restore points will be scanned sequentially starting from the most recent one until the first malware-free

one is found. Use this options when a cyber-attack is known to have started recently.

(O Find the last clean restore point in range

Restore points will be scanned in an optimal order to identify the last clean backup in range with least
number of scans possible. Use this option if you are not sure when the attack started, or when dealing

with a known sleeping malware.

(O Scan all restore points in range for content analysis

All restare points in range will be scanned sequentially. Use this option for backup content analysis with
an applicable YARA rule, for example to look for personally identifiable infermation (PII), personal health

information (PHI) or payment card industry (PCI) data.
Scan engine:
[] Scan restare points with an antivirus

[] Scan restore points with the following YARA rule:

Scan range:

From: To:

(®) Most recent restore point (®) Oldest available restore point
() Start date: () End date:

[[] Continue scanning all remaining files after the first occurence

Hide scan range

OK

Cancel



Meilleures pratiques : sécurité et résilience

Détection des logiciels malveillants. Analyses automatisées des logiciels malveillants et du contenu.

Pour étre activé dans un job de SureBackup.
Exploite les analyses antivirus et/ou YARA.

Analyse |I'ensemble du job de sauvegarde
(des exclusions sont possibles).

Le scan se déroule sur le serveur de montage.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.
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Settings
Schedule

Summary

New SureBackup Job

Name
Type in a name and description for this SureBackup job,

Linked Jobs

Mew SureBackup Job
ﬁ Linked Jobs

Select one or more backup jobs to link to this SureBackup job. All machines from selected backup jobs will be processed

sequentially once the application group is initialized.

Backup integrity
[] Perferm backup integrity check (read and verify each block against a checksurm)

Click Advanced to configure job notifications settings.

< Previous || Mext = Finish

Mew SureBackup Job >
Name Settings
_ CE Cheoose recovery verification job settings.

Settings MName Content analysis
Schedule Scan backup content with an antivirus software

Linked Jobs i .

Scan backup content with the following YARA rule:
Summary
dsetings U [acyen v
Schedule YARA rules location: C:\Program Files\Veeam'\Backup and Replication'\Backup' YaraRules\,
Scan options:
SunEy [] Continue scanning remaining files after the first occurence

veeam




Meilleures pratiques : sécurité et résilience

Détection des logiciels malveillants. Analyse en ligne (inline): cryptage et analyse de texte.

Analyse les données au niveau des blocs
pendant la sauvegarde.

En utilisant un modele de Machine Learning et
une analyse d'entropie a faible impact, Veeam
peut détecter les données cryptées par des
logiciels de rancon.

Le méme moteur détecte d'autres signes de
logiciels malveillants ou d'attaques
cybernétiques, tels que des liens Onion,
directement dans le flux de sauvegarde.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Settings

zeneral

Veeamn Backup and Replication et

2

Enabling inline entropy analysis requires the entire disk images to be read
once in order to establish the baseline (normal) encryption state of sach disk
block.

Changed block tracking will not be used on the next run of each backup job,
making them take longer but without impacting incremental backup sizes.
Enable inline entropy analysis?

Yes Mo

eeam Incident API | Motifications |

Encryption detection

Uses Al/ML to detect previously unencrypted data becoming encrypted in
processed disk images, which is often an indication of a ransomware attack,
Increases backup proxy CPU load.

Sensitivity:

Lo

Extreme sensitivity will alert on a smallest data set getting encrypted and
can thus generate many false positives, Low sensitivity is ideal for
environments with heavy encryption usage.

Enable inline entropy analysis

=

Mormal Extreme




Meilleures pratiques : sécurité et résilience

Détection des logiciels malveillants. Comment fonctionne |'analyse inLine

Backup size: 201 GB

Objects: Restore points:
‘* Type in an object name to search for Q| Date Type Status
MName Original Size 972042023 10:13:06 AM Increment Suspicious
ll:i HEK-1944-rn-enc 17768 /2042023 8:48:16 AM Increment Suspicious
'_I_T'i_,t HE-1844-r-ren 178 GB 9/20/2023 T:48:34 AM Increment oK
9/20/2023 T:34:44 AM Increment [o]'8
9/20/2023 7:25:06 AM Increment [o]'8
9/19/2023 6:45:49 PM Full oK
Total size: 336 GB Restore points: 6
Files:
Name Data Size Backup Size Deduplication Compression Date
G HK-1944-rn-enc.vm-108443D2023-0.., 08 0B 10x 1.0x  §/20/2023 10:06:24 AM
Eg HK-1944-rn-enc.vm-10844302023-0.., 800 MB 445 MB 10x 1.8% 9/20/2023 8:41:08 AM
55 HK-1944-rn-enc.vm-108443D02023-0.., 1.53 GB 667 MB 10x 2.5% /2072023 T:46:15 AM
EE HK-1944-rn-enc.vm-108443D2023-0... 2.01GB 948 MB 10x 2.2x 9/20/2023 7:32:15 AM
EE HK-1944-rn-enc.vm-108443D02023-0... 1.11GB 388 MB 10x 29x 9/20/2023 7:22:32 AM
&%) HEK-1944-m-enc.vm-10844302023-0... 260 GB 99.0 GB 14x 1.8x §/19/2023 6:32:42 PM

Backup Bjm|

Flag infected backups

Server JL2EN]

N

Notify infection

@ Copy path 3¢ Malware v

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.
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Backup Proxy

Al/ML inline
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—1
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Backup
Repository



Meilleures pratiques : sécurité et résilience

Détection de logiciels malveillants. Indicateurs de compromission.

A partir de la version 12.3, Veeam utilise I'indexation du systéme de : . . ——
Signature Detection I Incident API Notifications

fichiers pour détecter et signaler I'apparition d'outils de hackers, Encryption Detection File Detection

I'exfiltration de données, les commandes et contréles, ainsi que Ranctionalfy equires guest 16 ndesing onabledn th backup fobsetings.

File system activity analysis
Detects the appearance of suspicious files and the deletion or renaming of a
large number of existing files.

I'acces aux identifiants. La liste des outils détectés est
continuellement mise a jour par Veeam.

Suspicious files to monitor...
Indicators of compromise detection

Detects the appearance of early indicators of compromise, such as tools

Il recherche également des fichiers avec des extensions connues de commonly used by hackers to breach environment or exfitrate data,
.. . . . Attack tactics to monitor...

logiciels malveillants, des notes de rancon et d'autres indicateurs

similaires de la présence de logiciels malveillants.

Update malware definitions automatically

OK | | Cancel |

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Meilleures pratiques : sécurité et résilience

Détection de logiciels malveillants. Détection par signature.

Veeam Threat Hunter dans la version 12.3 combine la rapidité de e e | S
YARA avec les capacités de détection étendues des solutions Signature Detection | Incident AP| Notifcations
a ntivi rus. Detection engine:
@) Veeam Threat Hunter (recommended)

Leverages machine learning and heuristic analysis to detect advanced threats

including malware with polymorphic capabilities. Malware signatures are
Intégré a Veeam Backup & Replication, il offre une détection des e e e newty developing hreats
logiciels malveillants plus rapide et plus complete que ['utilisation O Bring your own antivirus (slower)

. .. Uses your existing antivirus software preinstalled on mount hosts. Command

d es OI ut' ons a nt IVIFUS a uto nomes. line integration triggers antivirus software scan and waits for it to return an

error code to determine the scan result.

oK | | Cancel |

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom
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Quick Backup & VeeamZIP

Ho! View

=i La fonctionnalité Quick Backup permet la sauvegarde
Gy ELAr0 L B B @ o s , :
i Qo cuc fuime Dee | haswe hdsio  addta o incrémentielle a la demande des machines virtuelles (VM) sans

w S Q nécessiter la configuration d'un nouveau job.
& e petectonth = Elle ajoute un point de restauration supplémentaire aux chaines
"rhmse:.m “ A de sauvegarde existantes, adapté aux sauvegardes
D e e incrémentielles et inversées. Cependant, elle nécessite une
’ FE?é’E{%?;iz:::::: ? “Z;‘;Zfii’;u,, sauvegarde complete réussie préalable pour les VM.
= Bl e
: ES;:VMZ E ol La fonction VeeamZIP fonctionne comme une sauvegarde
s i [yl compléte de la machine virtuelle, créant un fichier de
:rp«mm B sauvegarde complet indépendant (.vbk). Vous pouvez stocker ce

B == fichier dans différents emplacements, mais notez que les

g2 Cloud Agents
ga' Linux Servers

&5 OrceSevers fichiers de sauvegarde VeeamZIP apparaissent sous

g2/ Unix Servers

Ml "Sauvegardes -> Disque (Exporté)" dans la vue d'accueil.
R

(i) NAS Filers

B z Les sauvegardes Quick Backup et VeeamZIP peuvent étre créées

/ﬁ\Home \ . . .
s~y a partir de la vue d'inventaire.

‘?E’j Backup Infrastructure

o= ..

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeam




Enterprise Manager + vCenter

Le plug-in Veeam pour le client VMware vSphere simplifie |a
gestion des sauvegardes pour les administrateurs vSphere. Il
leur permet de vérifier I'état de Veeam Backup & Replication,
de surveiller les résultats des jobs et de visualiser les
statistiques de stockage directement dans le client vSphere.

Les administrateurs peuvent identifier les machines virtuelles
non protégées, planifier la capacité et créer

des points de restauration a l'aide de VeeamZIP et de Quick
Backup.

Détails de configuration :

* Client vSphere 7.0.0 ou ultérieur : installation locale sur le
serveur vCenter.

* Client vSphere 7.0.1 ou ultérieur : installation a distance
sur le serveur Veeam Backup Enterprise Manager.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

VMware vSphere
Web Client

Authentication of the account set
for plug-in connection on EM
server. EM role is required.

Authentication of the current
account on vCenter server. vCenter
permissions are required.

Syl
LI ’
Enterprise Manager VMware vCenter



Enterp

rise Manager + vCenter

vm vSphere Client Me Search

Veeam Backup & Replication

Summary

summary Settings

e

Veeam Backup & Replication
Backup servers:

Proxy servers:

Repository servers:

Running jobs:

Scheduled jobs:
VMs Overview

Protected VMs: n
Backed Up 10
Replicated 1

Restore points: 14
Full backup size 68.35 MB
Incremental backup size 5.41GB
Replica restore points size 32.00 bytes
Source VMs size 160.30 GB

Successful backup sessions 100%

ratio

LAST 24 HOURS v | VIEW PROTECTED VMS REPORT...

Recent Tasks Alarms

(=R 3 - I )

Successful VM Backups 15 (83%)
|

VMs with warnings 3(17%)
Failed VMs 0 (0%

Job Statistics

Running jobs: 4]

Scheduled jobs: 13
Backup 10
Replica 3

Total jobs runs: 12
Successful jobs 9
Jobs with warnings 3
Jobs with errors 1

Max job duration: 3 hours 52 mins

LAST 24 HOURS ~ | VIEW LATEST BACKUP JOB STATUS REPORT...

»




Copy et Move Backup

Veeam Backup & Replication vous permet de déplacer
toutes les sauvegardes d'un job de sauvegarde vers un
autre repertoire ou de déplacer des charges de travail
spécifiques et leurs sauvegardes vers un autre job.

Exemples de cas d'utilisation :

* Déplacer des sauvegardes vers un répertoire différent.
* Déplacer des sauvegardes vers un autre job.

* Copier des sauvegardes vers un répertoire différent.

*  Migrer de ReFS vers XFS pour un repertoire sécurisé.

* Migrer de NTFS vers ReFS.

* Rééquilibrer un répertoire Scale-Out.

« Evacuer une extension de répertoire Scale-Out.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

> @ Oracle RMAN
> &2 S3 - Backup

4 2 VMware - Backup from 3PAR Snapshot

2024-04-2119:00
2024-04-2122:00

22:01

~i1 demo-linu EE]'

[ = .
D‘j dem_llnu waint M4 NS NS

Instant recovery »

$2:01

Copy Backup to Another Location

Specify a destination to copy backups to. Copied backups can be found in the Disk (Exported) node.

Destination:

(® Backup repository:

Default Backup Repository (Created by Veeam Backup)

O Local or shared folder:

Browse...

Delete this backup automatically in: | 3 months v
Show backups oK . Cancel

b % VMware - Bad @ Copy backup... S

b i Wiwezee - P “F Export content as virtual disks... e

) VM -B 3:06

>l WMware-Badga i k..

g & VMware - Bag W Bwort back 3:06

> Sk VMware - Bag = i 3:26

P




Veeam Extract Utility

e QOutil indépendant de récupération

* Interface graphique (GUI) ou ligne
de commande (CLI)

Cas d'utilisation :

Récupérer des machines méme si les
sauvegardes sont supprimées de Veeam
Backup & Replication ou si Veeam Backup &
Replication n'est pas installé.

gﬂj Weearn Backup Extraction Utility

Extract

m Specify the backup file, machines to restore, and the target folder to place restored Wi files to, Restoring from
=]

incrernental backup files requires that all dependent backup files are available in the same location,

Backup file:

|C:\Backup\uhuntuswﬂ?.um-?ESEDEUEB-M-E'Iﬂ?0344_4.&24.uhk

| Browwse..,

Target folder:

|c:ww1 Data

| | Browese,.,

hachines:

Mame Size
A [ ubuntusr.02 16 GiB

Host

weenter(l.tech.local

Select one or more wirtual machines, and click Extract to continue,
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Nous avons
presque terminé....



Vous souhaitez acquérir de I'expérience pratique?

A Test Drive Veeam One “

Learn
Veean
your s
Veean
alertir
securi
requir
integr

Produ¢
Use Cc

Techni

Reporting & Threat Center

Get st
Data
hand
simpl
Data
basic

Produ
Use C
Techn

Veeam Data Cloud for
M365: Overview

Recovery Orchestration

G) and Data Mobility to

Microsoft Azure with
Veeam

Learn how to achieve disaster recovery
orchestration into cloud with Veeam Recovery
Orchestrator. The focused topics include Automate
recovery from on-premises to Azure as well as data
mobility from onpremises to Azure. Based on
Veeam Recovery Orchestrator v7.0.

Product: Veeam Recovery Orchestrator
Use Cases: Data Recovery

Technical Level: Intermediate

REQUEST LAB

Test Drive MongoDB
-} backup with Veeam Data

Veeam Data Cloud for
Microsoft Azure: Overview

Test drive Veeam Backup
for Azure

In this lab, you will learn the steps required to setup
& configure a Veeam Backup for Azure appliance
to protect & recover your Azure cloud workloads
such as Azure VMs, Azure SQL databases and
Azure files.

Product: Veeam Backup for Azure
Use Cases: Data Freedom, Data Recovery, Data Security

Technical Level: Intermediate

REQUEST LAB

A~ Test Drive Veeam Backup
oV

for Oracle KVM

Test drive Veeam Kasten
for Kubernetes

Enterprise Level Disaster
a==a Recovery Orchestration
with Veeam

Learn how achieve enterprise level Disaster
Recovery Orchestration with Veeam Recovery
Orchestration solution. Topics include automated
DR documentation, verify SLA, build a platinum
level recovery plan, execute a automated DR
failover & test, automate recovery from on-
premises to Microsoft Azure. Based on Veeam
Recovery Orchestration v7.0.

Product: Veeam Recovery Orchestrator
Use Cases: Data Recovery

Technical Level: Intermediate

REQUEST LAB

https://go0.veeam.com/

hands-on-lab-
experience#frenewal




Veeam
Certified

Engineer
(VMCE)

Avec un formateur ou a la demande
Disponible dans 100 pays

Théorie et laboratoires

https://www.veeam.com/support/

training/veeam-university-pro.html

m Software. All rights reserved. All trademarks are the property of their respective owners
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* On-Demand Training

(https://www.veeam.com/support/training/veeam-
university-free.html)

* Calculateurs (https://www.veeam.com/calculators)

* Centre d'aide https://www.veeam.com/support/help-center-
technical-documentation.html)

Ressources * VBR Meilleures pratiques (https://bp.veeam.com/vbr/)
Supplémentaires

» KB: Sécurité (https://www.veeam.com/knowledge-
base.html?type=security)

* Forums R&D (https://forums.veeam.com/)

e https://community.veeam.com/
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Matt Elsberry
nistrator, SGMC Health

Partagez votre histoire de
réussite avec Veeam

*  Mettez-vous en avant sur notre site web et nos
réseaux sociaux

*  Opportunités de prise de parole lors de VeeamON

* Mettez en valeur votre expertise au sein
de la communauté

* Obtenez des KUDOS pour vos réalisations.

Intéressé ? Contactez-nous sur

E advocacy@veeam.com

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.




(-

Les diapositives et |'enregistrement complet

avec les timecodes pour une référence facile

vous seront envoyés par e-mail dans les deux
jours.



Follow us! Join the commur

Bf X0 O | s
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