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Introduction

Architecture et composants principaux

Veeam ONE Client
Veeam ONE Web Client

Ressources additionnelles
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Veeam Data Platform

Zero Trust Al Guidance Detect + Identify

Data Resilience

Data Protection & On-demand Al-powered
Verified Recovery Assistance Malware
Detection

Foundation \ V' 4 \ W 4 \ W 4

Advanced \ W 4 \ W 4 \ W 4 \ V' 4 \ W 4 \ W 4 \ V' 4 \ W 4

Premium \ ¥ 4 \ W 4 \ W 4 \ W 4 \ V' 4 \ V' 4 \ W \ V' 4 \ V' 4

QO Veeam Backup & Replication

Q. Veeam ONE
QO veeam Recovery Orchestrator
V Coveware Recon Scanner
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Security and GenAl
Observability Insights
Security Analytics, Threat Trends &
Integrations Discovery & Health Decision
Reporting Center Support

* Abonnement a Coveware Incident Response avec SLA de 15 minutes

Recovery Orchestration
and Compliance

Orchestrated
Recovery &
Documentation

Threat
Assessment

Proactive
Threat
Assessment

* Garantie contre les ransomwares jusqu'a 5 millions de dollars avec le responsable de compte technique de Veeam

* Equipe d'intervention 24/7/365 et gestionnaire de compte de support dédié
« Services d'intégration, de conception et de mise en ceuvre, et controles trimestriels d'évaluation de la sécurité



PlatEformes VMware vSphere 6.x — 8.0 Update 3
SUppo rtéeS VMware Cloud Director 10.1 — 10.5

Microsoft Hyper-V 2012 — 2025

by Veeam ONE v12.3

Azure Stack HCI

* Les versions gratuites de VMware vSphere ESXi et de Microsoft Windows Server Hyper-V sont

prises en charge.




Veeam Backup & Replication

* Veeam Backup & Replication 12-12.3
* Veeam Backup & Replication 11

PlatefO rmes * Veeam Backup & Replication 10a

supportées

by Veeam ONE v12.3

Veeam Backup for Microsoft 365 v8
Veeam Backup for Microsoft 365 v7




Licences

Deux modeles de licence

Socket

Modeéle de licence traditionnel.

Veeam ONE peut étre licencié en fonction

du nombre de sockets CPU sur les hdtes VMware
vSphere ou Microsoft Hyper-V. Une licence est
requise pour chaque socket de carte mere
occupé, tel que rapporté par I'API de
I'hyperviseur.

Le monitoring de Veeam Backup for Microsoft
365 ne consomme aucune licence.
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Instance (VUL)

Modele de licence évolutif.

Veeam ONE peut étre licencié en fonction du
nombre de machines virtuelles surveillées,
d'ordinateurs protégés par des agents Veeam et
d'instances cloud.




Licences

Deux types de licences

Perpétuelle Abonnement

Licence permanente. Licence qui expire a la fin de la période

o . _ d'abonnement.
La période d'assistance et de maintenance est

incluse dans la licence et est spécifiée en mois ou La licence d'abonnement comprend un contrat
en années. d'assistance a la production et de maintenance
pour toute la durée de la licence.

La licence perpétuelle comprend un contrat

d'assistance et de maintenance de production ou La durée de la licence d'abonnement est

de base pour la premiére année. normalement de 1 a 3 ans a compter de la date
d'émission de la licence.

La durée maximale de prépaiement de |'assistance
et de la maintenance pour une licence perpétuelle La durée maximale de prépaiement d'une licence
est de trois ans. d'abonnement est de cing ans.
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Apercu des
composants
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Veeam ONE Server

|E| Veeam ONE Server

* Composant central de la solution Veeam ONE,
responsable de la collecte, du traitement et de la
consolidation des données provenant de
différentes sources

Fournit des fonctionnalités critiques pour le
monitoring, les alertes et le reporting de votre
infrastructure virtuelle et de sauvegarde

S'integre de maniere transparente avec Veeam
Backup & Replication, permettant une
surveillance et une analyse compléetes dans un
seul et méme espace.
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Architecture et composants de base

The configuration database

* Ce composant agit comme un référentiel pour

toutes les données collectées par le serveur
Veeam ONE, stockant les informations a des fins
d'analyse historique et de reporting.

Il indexe et récupere efficacement les données,
ce qui permet de générer rapidement des
rapports et d'obtenir des informations de
surveillance en temps réel.

La base de données peut étre installée
localement (sur la méme machine que le
serveur Veeam ONE) ou a distance.



Architecture et composants de base

Veeam ONE Ul
Veeam ONE Client @ Veeam ONE Web Client

* Veeam ONE Client est une application de bureau * Le client Web de Veeam ONE offre une
qui fournit une interface utilisateur riche pour interface basée sur un navigateur pour
interagir avec et gérer votre environnement accéder aux fonctionnalités de monitoring et
Veeam ONE. de reporting

* Offre des outils complets pour une analyse * Congu avec une mise en page intuitive,
détaillée, permettant aux utilisateurs de plonger le client web permet aux utilisateurs de
plus profondément dans les naviguer facilement dans les rapports
données avec des tableaux de bord, des rapports et les métriques.

et des alertes.

* Permet de surveiller les infrastructures virtuelles
et de sauvegarde en temps réel, offrant une
vision instantanée et la possibilité de réagir
rapidement a tout probleme.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Apercu de |'architecture

Veeam ONE Collection Workflow

ER

VBR/Enterprise
Manager

e

VBM365

vSphere/vClo
ud Director

Hyper-V

Log / Remediation

Data Collection

>

.

Veeam ONE
Server

e
MS sQL

Configuration
Database

RESTful API

Vv

A\

Veeam ONE Web Client

Veeam ONE Client

Veeam ONE Business View
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A\

Other software




Installation
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Architecture et composants de base

Installation

Téléchargez le fichier image de Veeam ONE sur https://my.veeam.com/my—products.
Connectez-vous si nécessaire.

NEW 12.3 RELEASE
Veeam Data Platform

SEE WHAT'S NEW

DOWNLOAD

Log In to Access Your Account

Access Veeam My Account or Veeam Data Cloud (formerly Cirrus) backup services by selecting from the

login options below:

My Account

Log in to access and manage the following:

* Support Cases (incl. Veeam Data Cloud)
* License management

* Product downloads

* Renew and add more licenses

Veeam Data Cloud
(Formerly Cirrus)

Log in to access your backup service:

® Veeam Data Cloud for Microsoft 365

* Veeam Data Cloud for Microsoft Azure
* Veeam Data Cloud Vault

* Veeam Insights for Microsoft 365

‘ E-mail ‘

Product ~

Password ‘

Region e

[] Keep meloggedin

LOG IN

Don't have an account? Sign Up

Reset My Password

Log in or register with your social account

GO m

You will be redirected to the app Login page

Need Support? Log in to My Account

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

veeam

=

LI

Product downloads

@ You have new available updates

My subscription products

Veeam Data Platform

A Version:123  Details

‘Veeam Recovery
Orchestrator
Version: 21
Details

‘Veeam Backup & Replication
Version: 12.3
Details

( DOWNLOAD (13.9 GB) )

( DOWNLOAD (12.7 GB) )

DOWNLOAD (13.9 GB)

Veeam ONE
Version: 12.3
Details

DOWNLOAD (2.4 GB)

t, +12403995082 US Federal Government Support

& All Veeam Products

GO TO UPDATES

Veeam Data Platform
Foundation

Veeam Backup &
Replication
Version: 12.3
Details

DOWNLOAD (12.7 GB)


https://my.veeam.com/my-products

Architecture et composants de base

Installation

Veeam ONE

Version: 12.3

Install

‘4% Veeam ONE - X

N\ Install Veeam ONE

- I [} Veeam ONE is an intelligent visibility tool that helps to identify and resolve issues before
they cause problems, ensuring critical data protection.

~~| Install Veeam ONE Client

L Veeam ONE Client is a Windows-based graphical user interface client for monitoring
backup servers and virtual infrastructures.

@ View Documentation

[ veeam



Architecture et composants de base

Installation

:'ﬁ Veeam ONE -

License

Provide license file for Veeam ONE.

Select license provisioning method:

& Sign in with Veeam Browse to local license file

License details:

Community edition, 10 instances, limited functionality & personal use only

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation ID, and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by.

@ Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client's environment as a
consultant or an MSP.

Back Next Cancel
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:ﬁ Veeam ONE

Service Account

Specify account for Veeam ONE services.

User name:

‘ Administrator

Type in the user name in the DOMAIN\USERNAME format.
The specified user account must have local administrator privileges on this server.

Password:

(LTI ST,

~ | & Choose...
-
Back Next

Cancel



Architecture et composants de base

Installation

:'.'; Veeam ONE - X

Ready to Install

Installation will bagin with the following settings.

Components: All

Service account: WIN-7TCBRBRPVEN\Administrator
SQL server: WIN-7TCBRBERPVEN\VEEAMSQL2017
Database name: VeeamONE

Installation folder: C\Program Files\Veeam\Veeam ONE
Performance data caching path: C\PerfCache

Data collection mode: Backup data only

Veeam ONE monitoring service port: 2714
Veeam ONE reporting service port: 2742

Internal Web API port: 2741

Website port: 1239

Veeam ONE agent port: 2805

Certificate: Generate new self-signed certificate

License details: Community edition, 10 instances, limited functionality & personal use o...
License autoupdate

(enables usage reporting): Enabled

Check for product updates: Automatically

¥ Customize Settings - Back Cancel

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

:ﬁ Veeam ONE

Components

Select the components below to install.

Components
Veeam ONE Server
Veeam ONE Web Services
Veeam ONE Client

Back

Next

Cancel



Architecture et composants de base

Installation

“i% Veeam ONE - X ‘1% Veeam ONE - X
Database Data Locations
Choose SQL Server Instance for Veeam ONE data. Specify paths for persistent and non-persistent data storage locations.
® Install new instance of SQL Server (localhost\VEEAMSQL2017) Installation path:
O Use existing instance of SQL Server (HOSTNAME\INSTANCE) | C:\Program Files\Veeam\Veeam ONE | H Browse...
@ Disk space: 95.33 GB available, 844.31 MB required
Instance: | WIN-7TCBRBRPVEN\VEEAMSQL2017 v | Ml Browse...
Veeam ONE Client performance cache path:
Database name: | VeeamONE | | C:\PerfCache | Ml Browse...

Connect to SQL using:
(® Windows authentication credentials of the Veeam ONE service account

(O sQL Server authentication with the following credentials:

Username: | sa |

Password: | |

@ Performance cache is space on disk to which Veeam ONE stores real-time performance data, as this
data is collected. Performance data stored in cache is used for Veeam ONE Client dashboards and views.

Back Next Cancel Back Next Cancel
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Architecture et composants de base

Installation

‘4% Veeam ONE - X

Data Collection Mode

Select Veeam ONE data collection mode.

For optimal performance and stability, select data collection mode according to the size of the infrastructure.
@ Veeam backup data only

(O Veeam backup data and virtual infrastructure performance monitoring

(O Veeam backup data and large-scale virtual infrastructure performance monitoring

Back Next Cancel

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

:ﬁ Veeam ONE

Port Configuration

Specify port configuration and certificate to be used by Veesam ONE.

Veeam ONE monitoring service port:
Veeam ONE reporting service port:
Veeam ONE Web API port:

Website port:

Veeam ONE agent port:

Certificate:

- X
| Generate new self-signed certificate N
5] View certificate
Back Next Cancel



Architecture et composants de base

Installation

‘4% Veeam ONE — X

Ready to Install

The wizard is ready to begin the installation.

Components: All

Service account: WIN-7TCBRBRPVEN\Administrator

SQL server: WIN-7TCBRBRPVEN\VEEAMSQL2017

Database name: VeeamONE

Installation folder: CA\Program Files\Veeam\Veeam ONE

Performance data caching path: C\PerfCache

Data collection mode: Backup data and large-scale virtual infrastructure performance

Veeam ONE monitoring service port: 2714
Veeam ONE reporting service port: 2742

Internal Web API port: 2741

Website port: 1239

Veeam ONE agent port: 2805

Certificate: Generate new self-signed certificate

License details: Community edition, 10 instances, limited functionality & personal us...
License autoupdate

(enables usage reporting): Enabled

Check for product updates automatically

Back Install Cancel
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Veeam ONE Client

Veeam ONE Client fait partie de la solution intégrée Veeam ONE.

_"ﬁ Veeam ONE

Veeam ONE A Install Veeam ONE

Version: 12.3 o I I Veeam ONE is an intelligent V|srb!hty tool that help_s to identify and resolve issues before
they cause problems, ensuring critical data protection.

o/

~~] Install Veeam ONE Client

1L Veeam ONE Client is a Windows-based graphical user interface client for monitoring
backup servers and virtual infrastructures.

% 3

X

Install
@ View Documentation




Veeam ONE

9 Toolbar and Main Menu
Q Inventory Pane
© nformation Pane

@ Actions Pane

Client User Interface

Veeam ONE Client (DEMOCENTER\elena.ladikova)

€3 Configuration issue (1 detected). Show details

Infrastructure Objects

Source

deme-winvm101

Virtual Infrastructure < Selected Object: & Demo VMs - 0 errors, 0 warnings
ceareh Ie) Summary  Alarms
-o v (G virtual Infrastructure
LR ch
L EE Democenter Status Time 1
® v El demo-cluster
€3 Error 2024-12-01 11:41:28

f  esxis.democenter.int
o

g esx17.democenter.int <

esx16.democenter.int | DB, AR )

g esx18.democenter.int

1 Alarm Details

Description

® v (@ Resources

® > (4 Demggats
> B hx-(lus\e

EE1 ved-cluster

Datastores

demo-winvm105

Additional details: Potential malware activity detected
Suspicious malware activity was detected on vSphere VM "demo-winvm105"

Detection source: Internal malware scan

Additional details: Potential malware activity detected

Knowledge

Veeam Backup & Replication strengthens the security of the backup system using advanced tools like inline malware scans. It also provides an API that other services can use to

check and mark VM:s as suspicious.

Cause

Eﬂ Veeam Backup & Replication
Resolution

o)

t=' Veeam Backup for Microsoft 365

"b‘ Virtual Infrastructure
S Business View

D Alarm Management

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Performance

Q] Fites a1 D 1 © O @

Suspicious malware activity was detected on vSphere VM "demo-winvm105"
Detection source: Internal malware scan

Veeam Backup & Replication server has detected a potential malware activity.

Top Objects

Quickly find and separate any systems that might be affected and are at risk to stop the malware from spreading. You disconnect the affected VMs from the production network
as an immediate step to mitigate the issue.
To recover from a malware attack, restore your workloads from a restore point that is marked as clean or is in an OK state.

Also, Veeam offers more advanced restore options like Instant VM Recovery, Secure Restore, Staged Restore, and SureBackup. These options let you recover restore points in safe

environments and run more checks for hidden malware.

Tasks & Events

(£ This objece b ‘ > Actions

Alarm Management

Y Filters (None)

Na... Repeat Count Remediation

(2 Show History...
Guest se... 27 ¢ Ty
Potenti... 2 + Resolve...

- [ Resolve All...

Records per page

e Acknowledge...

Acknowledge All...
Jb Exclude
@ Edit Exclusions...

12 Export Alarms...

Remediation

Customization
* Edit Alarm...

E Define Alarms...

Navigation
A Performance v
Open Console

In-Guest Processes

To look at the available clean restore points in Veeam ONE Web Client, start the Malware Detection report.



Surveillance
de Veeam B&R
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Ajouter Veeam Backup & Replication

Add Server

Pour collecter des données sur votre
infrastructure de sauvegarde et vos
opérations de protection des données, vous

Connection e in i i

. . ] e
devez configurer des connexions aux serveurs I+ d Yeeam Backup & Replication Infrastructure
Veeam Backup & Replication dans Veeam Summary COMNECHON | peciny credentials for connecting to the server
ONE Client. Vous pouvez connecter les types Credentials
de Serveurs SU|VantS : Shlimzty; wacOThadrministrator (Backup administrator, Last edited: Today) \/| + Add

T4 Manage Credentials
° Se rveur Veeam BaCkU p & Rep|lcat|0n Local &dministrator perrissions are required to install Weearn OME Agent.
pour surveiller les serveurs de

sauvega rde autonomes

== H El E

* Veeam Backup Enterprise Manager
pour surveiller tous les serveurs de
sauvegarde fédérés sous Veeam
Backup Enterprise Manager

Previous | | Mext Finish Cancel

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeam



Tableaux de bord
Veeam Backup & Replication

* Tableaux de bord de la sauvegarde
et de l'infrastructure

* Résumé de l'infrastructure de sauvegarde

* Vue d'ensemble et résumé des
répertoires de sauvegarde

* Proxy de sauvegarde Vue d'ensemble et résumé

* Accélérateurs WAN Tableaux de bord
et Serveurs de bandes

* Vue d'ensemble des répertoires et des
passerelles dans le cloud

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Vue d'ensemble de tous les composants
et de leur état de santé

Détails sur l'utilisation et I'état du stockage
Apercu des taches de traitement des données

Mesures de performance pour
I'optimisation du réseau étendu

Etat et utilisation des ressources

Chaque tableau de bord propose des résumés
hebdomadaires et mensuels des performances

veeom




Tableaux de bord Veeam Backup & Replication

Les tableaux de bord refletent le dernier état des travaux de sauvegarde, de réplication et de SureBackup, et vous aident

a analyser les performances et la configuration des composants de l'infrastructure de sauvegarde.

€3 Configuration issues (12 de

v

Veeam Backup & Replication

Selected Object: &

Selected Object: & Bac

Summary Al

tion  ~

I— >
M Repository Serve

E Summary Monthly Summary Alarms Performance Tasks & Events
=

S= Backup
-
]
b
=1

=  Re

L=

Veeam Backup &

&l

v Stored VP

(]

Full backy
-—

‘n Incremen
Unstructt
i =
L]
Lo

Top Reposito Applicatic
NgE] i
D -
230

i

200

DD R &

Top Repository !
1000 —
| 500

600

mE
o

400

200

>

Defaul 0 i

Rep @'
S

Service: localhost @ conne D

Service: localhost & connecte

e Configuration issues (6 detected), Show details

Weeam OME Client (3RV1 114 Administrator)

Selected Object: @ Yhiware Backup Proxy { version: 12.0.0.1267) - 0 errars, Dwarnings

Proxy Server Overview

Number of Processed Disks

Backup Window Utilization

n:- @ 0 running tasks
3
4
v
@ L g
£ EE Hot Add proxy
i
7] =]
= Dizks processed in the last 7 days 135
e
x Max, concurrent tasks 2
Transferred Data
14
]
iy 12
10
=] s
[
%‘ 4
: I
it . - - -
Thu Fri Sat Sun Ion Tue Wed
®GB

Service: localhost @ connected
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Database: VeearmOME & connected

Callector retrieving infrastructure data

2

0

1.0

038

06

0.4

02

0.0

Thu Fri Sat Sun

Thu Fri

Importing infrastructure

® VI and computer disks

Sat

Sun

® Hours

Ian

-
Men

Tue




Veeam Backup & Replication Alarms

Principales catégories d'alarmes:

- €3 Error 12/8/2022 §:46:06 &AM Job "Backup Copy Job Cloud"
Problemes de connectivité :
Surveille la communication entre les composants
de l'infrastructure de sauvegarde.
Etat des logiciels :
Suivi de I'état du logiciel Veeam Backup & Replication.
Alarm Details
Etat des Jobs:
i3]  Description Alertes en cas d'échec ou d'avertissement.
Fired by event: VeeamBackupServerLicenseExpiration
Event description: Veeam Backup & Replication license key has expired
%‘\ Initiated by: Weearm ONE (SRV111) CapaCité de StOCkage :
Knowledge Avertit de I'existence d'un espace faible ou en diminution
# Veearn Backup &Replication license expired raplde dans |es dépétS.
Cause
6: Weearn Backup & Replication license key has expired Pe rfor‘ma nce:
(5  Resolution Détecte les travaux de longue durée dépassant
Contact Veeam sales representatives to renew your license key la fenétre de sa uvega rde.
Licences :

Suivi des licences de produits et des contrats d'assistance.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners. veeom



Veeam Backup & Replication Alarms

Des alarmes prédéfinies de protection des données sont configurées pour vous avertir d'événements ou de problemes
gui peuvent causer des pertes de données ou empécher l'infrastructure de Veeam Backup & Replication de fonctionner
correctement.

€ Configuration issue (1 detected). Show details

v

Veeam Backup & Replication

v
B

O D X & D

Selected Object: @ Veeam Backup & Replication - 0 errors, Owarnings

| - Alarms Data Protection Veearn ONE Agents

[searct Ol rites: a1 B (1 © O B

Status Time 4 | Source Type
| Woming 12/8/2022 851:26 AM backupO1.tech.local =)
© Error 12/8/2022 8:46:26 AM Default Backup Repository =N

v € Error 12/8/2022 8:46:06 AM backup0l.tech.local

@ Error 12/8/2022 8:46:06 AM Job "Backup Copy Job Cloud"

Alarm Details

Description

Fired by event: VeeamBackupServerlicenseExp
Event description: Veeam Backup & Replication license key has expired
Initiated by: Veearn ONE (SRV111)

Knowledge
Veeam Backup & Replication license expired

Cause
Veearn Backup & Replication license key has expired

Resolution
Cantact Veeamn sales representatives to renew your license key

T Filters (None) |-

Name

License expiration date

Backup repository free space

Backup Copy job state

Job "Backup Copy Job Cloud" has en

Job has failed unexpectedly
Job has failed unexpectedly

Page 1 of 1
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>

Actions

Alarm Management
(Q Show History...
+/ Resolve...

L Resolve All...

78" Acknowledge...
Jf Acknowledge All...
Jo Exclude

?’ Edit Exclusions...

12 Export Alarms...

Remediation

>> Approve Action

» Appro

Customization
S Edit Alarm...

[ Define Alarms...

Navigation

[/ Performance v
Open Console
In-Guest Processes

> Actions

- e

ve All Actions...

PQ Disable

s Edit...
4% Copy
X Delete
[Z» Edit Assig
@: Edit Exclu

% Show All |

Alarm Settings

General
Rules
Assignment
Motifications
Actions
Suppress

Knowledge Base

Alarm name: | Production VM CPU Usage

Alarm type:  Virtual machine
Platform: Vhware

Enable this alarm

Save Cancel




Veeam Intelligent Diagnostic

O
(1 Signature Updates

\ %4

s Signature

Log Collection
«—— g

Command

Compressed ~—0m——>

Veeam Support
log file

&
Veeam One Veeam One

Alarm Veeam ONE Server Agent Server Agent Client

N J L

ER

Veeam Backup &
Replication Server

Resolution
To get more information about the issue and resolution, refer to the following Veeam Support Knowledge Base article KB4632.

The vulnerability is resolved with a hotfix for Veeam Backup Enterprise Manager 12.2.0.334 and also in the latest Veeam Backup & Replication version, 12.2 (build 12.2.0.334)

ISO.

If you are about to contact Veeam Technical Support regarding this alarm, make sure to provide the Veeam Intelligent Diagnostics signature UID when opening a support

case. This will simplify the investigation process and can significantly decrease resolution time.
Signature UID: VID843751

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.




Veeam Backup and Replication Performance Charts

Pour identifier les goulots d'étranglement dans votre flux de données de sauvegarde, vous
pouvez accéder aux graphiques de performance

Veeam ONE Client (SRV111\Administrator)

€ Configurat € Cont €3 Configura €3 Configuration issue (1 detected). Show details

Sel Sel " Selected Object: €3 backup0l.tech.local { version: 11.0.0.837 ) - 1 errar, Twarning
>
e Su § 5 sq & summary Alarms Data Protection Performance Tasks & Events
E E= 7 7
i 8 R RS
= ". = ‘ 3 = CPU Memory‘ Network
Q. Q. (7] (7]
o Y o o o -
o o
3 & 4 D Network, Last Hour
C o o
o Q. =] S 20
= 3 = B4
< 3 3 3
& g | < x \
£ 15 A A
E £ o g / \ // \ ;/ \\
o o g 8 ” /,'\\ / \ / \ | i Y
g g || 2 g g 10 AN +— A A [\
> d > A /NS | [1 VA A [\
A f \ ‘\ \ 7 N/ { / \ 1% X /f \ /’ \
05 \ r" \ A — / \‘- — \ 7\ // \ / \\ 7| /\ / \ f/ N TS
A /\ / \ / \\ / \ / “\ // \ / \ / V V \ / \_/ Nzt ~N\
N 1\ \ 7/ y \ \ f \ f N
Ny \ ‘ 1/ Y / \ 1 \ JJ/ \/ \ g/ =N, \_ |/ \
10:20 am 10:25 am 10:30 am 10:35 am 1040 am 1045 am 10:50 am 10:55 am T1:00 am T1:05 am T1110 am 11115 am
Chart views: | Netwark Usage \/} Period: lLast hour \/W‘
Pe Performance Chart Legend
Pel
é‘g K ls_na; Key Object Counter Units Latest Minirnurm Average Maxirnurm
Nn] An]
EPQ Ke Eﬁl o ] backupQltech.local/Intel[R] 82574L...  Metwork Bytes S..  MB/s 0.00 0.00 040 1.70
o s B= {é‘ = backup0l.tech.localfisatap.deviamu.,  Network Bytes S, MB/s 0.00 0.00 0.00 0.00
=] = 8. O backup0l.tech.local MNetwork Bytes S..  MB/s 0.00 0.00 040 1.70
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Surveillance de
VB365
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Veeam Backup pour Microsoft 365

Monitoring overview

Proxies:
Suivi des performances
des proxy et des pools.

Dashboards & Infrastructure:
Résume |'état des sauvegardes et
des repertoires.

Alarms & Data Protection:
Suivi des alertes et des métriques de
sauvegarde.

Protected Data & Events:
Enregistre les données et les
événements de sauvegarde.

Performance:
CPU, Memory, Disk,
and Network charts.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.



Veeam Backup pour Microsoft 365

Tableaux de bord et infrastructure : Résume |'état des sauvegardes et des répertoires.

o =) Veeam ONE Cli
= « - = =) Veeam ONE Client
€ Configuration issue (1 detected), Show €3 Configuration issue (1 detected), Show details

‘ Summe| > | St Ot @loalsond Selected Object: @ SRVO101 - 0 erors, 0 warnings

Summary Monthly
Proteci Summary Monthly Summary  Alarms Performance Tasks & Events
m
g Repository Overview = &
ﬁi S 2 Backup Proxy Overview Transferred Data
= @i 0 running jobs o 14
é £ b3 @i 0 running jobs
é‘ @'@ 0 queued jobs ;6 :;
a 1 & {OG 0 queued jobs
= g
% E:: Repository type g 8
g - @ ﬁﬁ 2 processed organizations 6
| Retention type g s
] g
FE_‘] Backup proxy > ot Network throttling Disabled 2
] 559 0
5OISU Port 9193 Wed Thu Fri Sat Sun Mon Tue
ﬁﬁ Qrganizations wi
Backup b ° 8
Objects with bad
= e
- & Users
Ll Groups Backup Window Utilization
E Sites e
i.] Teams 20
16
ag]
B cosciyPlanning | 2 :
Backup| 83  capacity Planning
8

»EE; @ =Capacity
-

'@i ¥ W Free space Wed Thu Fri Sat Sun Mon Tue
=
Q

Qut of space

L

O O < @
I

Service: localhost @ connected
Service: localhost & connected Database: VeeamONE (@ connected Collector: Synchronizing
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Veeam Backup pour Microsoft 365 Data Protection

Protection des données : Suivi des alertes et des métriques de sauvegarde.

Weearn ONE Client

Suivi des statistiques des Jobs

€3 Configuration issue (1 detected), Show details

Selected Object: @ Weearn Backup for Microsaft 365 - 0 errars, 0 warnings

>
@ Summary Alarms Data Protection
o
Filtrer et identifier des Jobs e £ °
a |Search... ,O| lob statuses: &l @ 1 @ ® @ T Filters (None) e
=
]
tatus ob MName jectsto Protect rganization st Run uration ackup Proxy ackup Repository ransferred Data
atus = 5 Job N, T Ok P t | Organizati Last Ri Durati Backup P Backup Reposi Transferred Data (GE)
- Success Backup - copy job Users;Sites abconmicrosoftcom 173172023 1:40:16 Ak 11s SREVOT0T Arnazon Deep Archive 0.00
2_ P Pl P
. =] Bl ek I st ; ER T LR RS- W R | Lo Arnazan Deep Archive a0
Repository @ 3 @ peeoprd i
3 @ Success Full Backup Users;Tearns abconmicrosoftcorm  1/31/2023 23350488 1h 1 min SEVOTOT Local Storage 1102
, E 1 Warning Backup Users; Sites abconmicrosoft.corn 173142023 AR5 AWM 1 min 305 SRYO107 Azure Blob Storage 0.00
Donnees ‘ E e ju] ! 2 N} st H ﬂ.l i e W T e e 1I|:|’\I‘)O W 2 et | Lo Lod0, A, =T S & . 010
7 7
transférées (GB)
aln]
[
=]
Service: localhost @ connected Database: WVeearnOME @ connected
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Données protégées

L'onglet Données protégées vous permet d'afficher la liste des objets Microsoft 365 protégés stockés dans les
sauvegardes sur les répertoires de sauvegarde et de stockage d'objets :

Veeam ONE Client (ISELAB\elena.ladikova)

Veeam Backup for Microsoft 365 < Selected Object: @& Exchange Repo - 0 errors, 0 warnings

cearehs /O' Monthly Summary: - Protected Data

v Veeam Backup for Microsoft 365

Tasks & Events

Summary

v I3 vbo.iselab.local Users Groups Sites Teams
v E-EsBa(kup Repositories Search ,O] riters: il = BH & E
= Default Backup Repository

g Exchange Repo - Object 1 | Email Address Organization Last Job Run Last Job Status Job Name Restore Points

% OneDrive Repo . R
B sharepoint Repo Adele Vance AdeleV@demovbo.onmi... demovbo.onmicrosoft.c...  12/2/2024 12:00:40 PM Success Exchange Backup 64
& Wasabi Alex Wilber AlexW@demovbo.onmi.. demovbo.onmicrosoft.c...  12/2/2024 12:00:40 PM Success Exchange Backup 64
gﬁ Object First Diego Siciliani DiegoS@demovbo.onmi.. demovbo.onmicrosoft.c...  12/2/2024 12:00:40 PM Success Exchange Backup 64
v [‘B’] Backup Proxies Discovery Search Mailbox  DiscoverySearchMailbox... demovbo.onmicrosoft.c...  12/2/2024 12:00:40 PM Success Exchange Backup 64
E@ VBO Grady Archie GradyA@demovbo.onm... demovbo.onmicrosoft.c... 12/2/2024 12:00:40 PM Success Exchange Backup 64
Henrietta Mueller HenriettaM@demovbo...  demovbo.onmicrosoft.c...  12/2/2024 12:00:40 PM Success Exchange Backup 64
Isaiah Langer IsaishL@demovbo.onmi... demovbo.onmicrosoft.c... 12/2/2024 12:00:40 PM Success Exchange Backup 64
Johanna Lorenz Johannal@demovbo.on... demovbo.onmicrosoft.c...  12/2/2024 12:00:40 PM Success Exchange Backup 64
Joni Sherman JoniS@demovbo.onmicr... demovbo.onmicrosoft.c...  12/2/2024 12:00:40 PM Success Exchange Backup 64
Lee Gu LeeG@demovbo.onmicr... demovbo.onmicrosoft.c...  12/2/2024 12:00:40 PM Success Exchange Backup 64
Lidia Holloway LidiaH@demovbo.onmi.. demovbo.onmicrosoft.c...  12/2/2024 12:00:40 PM Success Exchange Backup 64
Lynne Robbins LynneR@demovbo.onm... demovbo.onmicrosoft.c... 12/2/2024 12:00:40 PM Success Exchange Backup 64
Megan Bowen MeganB@demovbo.on... demovbo.onmicrosoft.c... 12/2/2024 12:00:40 PM Success Exchange Backup 64
Miriam Graham MiriamG@demovbo.on...  demovbo.onmicrosoft.c...  12/2/2024 12:00:40 PM Success Exchange Backup 64
Najib Bourhlem najib@demovbo.onmicr... demovbo.onmicrosoft.c...  12/2/2024 12:00:40 PM Success Exchange Backup 64
§g) o Nestor Wilke NestorW@demovbo.on...  demovbo.onmicrosoft.c...  12/2/2024 12:00:40 PM Success Exchange Backup 64
L'gl Veeam Backup & Rephcatlon Patti Fernandez PattiF@demovbo.onmic... demovbo.onmicrosoft.c... 12/2/2024 12:00:40 PM Success Exchange Backup 64
Pradeep Gupta PradeepG@demovbo.on... demovbo.onmicrosoft.c... 12/2/2024 12:00:40 PM Success Exchange Backup 64
% Veeam BaCkuP for Microsoft 365 restore restore@demovbo.onmi... demovbo.onmicrosoft.c... 12/2/2024 12:00:40 PM Success Exchange Backup 64
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Veeam Backup pour Microsoft 365 Alarms

Veeam ONE Client (WONEVAdministrator)

P Y————— Points clés surveillés par les alarmes:

Selected Object: @ Veearmn Backup for Microsoft 365 - 0 errars, 0 warnings

>
8 summary  Alarms Data Protection ° PrOblémeS de ConneCtIVIté PrObIémes
& . .
g | Search /O‘ Fiters: 8l @ 4 @ @ < ey Y Filters (Mane) {5 This object i de Communlcatlon entre Ies Composants
é Status t | Time Source Type Name de Sauvegard e'
"g_ & Resobved  %10:56 PM srv0101.kech.local EE Weearn Backup for Microsoft 365 server connection failure
% @ Resobved  311:58PM sna0101.kech.local B Weearn Backup for Microsoft 265 service state L] Etat d u |Og| C|e | : P ro b Ié m e S ave C Ie | Og'Ci e |
F Veeam Backup for Microsoft 365.
* Echecs des Jobs/Avertissements : Jobs ayant échoué
ou déroulés avec des avertissements.
Page 1 of 1

Alarm Details * Espace de stockage : Diminution rapide

Description de l'espace sur les dépots.
Ea All metrics are back to normal
oN

Knowledge * Les Jobs de longue durée: Les jobs qui dépassent la
{é\ Weearn ONE server could not connect to Veearn Backup for Microsoft 365 server R

Cause fenétre de sauvegarde.

%‘ This may happen because of the following reasons:

1. Metwork, firewall and connectivity issues . . N .
E 2. The user account used to connect to the Yeearn Backup for Microsoft 365 server is missing the required permissions e Llcenses & Contra CtS . PrOb |emes de ||Cence de
3. REST &Pl service is not accessible on the Veeam Backup for Microsoft 365 server
Ve M ; . 1 .
produit ou de contrat d'assistance.
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Surveillance de
I'environnement
virtuel
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Surveillance de VMware vSphere

Dashboards & Infrastructure:
Récapitule les hotes, les VMs
et les datastores

Performance charts:
Surveillance CPU, memory,
storage, and network metrics

Alarms & Data Protection: Suivi
des alertes et des événements
clés du systeme

Top Objects & Hardware:
Met en évidence |'utilisation des
ressources et |'état du matériel

In-Guest Insights:
Suivi des processus et des services
au niveau des machines virtuelles



Tableaux de bord récapitulatifs de VMware vSphere

Dashboards & Infrastructure: Résume les hotes, les machines virtuelles et les datastores.

Le tableau de bord est disponible pour les
niveaux d'infrastructure suivants :

Virtual Infrastructure

Search...

* Virtual infrastructure (root node) °

* Virtual infrastructure container

(such as folder, resource pool, host, cluster, o
datacenter or vCenter Server)

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

o0 v @! Virtual Infrastructure
oV E vc.iselab.local
® > [l Kooky Virtual Coretopia
v Elg Recoveryland
v Egl RecoveryNexus
é esxi04.iselab.local

® Vv G Resources

E] app-0Ola_replica
E:I Data_Lab_on_Recovery_Site
{33 db-01a_replica
Ej Web server_replica
E“_I web-01a_replica
> == Datastores

> E] hyperv.iselab.local



Tableaux de bord récapitulatifs de VMware vSphere

Les types de tableaux de bord récapitulatifs suivants sont disponibles pour les objets de l'infrastructure virtuelle :

aaa - - = =) Veeam ONE Client (SRV1114Admir

€ Cc @ Confi € Config| € Configuration issues (6 detected). Show details

Selected Object: @ prgtwesx01-ds01 - 0 errors, 0 wamings

* VMware vSphere

> >
- - w .
Infra Structu re SU mma ry g E v & Summary Alarms Infrastructure Objects Performance Tasks & Events
sl 18 - §
2 B 3 = Hosts Status Virtual Machines Status Disk Space Usage
o s =]
= = E= -
* Host Summary 33 E |3
(<) 1= -— 3
= = ] 8
1= 13 |] & O
£ >
> ]
13
* Virtual ]
Machine Summary , 6 T e a——
® Healthy ‘Warning @ Error ® Healthy “Warning @ Error Inaccessible : ;apfcft:z LG:[JGB) ©® Free (GB)
ToVISIOn:
* Datastore Summary
Latest Alarms Latest Disk Latency
vzl um Status Time Source Name & 15 10
10
Eg‘ |Eg' ):|F| L Warning  12/10/2022 80411 AM 516 Latest snapshot age 5
3
o o E.u] 3 © Error 12/9/2022 4:21:58PM  enterpriseQ6 Heartbeat is missing for ViV I
0 0
i e I Warning  12/8/2022 9:16:31 AM  winsrv88 Latest snapshot size LastHour Current Value LastHour CurrentValue
T
&o &. {;\ = € Error 12/8/2022 %16:31 AM  serv(d_release Latest snapshot size
= ® Read Latency (ms) @ Write Latency (ms)
k. @ Eror 12/8/2022 216:31 AM - sn14 Latest snapshot size < i
Eﬁ ¥ # © Error 12/8/2022 %16:31 AM  disql0n Latest snapshot size Business View Groups
EF: @ Eror 12/8/2022 16:31 AM  senidS Guest disk space
. Category Group
e E g € Error 12/8/2022 9:16:31 AM  unixsrv01 Latest snapshot size
= i Waming  12/8/2022 91631 AM  desktop03 Guest disk space Storsge Type Local
0 0 E € Error 12/8/2022 911:27 AM  prgtwesx01.tech.local Host NIC link status
Sel  Services D L Warning  12/8/2022 911:27 AM filesna01 Latest snapshot age v
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Graphiques de performance de VMware vSphere

Vue d'ensemble : Contréle complet des performances sur les principaux parametres.

Sélectionnez un objet ou un segment
d'infrastructure dans le volet
d'inventaire pour afficher les
graphiques de performance
correspondants.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Graphiques clés

CPU & Memory: Tendances
en matiére d'utilisation
des ressources.

Network: Apercu de la bande

passante et de la connectivité.

Datastore & Disks: Performances et
utilisation du stockage (1/0, space,
paths).

Personnalisation : Personnalisez

les graphiques pour répondre a des
besoins spécifiques et obtenir des
informations.

personnaliser les diagrammes

de performance pour sélectionner
des objets, des intervalles de temps
ou des compteurs de performance
spécifiques a afficher sur les
diagrammes.




Les Graphiques de Performance

Virtual Infrastructure <
Summary  Alarms  Infrastructure OBjEGIS) Performance  Top Objects  Tasks & Events  Guest OS
[Search... /O|
oV @ Virtual Infrastructure )
‘ Overview CPU - Network Datastore Storage Path Storage Adapter
oV EC:] vciselab.local —_—
® > [Fg Kooky Virtual Coretopia Network, Last Hour
D v Recoveryland 20

v Ei! RecoveryNexus 16

n o .
é esxi04.iselab.local

N O Resources é 1.0
E] app-01a_replica NM A )
= ‘ 05
jd Data_Lab_on_Recovery_Site / \ k
{3 db-01a_replica has \ﬂ VAN ) /Ao & M Ny A’ \ﬁh‘ \‘ AM‘ )\I

00
|l:'|—‘_-| Web server_replica 949 am 954 am 959 am 10:04 am 10: 09 am 1014 am 1019 am 10:24 am 10 29am 10,3:1 am 10:39am 1044 am

Er_l web-01a_replica

= Datastores [[] Display known events Advanced... Chart options: | Current object ~v Chartviwrs:|N:twurk Usage VI Period:

datastore

ESXi04 Local Datastore

Performance Chart Legend

VeeamBackup_vbri21.iselab.local Key Object Counter Units Latest Minimum Average Maxirmum
oV E] hyperv.iselab.local m prgtwesxQ1.tech.localivmnicl Network Receive Rate MB/s 0.00 0.00 0.00 0.00
]Lj) Oracle | pratwe sxQ1.tech.local/vmnic Network Transmit Rate MB/s 0.00 0.00 0.00 0.00
> :-_ Local storage (] prghaesxQ1.tech.local/ivmnicl Network Usage MB/s 0.00 0.00 0.00 0.00
] prgtwesxQ1.tech.localivmnicd Network Receive Rate MB/s 0.24 0.07 018 1.26
[ ] prgtwesx01.tech.localfivmnicO Metwork Transmit Rate MB/s 010 0.05 0.20 0.79
| ] prgtwesx01.tech.localfvmnicd Network Usage MB/s 033 012 0.37 1.58
&L‘I'.g Veeam Backup & Replication

Veeam Backup for Microsoft 365

& i)

Virtual Infrastructure
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VMware vSphere Alarms

Alarm Details

Description

Fired by event: esx.problem.storage.connectivity.lost
Event description: Lost connectivity to storage device naa.600000e00d290000002938ec00260000. Path vmhba2:C0:T6:L1 is down. Affected datastores: Unknown.
Initiated by: Not Set

Le tableau de bord Alarmes Knowledge
pe rmet de ViSU a I|Se r Ies The event indicates a loss in connectivity to the specified storage device. The path indicated is the last path that went down

alarmes déclenchées, de Caise
. . . Failure of the storage connection cable, disconnect of cable, failure of the physical storage adapter, failure of disk controller/port/etc
suivre I'historique des

Resolution
C Ia rmesl The storage device reading (vmhba35:C1:T0:L7) mentioned in the example earlier contains several potential failure points:
7 1 .
de résoudre et d'acquitter e vmhba35 - HBA (Host Bus Adapter
| e C1- Channel
IeS d |a rmes et d Effectu er o TO - Target (Storage processor port)
e L7 - LUN (Logical Unit Number or Disk Unit)

d'autres actions.

To determine the actual failure or to eliminate possible issues:

1. Identify the available storage paths to the reported storage device by running the esxcfg-mpath -| command. For more information, see Obtaining LUN pathing
. information for ESX Server 3 (1003973)
Exe m pI es d d |e rtes 2. Check that a rescan does not restore visibility to the targets. Follow the steps provided in Performing a rescan of the storage (1003988) to rescan the storage device by
using the command-line interface and VMware vSphere Client.
3. Determine whether the connectivity issue is with the iSCSI storage or the fiber storage. Perform one of the following depending on what your connectivity issue is:
« To troubleshoot the connectivity to the iSCSI storage using the software initiator
» Check whether a ping to the storage array fails from the host. For more information, see Testing VMkernel network connectivity with the vmkping command
(1003728).

» Check that the initiator is registered on the array. Contact your storage vendor for instructions on this procedure.
» Check that the following physical hardware is correctly functioning:

Service: localhost @ connected Database: VeeamONE (% connected
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Processus et services In-Guest

v

Virtual Infrastructure

"4
Cei

o D

Select bject:
Suiry

€3 backup01 -1 error, 1warning

ov G Demo VMs

4t i et £ ) 5t i~ et it s
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| o HPY N P |

hd

[ :
Performance  Tasks & Events Guest OS [y demo-linuxvm101
Processes Services E? demo-lin 107
- m "
_ _ _ iy demo-linu c‘) Refresh
| Disconnect ‘ | Kill Process Create Alarm...

[ :

o) o
Name t % Processor ... % User Time Memory Usage Thread Count Elapsed Time ID (] 4 demo Sq” L Malntenance MOde
conhost 0% 0% 900K 2 2000:28:03 E:i' demo-winv {nj Schedule Maintenance Mode...

0% 0% 812K 1 2430:11:06 [ ;

o Ciy demo-winv Al
csrss 0% 0% 2196K 10 3452:46:10 ta —& arms
dwm 0% 0% 316K 11 2430:11:06 Ly demo-winv Ia Reports
fontdrvhost 0% 0% 880K 5 2480:11:06 E—L’. demo-winv
fontdrvhost 0% 0% 996 K 5 8452:46:09 = . ‘% Guest OS Credentialsn_

i demo-winv
Idle 99% 0% 8K 2 8452:46:14 (| 4
LogonUl 0% 0% 9416 K 9 1040:08:05 E'r'l demo-winv @ Remote Management
lsass 0% 0% 12564 K 7 8452:46:09

¥ a8 Open Console

msdtc 0% 0% 928K 9 8452:44,07 > B hx-cluster . P
MsMpEng 0% 0% 130576 K 20 818:01:50
NisSrv 0% 0% 261K 3 818:01:41 Veeam Backup & Replication
Registry 0% 0% 61472 K 4 8452:46:17
SecurityHealthService 0% 0% 5892 K 6 8426:46:06
services 0% 0% 624K 6 8452:46:10 Veeam Backup for Microsoft 365
smss 0% 0% 216K 2 28452:46:14

Connect to VM
Power On

@® Power Off

¢ Reboot

O Hard Reset

(@ Shut Down Guest 0S




Business View
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Business view

Virtual Infrastructure

< Business View

I Search..

L (fé’l Wirtual Infrastructure
o v B3 veenter0t tech.local
oV Elﬂ Prague
v g prgtwesx01.tech.local
® v (¥ Resources
® v (4 Backup
{3 172.24.30.226_35¢9%
(31 172.24.31.67_g5z7ma
£ 172.24.31.67_nwwuk1
(91 172.24.31.67_pskehq
(51 172.24.31.67_sjnmu7
15 172.24.31.67_x(jx2s
5"‘; appsnO1
ﬁ desktop03
Cp filesnot
{iy filesn02
£y filesn03
<

E.“] Veeam Backup & Replication
{é’ Yeeam Backup for Microsoft 365
# Virtual Infrastructure

E Business View

D Alarm Management

D] I‘Ze.:n;h...

Alewv E Business View
® v 1 Virtual Machines
® > 5 Datastore
L % Last Backup Date
® > [ Nobackup
~ [ wiithin the last 24 hours
(71 Datalab_02
{59 filesr03
> B sa
5 M Location
® > 5 VMs with Snapshots
> B Hosts
> £ Datastores
> EB Clusters
> Computers

©

,._,-3 Veeam Backup & Replication

{é‘ Veeam Backup for Microsoft 365

r

-.9‘ Virtual Infrastructure
E Business View

D Alarm Management

Al
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Veeam ONE Client offre deux
perspectives pour visualiser votre
infrastructure :

e Virtual infrastructure: Se concentre
sur l'inventaire de VMware vSphere
ou de Microsoft Hyper-V.

* Business View: Utilise le composant
Business View pour organiser
I'infrastructure en fonction des
besoins de I'entreprise.



Modele de catégorisation

Objects: comprennent les clusters,

Veeam One

~—  Départment ——\

. . . Category e
les hotes, les machines virtuelles, le
stockage et les applications. Les
. . Group @
objets peuvent appartenir a
plusieurs groupes.
Object @

Categories: Divisions logiques
(par exemple, département, objectif,
utilité).

Static: Créé manuellement
et mis a jour pendant la
collecte des données.

Dynamic:
Généré automatiquement

sur la base de criteres.

Groups: Tags pour des objets
d'infrastructure similaires.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

oT

7~ Objectif

Fileservers

)

Sales
Support
- J

Web
\§ J




Business View - Exemples

surveiller I'état général de
I'infrastructure catégorisée

Visualiser les
alarmes déclenchées

Visualiser les objets
inclus dans les
catégories et les groupes

Travailler avec
des graphiques de
performance

Visualiser la liste
des événements

Bu

ov

Serv D M Frenr

Service: localhost @ connected
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€3 Configuration issues (6 detected). Show details

Top 3 Groups with Errors

1282007 :09:44 LA

Database:

Source

srel1d

wipcl
wins e 003

i 004
whr_azurell
enterprised
desktopd3
onelirmond
vhrlZservicewmd

whrlZservicevm3

0 Cc
5 Selected Object: (2 Datastare - 0 errars, Qwarnings
>
s E Summary Configuration Surmmary
2 =
= @
w @
8| s
c
-g S
a 6
13
Latest Alarms
Status Tirme
€ Error 21004 Ak
k] i 119
E.EI Ifg 1 Warning 81904 A
A i Warning  7:38:20 AM
{;1 %\ 1 Warning 60740 AM
il € Erar 5:20:07 AM
e &r i Warning 35111 A
€ Error 114 Ak
E it i Warning 41749 P
1 arning  12/15/2022 1:47:50 PR
D E 1 arning  12/15/2022 1:37:03 P
1 Warning  12/15/2022 61824 A

repod?

sere? 49

WeearnOME @ connected

Groups

Weeamn OME Client

Wirtual hMachines

Top 3 Groups with Warnings

19

29

Narne

Latest snapshot size
Latest snapshot age
Latest snapshot age
Latest snapshot age
Latest snapshot size
Latest snapshot size
Guest disk space

Latest snapshot size
Latest snapshot size
Latest snapshot size
Latest snapshat age

| atest snanshnt size

33

Top Objects

Tasks & Events

Top 3 Healthy Groups

Alarms by Object
Type Source
e in2047
D'Tﬂ serv(d_release
e srl5d
e srl 11
D'T‘ﬂ sra(9
o s 013
D'T‘ﬂ serv2(49
D'Tﬂ backupsnde
D'T‘ﬂ backupsre29
D'Tﬂ srild
& srvdB-app
a livrarn 2010

Alarmns

21
21
201
172
1/2
1/2
1/2
1/2
1/1
111
1/1

111



Intégration de ServiceNow

R B0

Virtual Infrastructure
T
oY)

Agents

N

ORACLE SAPHANA MySQL N EI

VBR (Veeam backup &

Vd

V
e e N v«
=l D
Veeam ONE Alarm

Databases Replication)
o) -~

VBM365 (Veeam Backup

Integrations
& for Microsoft 365)
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Veeam ONE Web Client — Threat Center

Threat Center:

* Fournit un score d'état de
la plate-forme de données
basé sur les meilleures
pratiques, le RPO, la santé et
I'immuabilité des points de
restauration.

* Gives information
on RPO Anomalies

* Présente la conformité
de l'accord de niveau
de service — SLA

Dashboards Reports

G Threat Center

Veeam Threat Center @

Data Platform Scorecard
Updated 14 minutes ago

O
O
O
O

RPO Anomalies
Updated 44 minutes ago

59.4%

Vulnerable Zone

Your data platform status score is below 70%.

Workload Type Backup Server

files-to-backup Unstructured Data  vbr121.iselab.local
vb4azure Unstructured Data  vbr121.iselab.local

SQLServerforveeam Virtual Machine vbr121.iselab.local
ahvproxy Virtual Machine vbr121.iselab.local

B Virtual Machine
hg-vbrproxy Virtual Machine
Nutanix VM - MS SQL Virtual Machine

Data_Lab_on_Recove... vbr121.iselab.local
vbr121.iselab.local

vbr121.iselab.local

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Scheduling

Jobs Calendar

013 022
37.1%
Platform Security Compliance B
263 @12
95.6%
Data Recovery Health 53
017 @14
54.8%
Data Protection Status =
®10 @10
50%
Backup Immutability Status B
Hi
137
Last Success Missing RPO

12/18/2024 4:45:41 AM 16 hours
12/17/202410:40:40 AM A day
12/5/202410:42:55PM A week

Never N/A
Never N/A
Never N/A
Never N/A

Deployment Projects

SELAB\gabriel.tapirlan v

REST API

Malware Detections
Updated 14 minutes ago

Infected Restore Points Suspicious Restore Poi... Marked as Clean

6~ 0

1. Some backup repesitories are not assigned to a location. Go to widget setting

o

@ Infected

Last 7 days

SLA Compliance Overview
Updated 44 minutes ago

99.90%

Sessions 1016
@ Succeeded 1015
© Failed 1

@ Compliant @ Non-Compliant

it
Most Affected Object
Hardened repo

X

View Details —+

Last 30 days




Veeam Intelligence

Veeam Intelligence X

Getreal-time recommendations or answers to technical questions

Le compagnon idéal pour recevoir des recommandations en B i e e v i from Vs O Tagpcanis soone bt st -

Workload Protection History, also expand on the importance of this report, and what it

temps réel et des réponses aux questions techniques.

!; How to Create a Workload Protection History Report in Veeam ONE
To create 3 Workload Protection History report in Veeam ONE, follow these steps:
1. Open Veeam ONE Web Client:
* Launch the Veeam ONE Web Client from your browser.
2. Navigate to the Reports Section:
* Inthe Veeam ONE Web Client, go to the "Reports" section.
3. Select the Report:

= In the hierarchy on the left, select the "Veeam Backup Monitoring” folder.
Ve eam CDN = From the displayed list of reporzts, click on the "Workload Protection History™

report.
cdn.rest-

ai.veeam.com and N\ = Infrastructure Objects: Select the Veeam Backup & Replication servers to include
. in the report.

Js.veeam.com = Business View Objects: Select the Business View objects to include in the report.

® Object Types: Choose the types of backup infrastructure objects to include (e.g.
. VM, Computer, File share, Enterprise Application).
Ve €am Al se rvice * Job Types: Select the job types to evaluate in the report (e.g.. VM backup,
rest_ai_ veeam.com Replication, File to tape, etc.).
Chat avec Veeam * Jobs: Specify the jobs to include in the report.
B * Job Statuses: Define the backup job status to analyze (e.g., Success, Failed,
Inte "Ige nce Warning, Running).
Direct conne Ction = Job Inclusion Rule: Enter job names explicitly or create a wildcard mask using the
asterisk (*) to replace any number of characters.
443 port * Period: Define the time period to analyze in the report.

DOWn |Oad JS a nd p ® Columns: Select the job properties to analyze in the report.
Signatu re manifest = Sort By: Define how the data will be grouped in the report (e.g., by Object name,
Job name, Job start time, etc.).
HTTPS port 443 = Show Summary: Decide whether to include the protection rates summary in the
report.

4. Configure Report Parameters:

A\

n

Generate the Report:

H-I—I- PS port 443 = After configuring the parameters, click "Preview” to generate the report.
H PS t 12 39 For more detailed instructions, you can refer to the Veeam ONE Helpcenter.
I or
< p Importance of the Workload Protection History Report
The Workload Protection History report is crucial for several reasons:
T 1. Historical Data Protection Information:
= |t provides a comprehensive overview of the historical data protection status of
workloads in your backup infrastructure.
H 2. Success and Failure Rates:
Veeam ONE Workstation o
* The reportincludes charts and tables that display the success and failure rates of
Server web browser
9 Type in a3 question... >
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Veeam ONE Web Client — Dashboards

Dashboards

Contient des tableaux de
bord prédéfinis et d’autres
définis par |'utilisateur.

VBR, VBM365 et l'infrastructure
virtuelle disposent de tableaux
de bord prédéfinis.

L'utilisateur peut créer de nouveaux
tableaux de bord et définir des
widgets, programmer leur
livraison/stockage ou les partager a
travers des liens directs.

Les widgets peuvent également étre
personnalisés pour inclure
différentes charges de travail ou
définir la période analysée.

—

Threat Center Dashboards

¢
» ©

test-dashboard

-+ NewWidget T Refresh Dashboard
Repository Usage
) Updated 7 minutes ago
20Nov 25 30 5 1

All Repositories Average

Default Backup Repository
Hardened repa

Scale Out Backup Repository

Wasabi Object Storage

20 Nov 25 30 5 1

Protected VMs Overviev
€) Updated 13 minutes ago

Item

L@ Protected VMs
=¥ Backed Up VMs
5 Replicated VMs
£H Unprotected VMs
(5 Restore Points
& Full Backups Size

Reports

am Edit Layout

Add Wi

Widget

Settings

Scheduling

R Schedule

it

dget

Jobs Calendar

[A share

Configure widget settings

Scope:

'. Infrastructure objects:

() vMware Cloud Director objects:

() M folders:

’C\ Business View objects:

Deployment Projects

Repository Free Space

Virtual Infrastructure

REST API

Row length: Use for Schedule View

Backup Job Status i
D Updated 7 minutes ago

X
[ ]
I
15 Dec 22 Dec 29 Dec 5Jan
ed @ Waming @ Success

B Increments Size
& Source VMs Size
& Successful VMs Backup Ratio

Period:
Last: | 1 : Weeks ~
53.82GE Secondary 1SE-DT A
419.13 GB VMware Windows SQL 1.69 >
100% app-01a_replica 113 ¢
hq-vbrproxy 1.02 »



Veeam ONE Web Client — Reports

v

Details

Les rapports

Backup Server: vbri2l.iselab.local

Jobs with Warnings

Job Last Run Objects in Job Transferred Retry Duration Avg. Details
Warning / (GB) Count Duration
7 . . \ Total
Nous pouvons les prévisualiser a
H Hyper-V Windows Oracle XE 12/20/2024 1of1 1.02 1] 00:03:52 00:03:35 Warnings:
Ia de m a nd el | es en regIStrer po u r Job finished with warning at 12/20/2024 3:04:08 AM
oy . o P e (Brd]
une utilisation ultérieure ou les R
Successful Jobs
programmer et les partager
.. . Job Last Run Backed Up Transferred Retry Duration Avg. Duration Trend
per|0d|q uement Objects in Job (GB) Count Duration
Agent Linux PostgreSQL backup - vbsf 12/20/2024 1 0.25 1] 00:01:47 00:01:26 1
Agent Windows DC backup 12/20/2024 1 0.51 0 00:03:25 00:02:49 t
s
Les ra p po rts pe uvent ega | ement ARV phaton os backup 12/20/2024 1 0.00 0 00:01:27 00:01:21 t
~ T s ere
étre utilisés pour vérifier la Backup Copy from Azure to on-premises 12/20/2024 1 0.18 0 00:02:38 00:02:45 il
oy 7 1 storage\\lselab-linuxvm Backup
conformité de l'infrastructure .
Backup Copy Tiny linux to YDC Vault\VMWare 12/20/2024 1 0.00 1] 00:03:19 00:04:33 -
avec nos meilleures pratiques ou i
~ , . , be to azurelAgent Windows DC backup - 12/19/2024 1 0.45 1] 00:05:45 00:05:47 +
étre structurés dans différents iselab-dciselaboca
1 Entra ID Log Backup Job 12/20/2024 1 0.00 1] 00:04:18 00:04:05
dossiers de rapports. nira D Log Backup Jo G t
File Share backup 12/19/2024 1 0.00 0 00:02:13 00:02:13 -
PVE backup 12/20/2024 2 0.08 0 00:13:14 00:09:44 t
test job backup AzureSQl blob 12/17/2024 1 337 0 00:08:28 00:08:28 -+
VMware Backup to Azure Blob 12/20/2024 1 0.01 0 00:05:10 00:05:17 1
VMWare Tiny Linux VM Backup 12/20/2024 1 0.00 0 00:01:56 00:01:56 +
VMWare webapp replication 12/20/2024 3 0.10 1] 00:03:58 00:03:55 t
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Veeam ONE Web Client — Scheduling

v
S h d | . e Threat Center Dashboards Reports Scheduling Jobs Calendar Deployment Projects REST API & j) HEL G BliEpien < E_L‘
‘ Object name Q ‘ Object type: HE | State: E
+ Add " Edit Enable © Disable X Delete
Les tableaux de bord, les
D Status Object Name 1t Object Type Destination Schedule Created by

dossiers de rapports et
les rapports peuvent

No data Add Schedule X

Specify target folder and custom script location

Object Type
n 7
R Specify path to a folder or network share.
et re p rog ra m m e S Object Veeam ONE Reporting service must have "write" access on the specified folder.
Path:
Schedule
Specify path to the script to execute after the dashboard is saved.
Delivery Path to the script file: | Cis
n 4
lls peuvent étre envoyés S—

par Email ou stockés dans
un dossier ou sur

un réseau partagé.

Les scripts peuvent
également étre exécutés
apres le stockage d'un
objet.

Previous Finish Cancel




Veeam ONE Web Client — Jobs Calendar

Le calendrier de jobs

Cette fonction permet

aux utilisateurs d'avoir

une vue d'ensemble de tous les
travaux traités par le/les
serveur(s) VBR.

Outre I'heure de début,

nous pouvons également
vérifier les durées et planifier
en conséquence a l'avenir afin
d'éviter les exécutions
simultanées de taches.

e Threat Center

Backup server:

« = g December 19,2024

Job

Sortby: Name v t

Agent Linux PostgreSQL backup - vbsf
Backup ®

Agent Windows DC backup
Backup @

Backup Copy Tiny linux to VDC VaulttVi...
Backup copy @

backup verification and content scan fo...
SureBackup @

bc to azure\Agent Windows DC backup -...
Backup copy @

Entra ID Log Backup Job

Backup @
File Share backup

Backup @
Hyper-V Windows Oracle XE

Backup @
PVE backup

Backup ®
SureBackup for AD
& sureBackup @
VMware Backup to Azure Blob

Backup @
VMWare Tiny Linux VM Backup
& Backup @

VMWare webapp replication
Replication @

VMware Windows DC2 backup
Backup @

VMWare Windows MS SQL
Backup @

VMWare Windows Ransomware VM
Backup @

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.

Dashboards

) Today

Thursday - Today £ Details

12:0...

Reports

vbri21.iselab.local (version: 12.3.0.310)

View:

1:00...

Scheduling

© Day

2:00...

3.00...

Jobs Calendar

v

Y Filters (None)

Week

4:00...

5:00...

Month

6:00...

Deployment Projects

REST API

SELAB\gabriel.tapirlan v

& Jobs (All)
@ Scale: @
7:00.. 8:00.. %00..

10:0...

11:0...

12.0...

1:00...

2:00...

3:00...

4:00...

5:00...

State of: 12/19/2024 11:14:37 PM

€:00...

7:00...

3 Refresh

Show jobs outside period: \.:

8:00...

9.00.. 10:0.. 17:0..

State of: 11:14:37 PM
|




Veeam ONE Web Client — Deployment Projects

Deployment Projects

Les utilisateurs peuvent

vérifier leur capacité a modifier
I'environnement virtuel actuel en
simulant différents scénarios.

Les tests peuvent viser différents
clusters ou hotes autonomes.

Les simulations comprennent
I'ajout ou I'éviction de machines
virtuelles ou d'hotes.

Apres avoir défini les seuils, nous
pouvons calculer et afficher le
rapport de la simulation.

veeam

\ 4

Deployment Scenarios Modelling

Description

This report helps you to model different VM deployment scenarios and estimate resource usage after adding or removing physical resources.

Report Parameters

Deployment project name:

Calculation result:

Adding new VM

Hosts and clusters:

QuantumQuokkaCluster

Datastores: E5Xi01 Local Datastore, ESXi02 Local Datastore, Quorum 01, Quorum 02, VMware Shared Datastore
Due Date: 12/21/2024 12:00:00 AM
Created: 12/20/2024 3:41:59 PM
CPU utilization threshold: 80.00%
vCPUs per physical core: 4
Memory utilization threshold: 90.00%
Space utilization threshold: 90.00%
Project Details
Memory
Action Number CPU vCPU/Core Allocated Storage Disk
(GHz) Count JUsed (GB) Count
(GB)
Add
Test VM 1 2.00 4 8.00/8.00 750.00 1
Total Scope Power
Current By Pending Projects (With Current Resource
Usage)
CPU (GHz) Core Count  Memory (GB) CPU (GHz) Core Count  Memory (GB)
70.40 96.00 70.40 32 96.00

Report created: 12/20/2024 3:42:11 PM ((UTC+01:00) Belgrade, Bratislava, Budapest, Ljubljana, Prague) Page: 10of 3
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Veeam ONE Web Client — REST API

REST API

Veeam ONE expose ses entités
au travers d'une interface de
programmation d'application
(API) basée sur le style
d'architecture
Representational State Transfer
(REST).

L'API REST de Veeam ONE
repose sur le modele client-
serveur et est également
disponible via Swagger Ul, un
outil que vous pouvez utiliser
pour évaluer et explorer ses
capacités.

@ syvagge r

teiby SMARTBEAR

Veeam ONE REST AP|®© &

/swagger/v2 2/swagger json

Filter by tag

LEEWEL DN Veeam ONE RESTAPI v2.2 v

About This resource collection contains information about currently installed Veeam ONE version A4
Alarms This resource collection represents Veeam ONE alarms 2
Authentication This resource collection allows you to authenticate to Veeam ONE REST API. N
Business V|ew This resource collection represents Veeam ONE Business View categories and groups. v
Licensing This resource collection represents currently installed license and license usage v
MiCI’OSOft Hyper-v |nfraStructure This resource collection represents monitored Microsoft Hyper-V infrastructure. A
Public Cloud This resource collection represents public cloud workloads and policies. N
Public Cloud Protected Data This resource collection represents protected workloads in the monitored public cloud infrastructures AV

[ veeam



Veeam ONE Web Client — Configuration

e Threat Center Dashboards Reports Scheduling Jobs Calendar Deployment Projects REST API ‘fll BT el Epim = \.\)
@ Exit Configuration Login session settings
C O nfig u ra t i O n Idle user login session timeout, minutes: 60
E  Data Collection
Idle administrator login session timeout, minutes: 60
[4 Eventlogs
HH H = . Maximum number of concurrent login sessions per user: | 0
Les utilisateurs peuvent revoir les Reporting
H H 4 (© Login Sessions D Show previous login attempts after logging in
connexions configurées, Event
B;  Veeam Intelligence Save
Logs, modifier le calendrier de T

collecte des données ou lancer la
collecte des données
manuellement.

Il est possible d'utiliser des logos
personnalisés pour les rapports
et les serveurs SSRS.

Les sessions de connexion
peuvent étre ajustées pour
optimiser le processus d'acces au
client Web.
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Vous souhaitez acqueérir une expérience pratique ?

" Test Drive Veeam One ‘-
Reporting & Threat Center

Test Drive MongoDB
- backup with Veeam Data

A Test Drive Veeam Backup
oV for Oracle KVM

Learr
Veeal ﬁ) Veeam Data Cloud for Veeam Data Cloud for Test drive Veeam Kasten
"V""'” = M365: Overview A= Microsoft Azure: Overview for Kubernetes
eeaql
alerti  Get st
secur  Data (\) Recovery Orchestration Test drive Veeam Backup Enterprise Level Disaster
requil  hand: o B
inted il ‘) and Data Mobility to for Azure a== Recovery Orchestration
simple
Prodd Data! Microsoft Azure with In this lab, you will learn the steps required to setup with Veeam
Use C basic Veeam & configure a Veeam Backup for Azure appliance Learn how achieve enterprise level Disaster
Techn to protect & recover your Azure cloud workloads - .
Produ . . Recovery Orchestration with Veeam Recovery
Use C el o S e S such as Azure VMs, Azure SQL databases and Orchestration selution. Topics include automated
S8~ orchestration into cloud with Veeam Recovery Azure fil rat ution. fopics include au
Techn SUIETCS DR documentation, verify SLA, build a platinum

Orchestrator. The focused topics include Automate
recovery from on-premises to Azure as well as data
mobility from onpremises to Azure. Based on
Veeam Recovery Orchestrator v7.0.

Product: Veeam Recovery Orchestrator
Use Cases: Data Recovery

Technical Level: Intermediate

REQUEST LAB

Product: Veeam Backup for Azure
Use Cases: Data Freedom, Data Recovery, Data Security

Technical Level: Intermediate

REQUEST LAB

level recovery plan, execute a automated DR
failover & test, automate recovery from on-
premises to Microsoft Azure. Based on Veeam
Recovery Orchestration v7.0.

Product: Veeam Recovery Orchestrator
Use Cases: Data Recovery

Technical Level: Intermediate

REQUEST LAB

https://go0.veeam.com/

hands-on-lab-
experience#frenewal



https://go.veeam.com/hands-on-lab-experience
https://go.veeam.com/hands-on-lab-experience
https://go.veeam.com/hands-on-lab-experience

Veeam
Certified

Engineer
(VMCE)

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective

owners.

Avec instructeur ou a la demande
Disponible dans 100 pays
Théorie et travaux pratigues

https://www.veeam.com/support/tr

aining/vmce-training.htm|
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Ressources complémentaires

* (Calculators
https://www.veeam.com/calculators

* Help Center
https://www.veeam.com/support/help-center-technical-
documentation.html

* Veeam Backup & Replication Best Practices
https://bp.veeam.com/vbr/

* KB: Security
https://www.veeam.com/knowledge-base.html?type=security

e R&D Forums
https://forums.veeam.com/

* https://community.veeam.com/
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https://bp.veeam.com/vbr/
https://www.veeam.com/knowledge-base.html?type=security
https://forums.veeam.com/
https://community.veeam.com/

Matt Elsberry
tor, SGMC Health

-

Partagez votre succes avec
Veeam

o Présentation sur notre site web et nos canaux
sociaux

o Opportunités de prise de parole chez VeeamON

Showcase your expertise within the community

o Présentez votre expertise au sein de la communauté

O

I

Intéressé(e) ? Contactez-nous a I'adresse suivantle :

advocacy@veeam.com —=
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Follow us! Join the commur

Bf X0 O | s
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https://community.veeam.com/
https://www.facebook.com/VeeamSoftware/
https://www.instagram.com/veeam_software/
https://twitter.com/Veeam
https://www.youtube.com/@veeam
https://www.linkedin.com/company/veeam-software/
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