Solution brief

Business Challenge

Microsoft 365 is the backbone for many
businesses, enabling email communication, file
sharing, collaboration and productivity.

Many businesses assume Microsoft 365
automatically protects their data. The
misunderstanding falls between Microsoft's
perceived responsibility and the user’s actual
responsibility regarding the protection and
long-term retention of their Microsoft 365
data. Microsoft ensures services availability,
and customers are responsible for protecting
the data.

Additionally, managing and backing up SaaS
environments like Microsoft 365 is increasingly
complex, particularly given the constraints on
talent and budget. Many companies find
themselves unable to deploy their own backup
solutions, which drives them to seek managed
BaasS providers for their expertise and quick
implementation capabilities.

IT professionals must ensure that their backup data
remains impervious to threats, that their backup
environments operate at peak performance, and
that data issues can be remediated swiftly.
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Key Benefits

* Comprehensive Data Protection:
Safeguard your entire Microsoft 365
environment, including Exchange Online,
SharePoint, OneDrive, and Teams. Ensure
business continuity with enterprise-grade
backup and recovery features tailored to
your specific needs.

» Simplified Compliance Management:
Meet legal and regulatory requirements
with ease. Implement customizable retention
policies, leverage eDiscovery features, and
maintain detailed audit trails to ensure your
Microsoft 365 data remains compliant
and secure.

*  Managed Service Expertise:
Leverage TCS' global experience in
managing complex IT environments. Benefit
from end-to-end service, including initial
setup, ongoing monitoring, and optimization,
ensuring your backup solution operates at
peak performance.

* Enhanced Security Measures:
Protect your data with advanced security
features, including encryption, role-based
access control, and immutable backups.
Safeguard against both internal and external
threats, including ransomware attacks.
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Solution Overview: TCS Managed Backup as
a Service for Microsoft 365

TCS Managed Baa$ for Microsoft 365, powered by Veeam, delivers a comprehensive and
reliable solution for safeguarding vital business data within the Microsoft 365 environment.

As organizations increasingly rely on Microsoft 365 for email, collaboration, and document storage,

the risk of data loss due to accidental deletion, security threats, or compliance gaps becomes a critical
concern. TCS Managed BaasS directly addresses these challenges by offering enterprise-grade data
protection and recovery features that are meticulously tailored to the specific needs of each business.

4 )

Microsoft 365 Backup

Protect Microsoft 365 data
from accidental deletion and

Quickly restore
Microsoft 365 data

Meet compliance requirements

security threats

with industry-leading flexibility

with fast search-and-find
capabilities

2 o = | - - = —
ki) Qe ShJ (> =ag =
Microsoft Exchange SharePoint OneDrive for Exchange SharePoint
Teams Online Online Business on-premises on-premises
g J
Use Cases

Comprehensive M365 Data Protection

Safeguard your entire Microsoft 365
environment, including Exchange Online,
SharePoint, OneDrive, and Teams. Protect
against accidental deletion, security threats,
and retention policy gaps with automated
backups and flexible retention options.

Rapid Disaster Recovery

Ensure business continuity with fast and
efficient recovery options. Quickly restore
individual items, entire mailboxes, or
complete sites back to Microsoft 365 or on-
premises environments, minimizing downtime
and data loss in the event of a disaster.

Simplified Compliance Management

Easily meet regulatory and legal requirements
with long-term retention policies and immutable
backups. Leverage advanced eDiscovery
capabilities to quickly locate and export specific
data for audits or legal proceedings, ensuring
your organization stays compliant.

Efficient Self-Service Restore

Empower end-users and reduce IT workload
with a secure self-service restore portal.
Allow authorized users to initiate restores of
emails, files, and other items without direct
access to the backup server, improving
productivity while maintaining security.
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Conclusion

TCS + Veeam: Ensuring cyber
resilience and compliance for
Microsoft 365.

The TCS Backup as a Service for Microsoft
365, powered by Veeam, represents a
cutting-edge solution in data protection and
management. By combining Veeam's
industry-leading backup technology with
TCS' extensive managed services expertise,
this offering delivers unparalleled security,
flexibility, and efficiency for organizations
relying on Microsoft 365. The solution’s
comprehensive coverage of Microsoft 365
services, coupled with advanced recovery
options and flexible storage choices, ensures
that organizations can confidently protect
their vital information assets.

By choosing TCS Managed BaaS powered
by Veeam, businesses gain a future-proof
solution that scales with their needs, meets
stringent compliance requirements, and
provides peace of mind in an increasingly
complex threat landscape. Embrace the
next generation of Microsoft 365 data
protection and position your organization
for success in the digital age.

About Veeam Software

Veeam?®, the #1 global market leader in data
resilience, believes every business should be
able to bounce forward after a disruption with
the confidence and control of all their data
whenever and wherever they need it. Veeam
solutions are purpose-built for powering data
resilience by providing data backup, data
recovery, data freedom, data security, and data
intelligence. With Veeam, IT and security leaders
rest easy knowing that their apps and data are
protected and always available across their
cloud, virtual, physical, SaaS, and Kubernetes
environments. Headquartered in Seattle with
offices in more than 30 countries, Veeam
protects over 550,000 customers worldwide,
including 74% of the Global 2000, that trust
Veeam to keep their businesses running. Learn
more at www.veeam.com or follow Veeam on
LinkedIn @veeam-software and X @veeam
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About TCS

Tata Consultancy Services is an IT services,
consulting and business solutions organization
that has been partnering with many of the world's
largest businesses in their transformation journeys
for over 56 years. Its consulting-led, cognitive
powered, portfolio of business, technology and
engineering services and solutions is delivered
through its unique Location Independent Agile™
delivery model, recognized as a benchmark of
excellence in software development.

A part of the Tata group, India’s largest
multinational business group, TCS has over
601,000 of the world's best-trained consultants
in 55 countries. The company generated
consolidated revenues of US $29 billion in the
fiscal year ended March 31,2024, and is listed on
the BSE and the NSE in India. TCS' proactive
stance on climate change and award-winning
work with communities across the world have
earned it a place in leading sustainability
indices such as the MSCI Global Sustainability
Index and the FTSE4Good Emerging Index.
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