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Important!

© 2016 Veeam Software.
All rights reserved. All trademarks are the property of their respective owners.

No part of this publication may be reproduced, transmitted, transcribed, stored in a retrieval system,
or translated into any language in any form by any means, without written permission from Veeam
Software (Veeam). The information contained in this document represents the current view of Veeam
on the issue discussed as of the date of publication and is subject to change without notice. Veeam
shall not be liable for technical or editorial errors or omissions contained herein. Veeam makes no
warranties, express or implied, in this document. Veeam may have patents, patent applications,
trademark, copyright, or other intellectual property rights covering the subject matter of this
document. All other trademarks mentioned herein are the property of their respective owners. Except
as expressly provided in any written license agreement from Veeam, the furnishing of this document
does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

Please read the End User Software License Agreement before using the accompanying software
program(s). Using any part of the software indicates that you accept the terms of the End User
Software License Agreement.
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For Veeam Endpoint Backup, Veeam Software provides free support by email.

If you have any questions about the product functionality, use the Veeam Endpoint Backup Control
Panel to submit a support case. To learn more, see Getting Support.
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This user guide provides information about main features of Veeam Endpoint Backup 1.5.

Intended Audience

The user guide is intended for anyone who wants to use Veeam Endpoint Backup to protect his/her
computer.

Document Revision History

Revision # Date Description of Changes

Revision 1 3/17/2016 Initial version of the document for Veeam Endpoint Backup 1.5.
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Veeam Endpoint Backup is a free data protection and disaster recovery solution for physical machines.
Veeam Endpoint Backup can be used to protect different types of computers and devices: desktops,
laptops and tablets. The solution can be installed on any computer that runs the following OSes:

= Microsoft Windows 7 SP1 or later
= Microsoft Windows 2008 R2 SP1 or later
Veeam Endpoint Backup offers a variety of features to protect your data. You can:

= Create a Veeam Recovery Media on an external hard drive, USB flash drive, CD/DVD/BD, or
create an ISO file with the Veeam Recovery Media on disk.

= Create an entire system image backup, back up specific computer volumes or individual
folders with files. Backups can be stored on an external hard drive, in a network shared folder
or on a Veeam backup repository.

In case of a disaster, you can perform the following restore operations:

= Start the OS from the Veeam Recovery Media and use Veeam Endpoint Backup and standard
Microsoft Windows tools to diagnose and fix problems.

= Perform bare-metal restore.
= Restore necessary data from backups to its original location or a new location.

Veeam Endpoint Backup integrates with Veeam Backup & Replication. Backup administrators who
work with Veeam Backup & Replication can perform advanced tasks with Veeam Endpoint backups:
restore files and disks from backups, manage Veeam Endpoint backup jobs or backups created with
these jobs.
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Solution Architecture

Veeam Endpoint Backup is set up on a computer whose data you want to protect.

Veeam Endpoint Backup has a one-service architecture. When you install the product, Veeam
Endpoint Backup deploys the following components on the computer:

= Veeam Endpoint Backup Service is a Microsoft Windows service responsible for performing all
types of backup and restore tasks. The service is started automatically when you power on
the computer, and runs in the background under the Local System account.

= Veeam Endpoint Tray is a tray agent that communicates with the Veeam Endpoint Backup
Service to let you monitor the backup operation status and provide quick access to main
Veeam Endpoint Backup functions: starting backup and restore operations, viewing statistics
for created backups and so on. The Veeam Endpoint Tray starts when you log on to the
system and runs in the background.

= To store its configuration data, Veeam Endpoint Backup uses the Microsoft SQL Server 2012
LocalDB Express. The LocalDB requires only few files to install and takes little resources to run
a local on-demand Microsoft SQL Server instance. The LocalDB is executed as a subprocess
launched by the Veeam Endpoint Backup Service. When the Veeam Endpoint Backup Service
is stopped, the LocalDB subprocess is stopped, too.

Note: The account under which Veeam Endpoint Backup Service runs should not be changed.
Configurations with custom account are not supported.
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Data Backup

It is recommended that you regularly back up data stored on your computer. Backup creates a safety
copy of your data. If any kind of disaster strikes, you can restore your data from the backup and be
sure that you will not lose the necessary information.

You can set up Veeam Endpoint Backup to perform automatic scheduled backups (triggered at
specific time of the day or on specific events), or you can choose to back up data manually when
needed. You can back up the entire computer image, specific computer volumes or individual folders
with files. Backups created with Veeam Endpoint Backup can be saved to one of the following
locations:

= Removable storage device
= Local computer drive
= Network shared folder

= Backup repository managed by a Veeam backup server

Backup Types

Veeam Endpoint Backup lets you create the following backup types:
= Volume-level backup

= File-level backup

9 | Veeam Endpoint Backup | User Guide | REV 1



Volume-Level Backup

You can set up Veeam Endpoint Backup to create volume-level backup. The volume-level backup
captures the whole image of a data volume (also called logical drive or partition) on your computer.
You can use the volume-level backup to restore a computer volume, specific files and folders on the
volume or perform bare-metal recovery.

You can back up all computer volumes or specific computer volumes.

When you back up the entire computer image, Veeam Endpoint Backup captures the content
of all volumes on your computer. The resulting backup file contains all volume data and
Microsoft Windows OS system data: system partition and boot partition. For GPT disks on
Microsoft Windows 8, 8.1, 10, 2012 and 2012 R2, Veeam Endpoint Backup additionally backs
up the recovery partition.
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When you back up a specific computer volume, Veeam Endpoint Backup captures only the
data that resides on this specific volume: files, folder, application data and so on.

If you choose to back up the system volume (volume on which Microsoft Windows is
installed), Veeam Endpoint Backup automatically includes the System Reserved partition into
the backup scope. You can exclude the System Reserved partition from the backup if
necessary. In this case, Veeam Endpoint Backup will capture only data on the system volume.

To learn more, see System State Data Backup.
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File-Level Backup

You can set up Veeam Endpoint Backup to create file-level backup. The file-level backup captures only
data of individual folders on the computer. You can use the file-level backup to restore files and
folders that you have added to the backup scope.

Veeam Endpoint Backup lets you create two types of file-level backups:

= You can include individual folders into the backup. When you recover from such backup, you
will be able to restore folders that you have selected to back up, and files in these folders.
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= You can create a hybrid backup that will include folders and specific computer volumes.
When you recover from such backup, you will be able to restore the following components:

—  For backed up volume: the entire volume and individual files and folders on these
volume.

—  For backed up folders: folders that you have selected to back up, and files in these

folders.
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System State Data Backup

To be able to restore critical components related to the OS and start the OS after recovery, you must
include in the backup the system volume (volume on which the OS is installed) and the System
Reserved/UEFI or other system partitions.

To create such type of backup, you must add the following components to the backup scope:

= Volume-level backup: system volume. When you select to back up the system volume, Veeam
Endpoint Backup automatically includes the System Reserved partition in the backup.
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= File-level backup: Operating system data. When you select to back up the Operating System
data, Veeam Endpoint Backup automatically includes in the backup all data related to the OS:
the system volume, personal files and the System Reserved partition.

Files
Choosge individual files and folders to back up. For best perfformance when backing up thousands of files, select the entire
volurme, then uncheck all unneceszary items.
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Alternatively, you can select to back up the system volume and the System Reserved
partition.

In this case, you will be able to exclude specific folders related to the OS from the backup (for
example, the Users folder and Documents and Settings folder). When you select to back
up the Operating system data, you cannot choose which components related to the OS must
be backed up and which must be excluded.

Files
Chooze individual files and folders to back up. For best performance when backing up thouszands of files, select the entire
volume, then uncheck all unnecessary items.
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How Backup Works

During backup, Veeam Endpoint Backup performs the following operations:

1. Veeam Endpoint Backup creates a Microsoft VSS snapshot of the volume whose data you
want to back up.

The VSS snapshot helps make sure that the data on the volume is consistent and does not
change at the moment of backup. On Microsoft Windows Desktop versions, Veeam Endpoint
Backup creates a copy-only VSS snapshot. On Microsoft Windows Server versions, Veeam
Endpoint Backup creates a full VSS snapshot.

Veeam Endpoint Backup does not create a VSS snapshot for the EFI system partition on GPT
disks as its data does not change during backup. For the System Reserved and other system
partitions, VSS snapshot can be created if there is enough free disk space on the partition.

2. Veeam Endpoint Backup reads data from the created VSS snapshot, compresses it and copies
it to the target location.

= For volume-level backup, Veeam Endpoint Backup copies data blocks of the whole
volume.

=  Forfile-level backup, Veeam Endpoint Backup creates a volume inside the backup
file in the target location. The content of the volume in the backup file is
synchronized with the volume on the source: Veeam Endpoint Backup copies only
those data that you have selected to back up.

In the target location, Veeam Endpoint Backup stores copied data to the backup file.

3. [For Microsoft Windows Server Edition] If an application on the computer uses transaction
logs to maintain the database consistency, Veeam Endpoint Backup automatically truncates
transaction logs upon successful backup.

Important! The Veeam Endpoint Service runs under the LocalSystem account.
On Microsoft SQL Server 2012, this account does not have necessary permissions to truncate
transaction logs. If you want Veeam Endpoint Backup to automatically truncate transaction logs, you
need to manually add the LocalSystem account to a group that has the SQL Server System
Administrator rights.
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Scheduled and Ad-Hoc Backups

In Veeam Endpoint Backup, backup can run automatically, with a scheduled backup job, or can be
performed on demand when needed.

Scheduled Backup Job

Veeam Endpoint Backup lets you configure a scheduled backup job that will perform backup
automatically in a timely manner. You can set up the backup job once and forget about running the
backup operation manually. Veeam Endpoint Backup will periodically launch the job to back up
necessary data on your computer.

The backup job settings define what data you want to back up, what the target location and retention
policy for created backups are and how often you want to back up your data. If necessary, you can re-
configure the backup job and change its settings at any time.

In Veeam Endpoint Backup, you can configure only one backup job that will process one set of data.
For example, if you configure the backup job to perform file-level backup, you will not be able to
create volume-level backup in addition to it. Settings of the scheduled backup job apply to ad-hoc
backups as well: standalone full backups and incremental backups.

Veeam Endpoint Backup launches the backup job according to the schedule you define. You can
schedule the job to start at specific time daily or on specific week days.

For portable devices, Veeam Endpoint Backup does not start a backup job on the defined scheduleif a
device is working on battery and the battery level is below 20%.

If the backup job fails, Veeam Endpoint Backup automatically retries the job every 10 minutes within
the next 23 hours. To learn more, see Automatic Job Retries.

Missed Backup Schedule

Veeam Endpoint Backup does not perform scheduled backups if the computer is powered off. To
handle situations of short power outage or computer restart, Veeam Endpoint Backup provides a
tolerance window of 15 minutes for scheduled backups.

For example, you have configured the backup job to run daily at 10:00 PM. At 9:55 PM, there is a
power outage that lasts for 10 minutes. When the computer is on again at 10:05, Veeam Endpoint
Backup will automatically launch the scheduled job to back up your data.

Additionally, you can instruct Veeam Endpoint Backup to resume missed daily backup. If the computer
is powered off at the time when the scheduled backup job must start, and you power on the
computer later, Veeam Endpoint Backup will not wait for the next scheduled backup. Instead, Veeam
Endpoint Backup will start the backup job right after the computer is powered on to ensure no
necessary data is lost because of the missed backup.

Backup on Specific Events

In addition to the basic job schedule, you can instruct Veeam Endpoint Backup to launch the backup
job on specific events. Veeam Endpoint Backup lets you trigger backup on the following events:

= Lock — the user locks the computer.
= Log off — the user performs a logout operation on the computer.

= When backup targetis connected — the target backup location becomes available: the user
attaches a known removable storage device to the computer or a network connection to the
backup repository is established.

You can instruct Veeam Endpoint Backup to eject the removable storage device after the
backup job successfully completes. This helps to protect backup files in the target location
from encrypting ransomware, such as CryptoLocker.
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Backup on specific event helps you ensure that you capture all changes made within a specific time
interval — for example, during a working day. When the necessary event occurs, Veeam Endpoint
Backup automatically launches the scheduled backup job. As a result, you can be sure that all changes
made within some period of time are backed up, and you do not lose your data.

If you choose to perform backup on specific events, you can restrict the frequency of backup job
sessions. You can instruct Veeam Endpoint Backup not to start the backup job at specific events more
often than once a specified time interval, for example, not more often than every 2 hours. This option
does not affect daily schedule. Daily backups are performed according to the defined schedule
regardless of the specified time interval.

Backup on specific events helps you fine-tune the backup job schedule. For example, you can specify
the following scheduling settings for the backup job:

= The backup job must start automatically at 10:00 PM every day.
= The backup job must start at computer lock.
= The backup job must not run more often than every 2 hours.

Veeam Endpoint Backup will launch the backup job at the end of the working day, when you lock your
computer. In addition, Veeam Endpoint Backup will perform backup at 10:00 PM regardless of the
time interval between the computer lock and scheduled backup.

If you lock your computer later than at 10:00 PM, Veeam Endpoint Backup will perform backup in the
following order. At 10:00 PM, Veeam Endpoint Backup will launch the backup job upon the daily
schedule. If the time interval between the scheduled backup and computer lock is greater than 2
hours, Veeam Endpoint Backup will additionally perform backup at computer lock. If the time interval
between the scheduled backup and computer lock is not greater than 2 hours, Veeam Endpoint
Backup will not perform backup at computer lock.

Automatic Job Retries

Veeam Endpoint Backup supports automatic retries for the scheduled backup job. If the backup job is
started on the defined daily schedule and fails for some reason, Veeam Endpoint Backup automatically
retries the job every 10 minutes within the next 23 hours.

Veeam Endpoint Backup does not automatically retry the backup job if the job session is started when
the computer is powered on after missed daily backup.

For portable devices, Veeam Endpoint Backup does not automatically retry the backup job if a device
is working on battery.

Computer Wake Up from Sleep

If your computer is in the standby mode at the time when the backup job must start, Veeam Endpoint
Backup automatically wakes your computer from sleep. The wake-up feature lets you schedule your
backup at night. At the defined time, Veeam Endpoint Backup will wake up the computer and perform
a scheduled task. If necessary, you can additionally instruct Veeam Endpoint Backup to bring the
computer back to the standby mode or power off the computer after the backup is finished.

Veeam Endpoint Backup wakes up the computer by default, unless the power saving settings on the
computer prohibit this. If the wake up operation is not possible for some reason, the computer will
remain in the standby mode, and the backup operation will not be performed. You can instruct Veeam
Endpoint Backup to resume missed backup in such situations. To learn more, see Missed Backup
Schedule.

Important! [For tablets running Microsoft Windows 8.x] If at the moment of backup a computer is in the

Connected Standby power saving mode, Veeam Endpoint Backup will fail to wake it up due to
limitations set by the OS itself.
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Ad-Hoc Backup

You can create ad-hoc backups of your data when you need.

Ad-hoc backups let you capture your data at a specific point in time. You can create ad-hoc backups
before you perform some alterations on your computer: install new software or enable a new feature.
Ad-hoc backups help you protect your computer from potential data corruption or data loss that can
be caused by these operations. If an error occurs, you can always restore data from the ad-hoc backup
and bring your computer system to a state before the alteration was made.

Veeam Endpoint Backup lets you create the following types of ad-hoc backups:
= Standalone full backup

= Incremental backup

Standalone Full Backup

Sometimes you need to create a full backup of your data. For example, you may want to save a copy of
your data on a CD or DVD or create a full backup of all data on your computer at some point in time. In
these situations, you can perform standalone full backup.

When Veeam Endpoint Backup performs standalone full backup, it produces a full backup of your data
in a separate folder in the target location. The standalone full backup is not associated with
subsequent incremental backups. You can use it as an independent restore point for data recovery.
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To create a standalone full backup, Veeam Endpoint Backup uses settings specified for the scheduled
backup job. For example, if you have configured the backup job to perform backup of a specific
volume, the standalone full backup will create a full backup of this volume in a separate folder in the
target location.

Unlike the scheduled backup job, the standalone full backup task is not retried automatically. If
standalone full backup fails for some reason, you will have to start the standalone full backup task
manually again.

The standalone full backup is not removed by retention. To delete it, you must manually remove the
full backup file from disk.
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Standalone Full Backup to Another Location

You can create a standalone full backup in a separate location that is not specified as a target location
in the backup job settings. For example, you may want to save a copy of your data on a removable
storage device while your scheduled backup job is targeted at the network shared folder.

Backup to another location practically does not differ from regular standalone full backup. The only
difference is that you must manually select a target location in which Veeam Endpoint Backup will
save the backup file. You can save backup files to one of the following locations:

= Removable storage device
= Local computer drive
= Network shared folder

You cannot use Veeam backup repository as a target for backup to another location.
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Ad-Hoc Incremental Backup

If you want to create a new backup of your data in addition to backups created with the scheduled
backup job, you can perform ad-hoc incremental backup. Ad-hoc incremental backup adds a new
restore point to the backup chain. For example, you may want to back up your data before you install
new software on your computer or enable a new feature.

For ad-hoc incremental backup, Veeam Endpoint Backup uses settings specified for the scheduled
backup job. For example, if you have configured the backup job to perform backup of the specific
volume, the ad-hoc incremental backup operation will create an incremental backup of this volume
and save it in the target location, next to existing backup files in the backup chain.
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Unlike the scheduled backup job, the ad-hoc incremental backup task is not retried automatically. If
the task fails for some reason, you will have to start it manually again.

Veeam Endpoint Backup treats restore points created by ad-hoc incremental backup as regular restore
points, and applies to them retention policy settings specified for the backup job. To learn more, see
Backup Retention Policy.
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Backup Chain

Every backup job session produces a new backup file in the target location. Backup files make up a
backup chain. The backup chain can contain files of two types: full backup(s) and incremental
backups.

= During the first backup job session, Veeam Endpoint Backup performs full backup. Veeam
Endpoint Backup copies all data that you have chosen to back up (entire volumes and folders)
and stores the resulting full backup file (VBK) in the target location. The full backup takes
significant time to complete and produces a large backup file: you have to copy the whole
amount of data.

= During subsequent backup job sessions, Veeam Endpoint Backup performs incremental
backups. It copies only new or changed data relatively to the last backup job session and
saves this data as an incremental backup file (VIB) in the target location. Incremental backups
typically take less time than full backup: you have to copy only changes, not the whole
amount of data.

o o J oo o f oo f
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After several backup cycles, you have a chain of backup files in the target location: the first full backup
file and subsequent incremental backup files. Every backup file contains a restore point for backed up
data. A restore point is a "snapshot” of your data at a specific pointin time. You can use restore points
to roll back your data to the necessary state.

To recover data to a specific restore point, you need a chain of backup files: a full backup file plus a set
of incremental backup files following this full backup file. If some file from the backup chain is missing,
you will not be able to roll back to the necessary state. For this reason, itis recommended that you do
not delete separate backup files manually. To learn more, see Deleting Backups.
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Types of Backup Files

Veeam Endpoint Backup produces backup files of the following types:
= VBK— full backup file.
= VIB —incremental backup file.

= VBM — backup metadata file. The backup metadata file is updated with every backup job
session. It contains information about the computer on which the backup was created, every
restore point in the backup chain, how restore points are linked to each other and so on.The
backup metadata file is required for performing file-level and volume-level restore
operations.
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Backup Retention Policy

Restore points in the backup chain are not kept forever. They are removed according to the retention
policy. The retention policy helps maintain the life cycle of restore points and make sure that backup
files do not consume the whole disk space.

Veeam Endpoint Backup retains restore points for the last N days; the number of days is defined by the
user. During every backup job session, Veeam Endpoint Backup checks if there is any obsolete restore
point in the backup chain. If some restore pointis obsolete, it is removed from the chain.

For retention policy settings, Veeam Endpoint Backup takes into account not calendar days but days
on which backup files were successfully created.

For example, you have configured the backup job in the following way:
= The backup job runs daily.
= The retention policy is set to 5 days.

The backup job has successfully run 3 times and created 3 restore points in the backup chain. After
that, you have turned off your computer for 10 days. When you turn on your computer, Veeam
Endpoint Backup runs a backup job by schedule and creates a new restore point. The earliest restore
point, however, is not removed from the backup chain. At the end of a new backup job session, the
backup chain will have only 4 restore points created during 4 days when the backup job was
successfully run.
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Removing Backups by Retention

When removing obsolete restore points, Veeam Endpoint Backup does not simply delete backup files
from disk. It transforms the backup chain so that the backup chain always contains a full backup file on
which subsequent incremental backup files are dependent. To maintain the consistency of the backup
chain, Veeam Endpoint Backup uses the following rotation scheme:

1. During every backup job session Veeam Endpoint Backup adds a backup file to the backup
chain and checks if there is an obsolete restore point.

&
L

Mew
restore point

Mon Tue Wed Thu Fri Sat

Sun

2. Ifan obsolete restore point exists, Veeam Endpoint Backup transforms the backup chain. As
part of this process, it performs the following operations:

a. Veeam Endpoint Backup re-builds the full backup file to include in it data of the
incremental backup file that follows the full backup file. To do this, Veeam
Endpoint Backup injects into the full backup file data blocks from the earliest
incremental backup file in the chain. This way, a full backup ‘moves’ forward in
the backup chain.

Injecting
data blocks

v -
sSun Mon sSun Mon

b. The earliest incremental backup file is removed from the chain as redundant:
its data has already been injected into the full backup file, and the full backup
file includes data of this incremental backup file.

o [ TS
Sun Mon Sun Mon
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If the backup chain contains several obsolete restore points, the rebuild procedure is similar.
Data from several restore points is injected to the re-built full backup file. This way, Veeam
Endpoint Backup makes sure that the backup chain is not broken, and you will be able to
recover your data to any restore point.

Injecting
data blocks
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Backup to Rotated Drives

You can use rotated drives as a target location for backups. This scenario can be helpful if you want to
store backups on several external hard drives (for example, USB or FireWire) and plan to swap these
drives between different locations regularly.

Backup on rotated drives is performed in the following way:

1. Veeam Endpoint Backup creates a backup chain on an external drive that you use as a backup
target. The backup chain consists of the first full backup and a set of subsequent incremental
backups.

2. When you swap drives and attach a new external drive, Veeam Endpoint Backup creates a
separate backup chain on the new drive.

3. After you swap drives again, Veeam Endpoint Backup detects if there is a backup chain on the
currently attached drive. If the backup chain exists, Veeam Endpoint Backup continues the
existing chain: it creates a new incremental backup file and adds it to the existing backup
files.

To use rotated drives for backup, you must perform the following actions:
1. Attach one of external drives from the set to your computer.

2. Configure the backup job to store backups on the currently connected external drive. To do
this:

a. Atthe Local Drive step of the wizard, select the connected drive.

b. From the Local drives list, select the necessary volume on the connected drive and
specify a folder where backups must be stored.

c. Save the job settings.

Local Drive

Choosge locally attached drive to backup to.

Backup Mode Local drives:

Files Storage device Free space Total zpace

Local Disk (] 453 GH 59.7 GB

Destination Lacal Disk [E:] S35 GE 59.9GE
Lacal Disk [F:] 295GR 299GR

: Local Disk [G:] 233 4GB 298 8 GE

Schedule

Summary Falder:

G:\WeeamBackuph | | Browse

Backups to retain
K.eep restore points for the last E days when computer waz uged

< Previous | | Ment » | | Firish | | Cancel
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3. When you need to swap files, disconnect the drive that was used previously and attach a new
drive to your computer.

4. Register a newly connected drive as a known removable storage in Veeam Endpoint Backup.
To do this:

a. Double-click the Veeam Endpoint Backup icon in the system tray to open the
Control Panel.

b. Click the Settings tab, then click the Manage registered storage devices link.

c. Click Register next to the newly connected drive.

@ Known removable storage devices

Storage devices

USB storage Capacity Volume
% USE FLASH DRIVE USBE Device 1.2TE G, Re‘%bster
ko Generic Flash Disk USE Device 2633 GB [CH Untegister

If you do not register the newly connected drive before the backup job starts, Veeam
Endpoint Backup will be unable to detect the backup target and launch the backup job.
Veeam Endpoint Backup will display a warning in the system tray and in the Control Panel. To
register a new device, click the Add removable storage device link in the Status view of the
Control Panel and register the newly connected drive as described above.

To learn more, see Managing Rotated Drives.
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SETTINGS SUPPORT UPDATE

Waiting for backup target... L Configure backup

Add removable storage device

411 MB

342 MEB

274 ME

205 MEB

137 ME

68,5 MB

2 hours Processing
ago

0B

5. After you register the newly connected drive, you can start a new backup session manually or
wait Veeam Endpoint Backup to start a new session.
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Data Restore

Veeam Endpoint Backup offers two data restore scenarios:

= You can perform volume-level restore to recover the entire system image of your computer
or specific computer volumes. To learn more, see Volume-Level Restore.

= You can perform file-level restore to recover individual files and folders. To learn more, see
File-Level Restore.

When performing volume-level restore, you can resize restored volumes to fit available space on
target location. To learn more, see Volume Resize.

Volume-Level Restore

If data on a computer volume gets corrupted, you can restore this volume from the backup. For
volume-level restore, you can use backups that were created at the volume level. File-level backups
cannot be used for volume restore.

When you perform volume-level restore, Veeam Endpoint Backup restores the entire content of the
volume. It retrieves from the backup data blocks pertaining to a specific volume and copies them to
the necessary location.

Note that you cannot browse the volume in the backup and select individual application items, files
and folders for restore. For granular file-level restore, you can use the File-Level Restore option.

A volume can be restored to its original location or new location. If you restore the volume to its
original location, Veeam Endpoint Backup overwrites data on the original volume. If you restore the
volume to a new location, and the target disk contains any data, Veeam Endpoint Backup overwrites
data in the target location with data retrieved from the backup.

A volume can be restored to a new location that has greater or less space than the size of the volume
in the backup. Depending on the amount of free disk space on target location, you can select either to
shrink or to extend the volume during restore. To learn more, see Volume Resize.

Limitations for volume-level restore

Volume restore has the following limitations:
= You cannot restore the system volume to its original location.
= You cannot restore a volume to the volume on which the swap file is currently hosted.
= You cannot restore a volume to the volume where the backup file used for restore is located.

To overcome the first two limitations, you can create a Veeam Recovery Media and use the Veeam
Bare Metal Recovery wizard for volume-level restore. To learn more, see Veeam Recovery Media.
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File-Level Restore

If you have lost or modified files and folders on your computer by mistake, you can restore a copy of
the necessary objects from the backup. For file-level restore, you can use a backup of any type:

= Volume-level backup
= File-level backup

Veeam Endpoint Backup does not extract files and folders from the backup file. Instead, it uses
Veeam'’s proprietary driver to publish the backup content directly into the computer file system, under
C:\VeeamFLR\<Volume N>.For accessing the backup file content, Veeam Endpoint Backup uses a
separate program — Virtual Disk Driver (VDK) that is provided with the product.

After the backup content is mounted, you can use a built-in Veeam Backup browser or Microsoft
Windows Explorer to browse and copy necessary files and folders to your local machine drive, save
them in a network shared folder or simply point applications to files and work with them in a regular
way.
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Volume Resize

With Veeam Endpoint Backup, you can resize backup volumes during Volume-Level Restore. When
you select to resize a volume, Veeam Endpoint Backup restores data from the backup and resizes the
restored volume to the specified size.

There are two ways to resize a volume depending on the amount of free disk space on the target
location:

=  Volume shrink — you can shrink a volume when you restore it to a new location that has less
space than the size of the volume in the backup. You can also shrink a volume that is restored
to its original location to free disk space on the target location. To learn more, see How
Volume Shrink Works.

= Volume extend — you can extend a backup volume when you restore it to a new location
that has more available disk space than the size of the backup volume. To learn more, see
How Volume Extend Works.

Volume resize may be also helpful when you need to restore data after hardware upgrade. For
example, you may want to resize volumes in the following situations:

= Shrink backup data to restore system volumes of your computer to a smaller disk after you
replace an old HDD drive with a faster but less capacitive SSD drive.

= Extend the backup volume during volume-level restore to a new, more capacitive HDD drive.
You can restore and resize volumes:

= With the Veeam Endpoint Recovery wizard when Restoring Volumes under Microsoft
Windows system.

= With the Veeam Bare Metal Recovery wizard when Restoring from Veeam Recovery Media.
The volume resize option is available only in the Manual restore mode at the Disk Mapping step of
the wizard.

Limitations for volume resize

Volume resize has the following limitations:

= You cannot restore a volume to the volume of the smaller size if the amount of data stored on
the backup volume exceeds the free space on the target disk.

= You can only resize basic volumes that use the NTFS file system.

= Ifyou resize a BitLocker encrypted volume during restore, the restored volume will be
unencrypted.
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How Volume Shrink Works

When you restore a volume to a target location of the smaller size, Veeam Endpoint Backup performs
the following operations:

1. When you select the Resize option to shrink a volume, Veeam Endpoint Backup mounts the
backup volume to a temporary NTFS folder on the system drive, for example:
C:\Users\Username\AppData\Local\Temp.

2. Veeam Endpoint Backup mounts the created NTFS folder as a VHD disk next to other disks
that are present on the computer.

Mounting VBK file content as a VHD disk makes it possible for Veeam Endpoint Backup to use
Microsoft Windows system's disk management tools to measure current size of the backup
volume and maximum and minimum size for the restored volume.

3. Veeam Endpoint Backup sends a query request to the mounted VHD disk to calculate its size,
amount of stored data and free disk space by which the volume can be shrunk.

This step may take some time depending on the size of the backup volume and its data
fragmentation ratio.

When the query is complete and you specify the desired size for the restored volume, Veeam
Endpoint Backup unmounts the VHD disk.

4.  When you start the restore process, Veeam Endpoint Backup creates on the target disk a
volume of the specified size and restores to that volume the amount of backed up data that
fits the specified size.

5. Veeam Endpoint Backup mounts the backup volume as a VHD disk as described in steps 1
and 2 and starts to shrink it to the size of the target volume. During the process of volume
shrink, empty data blocks from the part of the mounted VHD disk that does not fit the size of
the target volume are moved to the part of the disk that contains actual data.

6. Veeam Endpoint Backup captures on the VHD disk data blocks that are moved during shrink
and writes them to the target volume.

When all data blocks are written to the target volume, Veeam Endpoint Backup unmounts the
VHD disk.

Volumes
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How Volume Extend Works

When you restore a volume to a target location of the larger size, Veeam Endpoint Backup performs
the following operations:

1. When you select the Resize option to extend a volume, Veeam Endpoint Backup mounts the
backup volume to a temporary NTFS folder on the system drive, for example:
C:\Users\Username\AppData\Local\Temp.

2. Veeam Endpoint Backup mounts the created NTFS folder as a VHD disk next to other disks
that are present on the computer.

Mounting VBK file content as a VHD disk makes it possible for Veeam Endpoint Backup to use
Microsoft Windows system's disk management tools to measure current size of the backup
volume and maximum and minimum size for the restored volume.

3. Veeam Endpoint Backup sends a query request to the mounted VHD disk to calculate its size,
amount of stored data and free disk space by which the volume can be extended.

This step may take some time depending on the size of the backup volume and its data
fragmentation ratio.

When the query is complete and you specify the desired size for the restored volume, Veeam
Endpoint Backup unmounts the VHD disk.

4.  When you start the restore process, Veeam Endpoint Backup creates on the target disk a
volume of the same size as the backup volume and restores to that volume all data blocks
from the backup volume.

5. When all data blocks are written to the target location, Veeam Endpoint Backup extends the
size of the target volume to the specified size.
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Veeam Recovery Media

Veeam Endpoint Backup lets you create a Veeam Recovery Media — a recovery image of your
computer.

The recovery image is a "copy" of your OS with the limited functionality — it contains all data required
to run Microsoft Windows Recovery Environment (Windows RE), and provides an alternative way to
boot your computer. If the OS installed on the computer fails to start for some reason, you can boot
the Windows RE from the recovery image. After booting, you can do the following:

= You can use Veeam Endpoint Backup and Microsoft Windows tools to diagnose problems and
fix errors on your computer.

= You can restore data from a backup to your computer. For this scenario, you must have a
backup created with Veeam Endpoint Backup or Microsoft Windows.

The recovery image can be helpful if one of the following errors occur:
= The OS on the computer fails to start.
=  Thecomputer is blocked with malware and you cannot get access to your data.

= You want to perform bare-metal restore from the backup on the computer without the OS
and other software installed.

= You want to restore the system volume of the computer and so on.
You can create a recovery image on different kinds of media:

= Removable storage devices such as USB drives or SD cards

= (CD/DVD/BD

= |SOimages on local or external computer drives

When you boot from the Veeam Recovery Media, you can use the Veeam Endpoint Backup recovery
environment to fix the OS system errors on your computer or restore data from the backup. Veeam
Endpoint Backup offers a set of tools for the computer system image and data recovery:

= Bare Metal Recovery — the Veeam Endpoint Backup wizard to recover data on the original
computer or a new computer.

= Windows Recovery Environment — a built-in Microsoft Windows tool to recover the
computer system image.

= Tools — Veeam Endpoint Backup and Microsoft Windows utilities for advanced computer
administration.

Limitations for Veeam Recovery Media

= You cannot restore dynamic volumes using a Veeam Recovery Media. To restore dynamic
volumes, you can recover data from the volume-level backup on a working computer system.
To learn more, see Restoring Volumes.

= The Veeam Recovery Media is based on the Microsoft Windows RE. Due to Microsoft
limitations, Microsoft Windows RE automatically reboots after 72 hours of continuous use. All
data that has not been saved before reboot will be lost.
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Drivers in Veeam Recovery Media

The Veeam Recovery Media created with Veeam Endpoint Backup contains the following data:
1. Set of files required to start your computer OS from the recovery media.
2. Diagnostic tools from Microsoft and Veeam.

3. Drivers required to run hardware and devices on your computer in a regular way. When you
boot your computer from the Veeam Recovery Media, drivers included into the Veeam
Recovery Media are automatically loaded on the recovered OS.

4. Network connections settings from your computer. When you boot your computer from the
Veeam Recovery Media, network settings included into the Veeam Recovery Media are
automatically applied and can be used to connect to the remote backup storage.

You can include the following drivers in the Veeam Recovery Media:

= Drivers that are currently installed on your computer. Veeam Endpoint Backup detects hard
disk controller drivers, network adapter drivers and USB controller drivers and includes them
into the Veeam Recovery Media.

= Additional storage and network drivers. If you use non-standard drivers, you can include
them in the created Veeam Recovery Media manually. For example, you can include drivers
for a discrete network card, third-party USB 3.0 controllers and non-standard hard disk
controllers.

Tip: If you do not include some drivers in the Veeam Recovery Media, you can load them from the
computer drive when you perform bare-metal recovery. To learn more, see Restoring from Veeam
Recovery Media.
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BitLocker Encrypted Volumes Support

Veeam Endpoint Backup supports scenarios of data backup and restore to/from volumes encrypted
with Microsoft Windows BitLocker.
Data Backup

You can create backups of BitLocker encrypted volumes and store backups created with Veeam
Endpoint Backup on BitLocker encrypted volumes.

BitLocker encrypted volumes (both source and target) must be unlocked at the moment when Veeam
Endpoint Backup starts the backup operation.

= If the volume added to the backup scope is locked at the moment of backup, the backup job
will be unable to process it and will fail.

= If the volume to which the backup file must be stored is locked at the moment of backup, the
backup job will be unable to save the resulting file, and the job will fail.

& Configure Backup 2

Files
Choose individual files and folders to back up. Far best perfformance when backing up thouzands of files, select the entire
volume, then uncheck all unnecessary items.

Backup Mode Objects to backup: Total size:  30.0 GB

----- 104 Personal files

Destination [> ] '& Lacal Dizk [C:]
I Local Disk [E:] > volume level backup
Local Drive [ -[v] s Local Disk [F] > wolume level backup
Schedule
Summary Ome ar more drives are protected with BitLocker and must be unlocked for backup process.
Froceed?

Show Drives

To zpecify file inchugion and exclusion settings, click Advanced

< Previous | | Mext » | | Finish | | Cancel |
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Data Restore

You can restore data from backups stored on BitLocker encrypted volumes and restore data to
BitLocker encrypted volumes.

Veeam Endpoint Backup restores volumes in their initial state:
= |fyou restore an encrypted volume to its original location, the restored volume will be
encrypted.

= Ifyou restore an unencrypted volume to an encrypted volume, the restored volume will be
unencrypted.

Important! |[f you resize a BitLocker encrypted volume during restore, the restored volume will be unencrypted.
To learn more about volume resize, see Volume Resize.

BitLocker encrypted volumes must be unlocked at the moment when you perform the restore
operation.

= Ifthe backup fileis stored on alocked volume, Veeam Endpoint Backup will fail to accessiit,
and you will not be able to restore data from it.

= If you perform volume-level restore, and the target volume is locked, Veeam Endpoint Backup
will display a warning and will ask you to unlock the volume. You can do this using the
Microsoft Windows UI.

= Yeeam Endpoint Recovery |L1

Disk Mapping
é Review and customize digk mapping between the backed up computer and this computer.

Backup Location Digk mapping:
. Yolurne Layout Type Capacity Fiestore lapout

Festore Paint .

Disk 1
[ Diskmaping | MLocalDisk . Simple Basic 59.9GE Automatic

Disk 2

Surmmary . . :

EﬁLocal Dizk [F:] Simple Basic 299GE

Frogress

Cestination wolurme is protected by Bitlocker, Unlock the volume to
proceed, or allocate the wolurme manually,

These digk mapping rules can be customized [for advanced users only) Cuztomize dizk mapping

| < Previous | | Ment » | | Firizh | | Cancel
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Veeam Recovery Media

If you boot from the Veeam Recovery Media, you can restore data from backups stored on BitLocker
encrypted volumes and restore data to BitLocker encrypted volumes.

= [f the backup file that you want to use for data restore resides on a locked volume, Veeam
Endpoint Backup cannot access this backup file. To unlock the volume with the backup file,
click Unlock drive under the Backup file field and enter a password for the volume.

-
= 3}

= Veeam Endpoint Recovery @

Backup Location
é Specify where the backup files you wart to restore from reside.

[ Backiplocaton 1| @ Local storage

We will search all local computer storage for endpeint backup files, and display the last

Restore Point available restore point below.
— %
ore Mode Unlock Volume - | | Browse.
Summary Volume: (F3) Unlock drive
Enter the password or recovery key to unlock the volume: F
Progress

[] Show characters

OK || Cancel | Id folder, orin a

EN < Previous Mext > Finish Cancel
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= [fthe target volume is BitLocker encrypted and locked, at the Restore Mode step of the
wizard Veeam Endpoint Backup displays a warning informing about it. You can use one of the
following scenarios:

— You can restore data to the target volume and keep BitLocker encryption enabled
for the volume. To do this, you must unlock the volume before you start data
restore.

To unlock the volume, click Cancel in the warning window. At the Restore Mode
step of the wizard, select Manual Restore. At the Disk Mapping step of the wizard,
click Customize disk mapping and click Unlock under the necessary volume.

e Veeam Endpoint Recovery =]
i Disk Mapping
Disk Mapping @
Diskes: Load driver
Basic 350.0 MB NTFS 59.7 GB NTFS ~
Healthy (Active, Primary Par | | Healthy (Primary Partition)
= Disk 1
£0.0 GB Local Disk (E:)
B 59.9 GB NTFS
Healthy (Primary Partition)
= Disk 2
30.0 GB Local Disk (F:)
Bosic 29,9 GB NTFS
Healthy (Primary Partition)
Unlock v
B Edsting volume Restored volume M Unallocated I
B EBdended volume B Unknown partition Extended volume free space 0K [I” Cancel |
! < Previous : : Next ! Finish :- Cancel

— You can restore data to the target volume and disable BitLocker encryption for the
volume. To do this, click OK in the warning window. Veeam Endpoint Backup will
delete existing BitLocker encrypted partitions on the volume, format the disk and
restore data from the backup as unencrypted.

-
= Veeam Endpoint Recovery ==
Restore Mode
r ' Specify a restors mode.
Backup Location @ Entire computer
. Restores the entire computer backup. All data on existing volumes of this computer will be
Network Settings overaritten with the data from backup file.
Network Storage () Guet. 1 onbe
Veeam Endpoint Backup E mended in
Shared Folder
Backup Some volumes are protected with BitLocker. If you proceed, unecrypted :
volumes will be restored. - This
Restore Point To keep existing BitLocker encryption in place, use the advanced restore

mode to unlock the volumes.

Summary
0K | | Cancel
Progress
View automatically detected disk mapping
EN <Previous | | Ned> |  Frish
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Important! Veeam Endpoint Backup cannot back up volumes formatted as FAT32 and encrypted with BitLocker.
In general, FAT32 does not allow storing VSS snapshots on the same volume. When Veeam Endpoint

Backup triggers a VSS snapshot of a FAT32 formatted volume, the VSS snapshot is stored on another,
non-FAT32 volume on the computer.

If BitLocker is enabled, the VSS cannot save the snapshot on another volume due to Microsoft
limitations, and the backup process fails.
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Integration with Veeam Backup & Replication

If you plan to use Veeam Endpoint Backup with Veeam Backup & Replication, you must install
Veeam Backup & Replication 8.0 Update 2 or later on the Veeam backup server.

Important! Veeam Endpoint Backup cannot work with Veeam Backup & Replication that is located behind the

NAT gateway.

You can store backup files created with Veeam Endpoint Backup on backup repositories managed by
Veeam Backup & Replication. To do this, you must select a backup repository as a target location in the
properties of the scheduled Veeam Endpoint Backup job.

Veeam Endpoint Backup works with the backup repository as with any other target location. Backup
files are stored to a separate folder; you can perform standard restore operations using these files.

Information about Veeam Endpoint backups stored on the backup repositories, backup jobs and
sessions becomes available in the Veeam Backup & Replication console:

= The Veeam Endpoint Backup scheduled backup job is displayed in the list of jobs in Veeam
Backup & Replication.

= Backup files created with Veeam Endpoint Backup are displayed in the list of backups, under

the Backups > Disk node.

= Performed job sessions are available in the History view of Veeam Backup & Replication.

Backup administrators working with Veeam Backup & Replication can perform a set of operations with
Veeam Endpoint Backups:

= Perform data protection operations: copy Veeam Endpoint backups to secondary backup

repositories and archive these backups to tape.

= Perform restore operations: restore individual files and folders, application items from Veeam
Endpoint backups; restore computer disks and convert them to the VMDK, VHD or VHDX

format.

= Perform administrative tasks: disable and delete Veeam Endpoint backup jobs, remove
Veeam Endpoint backups and so on.

Yeeam Backup & Replication

= Harme @
S SER S
2 VM|
Backup Replication = Backup WM File Restore Import
Job Job Copy Copy Copy -  Badwp
Primary Jobs Auxiliary Jobs Restore
Backup & Replication ‘,O Type in an object name to search for x
4 {a} Jobs Job name Creation time Restare points Repositary PlatFarm
ﬁ Endpoint Backup 4 EEndpoint Backups Endpaint
4 [y Backups B srvm 2j26/2015 3:32 AM 3 Backup Yalume 01
g Disk ESRVDZ 2/28/2015 3:21 AM 2 Backup Yolume 01
b (B Last 24 hours Earvos 2/26(2015 345 AM 1 Backup Yolume 01
| % Backup & Replication
ﬁl Backup Infrastructure
E} History
1 backup selected |Enterprise Plus Edition |Evaluation: 165 days remaining VEEAM .
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Before you install Veeam Endpoint Backup, make sure that the target computer meets the system
requirements and all required ports are open.

System Requirements

The protected endpoint must meet the following requirements:

Specification Requirement

Hardware

0s

Software

Microsoft SQL Database

CPU: x86-64 processor.
Memory: 2 GB RAM.
Disk Space: 150 MB for product installation.

Network: 1 Mbps or faster. High latency and reasonably unstable WAN
links are supported.

System firmware: BIOS or UEFI.

Drive encryption: Microsoft BitLocker (optional)

Both 64-bit and 32-bit (where applicable) versions of the following
operating systems are supported*:

e  Microsoft Windows 7 SP1

e  Microsoft Windows 8.x

e  Microsoft Windows 10**

e  Microsoft Windows Server 2008 R2 SP1

e  Microsoft Windows Server 2012

e  Microsoft Windows Server 2012 R2
* Server Core installations of Microsoft Windows Server OSs are not
supported.
* Microsoft Failover Clusters are not supported.

** Microsoft Windows 10 Education is supported starting from build
10586 and higher.

The following required 3rd party software is included in the setup
program and is installed automatically when installing the product:

e  Microsoft .NET Framework 4.5.2
e  Microsoft SQL Server 2012 Management Objects
e  Microsoft SQL Server System CLR Types

If you plan to use Veeam Endpoint Backup with Veeam Backup &
Replication, you must install Veeam Backup & Replication 8.0 Update 2
or later on the Veeam backup server.

Microsoft SQL Server 2012 Express LocalDB Edition (installed with the
product).
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Backup Target

Backup can be performed to the following disk-based storage:
= Local (internal) storage of the protected endpoint (not recommended).
= Direct attached storage (DAS), such as USB, eSATA or Firewire external drives.
= Network Attached Storage (NAS) able to represent itself as SMB (CIFS) share.
= Veeam Backup & Replication 8.0 Update 2 or later backup repository.
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Used Ports

Make sure that you open ports listed below to enable proper work of Veeam Endpoint Backup.

From To Protocol Port
Veeam Veeam
Endpoint Backup TCP 10001
Computer Server
Veeam Veeam TCcP 9395
Backup Endpoint
Server Computer TCp 6183
Linux server TCP 22
performing
the role ofa
backup 2500 to
TCP
repository 5000
1025 to
5000
(for
Microsoft
Windows
Microsoft 2003)
Windows TCP 49152-
serr\;er . 65535
Veeam p; orlmlnfg (for
Endpoint :aa‘eclia cota Microsoft
Computer P Windows
repository 2008 and
newer)
2500 to
Tep 5000
Shared 135,137
folder CIFS LC[)PP to 139,
(SMB) share 445
Gateway
Microsoft TCP 23?31937
Windows UDP 445
server
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Notes

Default port used for communication with the
Veeam Backup server.

Data between the Veeam Endpoint computer
and backup repositories is transferred directly,
bypassing Veeam backup servers.

Default port used for communication with
Veeam Endpoint computer.

Default port used by the Veeam Endpoint
Service.

Port used as a control channel from the Veeam
Endpoint computer to the target Linux host.

Default range of ports used as data transmission
channels. For every TCP connection that a job
uses, one port from this range is assigned.

Dynamic RPC port range. For more information,
see
https://support.microsoft.com/kb/929851/en-
us.

Default range of ports used as data transmission
channels. For every TCP connection that a job
uses, one port from this range is assigned.

Ports used as a transmission channel from the
Veeam Endpoint computer to the target CIFS
(SMB) share.

If a CIFS (SMB) share is used as a backup
repository and a Microsoft Windows server is
selected as a gateway server for this CIFS share,
these ports must be opened on the gateway
Microsoft Windows server.


https://support.microsoft.com/kb/929851/en-us
https://support.microsoft.com/kb/929851/en-us

From To Protocol Port

1025 to
5000

(for
Microsoft
Windows
2003)

TCp 49152-
65535
(for
Microsoft
Windows
2008 and
newer)

2500 to

Tep 5000

Notes

Dynamic RPC port range. For more information,
see
https://support.microsoft.com/kb/929851/en-
us.

Default range of ports used as data transmission
channels. For every TCP connection that a job
uses, one port from this range is assigned.

Important! The list of ports required for computers booted from the Veeam Recovery Media is the same as the

list of ports required for Veeam Endpoint computers.
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Veeam Endpoint Backup is a free product. You do not need to obtain or install any license to use it.

When you install Veeam Endpoint Backup, you must accept the terms of the product license
agreement. To view the license agreement, click the Veeam End User License Agreement link in the
installation window or visit Veeam website at: www.veeam.com/eula.html.

]
=)

With Vieeam Endpoint Backup, you can easily back up your
machine to an external hard drive, NAS share or a Veeam
backup repositary. And if you ever need to get your data
back, there are multiple easy recovery options available.

| agree 1o the Meeam End User License Agreement

Install

Integration with Veeam Backup & Replication

If you plan to use Veeam Endpoint Backup with Veeam Backup & Replication, you must install on the
Veeam backup server a license for Veeam Backup & Replication Standard Edition or higher.
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You can install Veeam Endpoint Backup on any computer whose data you plan to protect — desktop,
laptop or tablet.

Before You Begin

Before you start the installation process, check the following prerequisites:

1. The computer on which you plan to install Veeam Endpoint Backup must satisfy system
requirements specified in this document. To learn more, see System Requirements.

2. You must run the Veeam Endpoint Backup setup file under the Administrator account or any
user account that has Administrator privileges on the computer where you plan to install the
product.

3. Veeam Endpoint Backup requires the following components:
= Microsoft SQL Server System CLR Types
= Microsoft SQL Server 2012 Management Objects
= Microsoft SQL Server 2012 (LocalDB)
= Microsoft .NET Framework 4.5.2

If these components are not pre-installed on the computer, the setup will install them during
the product installation process.

4. The product program files are placed to the %Program Files%\Veeam\Endpoint Backup
folder on the system volume. Make sure that you have enough free space on the system
volume to install the product. Veeam Endpoint Backup requires at least 150 MB.

5. [Recommended] If you want to configure a scheduled backup job with default settings after
the installation, you must prepare a USB storage device.

6. [Recommended] If you want to create a recovery image of your computer on a USB storage
device, CD/DVD/BD or make an ISO image, prepare the necessary device/media or make sure
that you have enough free disk space in the target location. On average, the size of the
created recovery image is 500 MB.

During the recovery image creation, Veeam Endpoint Backup formats the removable storage
device. If you have important information on the device, create a copy of this data in some
other location.
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Installing Veeam Endpoint Backup

To install Veeam Endpoint Backup:

1. Download the Veeam Endpoint Backup setup archive from the Veeam Download page at
https://www.veeam.com/downloads.html, and save the downloaded archive on the
computer where you plan to install the product.

2. Double-click the downloaded setup archive.

3. Toinstall Veeam Endpoint Backup, you must accept the license agreement. Read the license
agreement, select the | agree to the Veeam End User License Agreement check box and
click Install.

T
=)

With Vieeam Endpoint Backup, you can easily back up your
machine to an external hard drive, NAS share or a Veeam
backup repositary. And if you ever need to get your data
back, there are multiple easy recovery options available.

| agree o the Veeam End User License Agreement

Install

4. After the installation process is complete, you can instruct Veeam Endpoint Backup to
perform the following advanced actions:

= Auto-configure settings for the backup job. To learn more, see Auto-Configuring
Scheduled Backup Jobs.

= (Create a recovery image for your computer. To learn more, see Creating Veeam
Recovery Media.
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Installing Veeam Endpoint Backup in Unattended
Mode

You can install Veeam Endpoint Backup in the unattended mode using the command line interface.
The unattended installation mode does not require user interaction — the installation runs
automatically in the background, and you do not have to respond to the installation wizard prompts.
You can use the unattended installation mode to automate the Veeam Endpoint Backup installation
process in large-scale environments.

Prerequisite Software

During the product installation, Veeam Endpoint Backup automatically sets up the following required
prerequisite components:

= Microsoft SQL Server System CLR Types for SQL Server 2012
= Microsoft SQL Server 2012 Management Objects
= Microsoft SQL Server 2012 Express LocalDB Edition

Veeam Endpoint Backup will also set up Microsoft .NET Framework 4.5.2 if it does not detect this
component on the computer during the product installation.

In some cases, installation of prerequisite software requires computer reboot. This can happen, for
example, if you have an earlier version of a prerequisite component installed on the computer and
during the installation process this component is used by third-party software.

In this situation, unattended setup will install Veeam Endpoint Backup but will not start the Veeam
Endpoint Backup service. After you reboot the computer, the Veeam Endpoint Backup service will be
started and Veeam Endpoint Backup will be fully functioning.

Installation Syntax

To install Veeam Endpoint Backup in the unattended mode, use a command with the following
syntax:

<path_to_exe> /silent

where <path_to_exe> is a path to the Veeam Endpoint Backup installation file.
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Using Sysprep and Veeam Endpoint Backup

You can pre-install Veeam Endpoint Backup in a custom Microsoft Windows system image that will be
used for deployment on different computers. To do this, you should perform a set of configuration
steps in the reference Microsoft Windows system installation that will be included in a deployment
image.

To configure a custom Microsoft Windows system image with Veeam Endpoint Backup:

1. Install Veeam Endpoint Backup in a Microsoft Windows system image. To learn more, see
Installing Veeam Endpoint Backup.

2. Configure the backup job in the way you want it to work on computers with pre-installed
Veeam Endpoint Backup. To learn more, see Configuring Scheduled Backup Job.

Note: It is advised to configure the backup job for the entire computer backup. In case of volume-level
backup, it may be necessary to reconfigure the backup job after Microsoft Windows is deployed to
the target computer and include the necessary volumes in the backup once again. This may happen
if volumes' GUIDs were changed at the stage of Microsoft Windows generalization with Sysprep.

3. Create aregistry key value: HKEY_LOCAL_MACHINE\SOFTWARE\Veeam\Veeam Endpoint
Backup\SysprepMode (DWORD)=1.

This registry key value is used to regenerate the job ID when Veeam Endpoint Backup starts
for the first time on the new computer. If you do not create the registry key value, the backup
job may fail as soon as it is started on the new computer.

4. Run the Sysprep tool in the Generalize mode to remove any system-specific data. If you need
to run the Sysprep tool in the Audit mode, do not forget to re-create the registry key
afterwards.

5. Deploy theimage on the necessary computers in any convenient way. To learn more about

deployment of Microsoft Windows system to new computers, see
https://technet.microsoft.com/en-us/library/dd349343.aspx.

When you deploy the created image on the computer, Veeam Endpoint Backup will re-generate its
internal ID of the backup job. As a result, the backup job will be fully functional.
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Upgrading Veeam Endpoint Backup

For Veeam Endpoint Backup, upgrade to newer versions is supported. You can start the upgrade
process from the Veeam Endpoint Backup Control Panel when the new version becomes available. To
learn how to check for product updates, see Checking for New Product Versions and Updates.

During the upgrade process, configuration and backup files that were created with the previous
version of Veeam Endpoint Backup are not impacted in any way.

To upgrade Veeam Endpoint Backup:

1. Double-click the Veeam Endpoint Backup icon in the system tray or right-click the Veeam
Endpoint Backup icon in the system tray and select Control Panel.

Open the Update tab.
If the new version of Veeam Endpoint Backup is available, click Download.

When the download is complete, click Install to run the setup archive.

oA weN

To upgrade Veeam Endpoint Backup, you must accept the license agreement. Read the
license agreement, select the | agree to the Veeam End User License Agreement check box
and click Update.

Note: In some cases, upgrade to the new version of Veeam Endpoint Backup may require computer reboot.

Tip: You can also download the Veeam Endpoint Backup setup archive from the Veeam Download page
at https://www.veeam.com/downloads.html. Save the downloaded archive on the computer where
you plan to install the new version of the product and double-click the setup archive to start the
upgrade.

Unattended Upgrade

You can upgrade Veeam Endpoint Backup to a newer version in the unattended mode using the same
command that is used for unattended installation. To learn more, see Installing Veeam Endpoint
Backup in Unattended Mode.
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Uninstalling Veeam Endpoint Backup

To uninstall Veeam Endpoint Backup:
1. From the Start menu, select Control Panel > Programs and Features.

2. In the programs list, right-click Veeam Endpoint Backup and select Uninstall. Wait for the
process to complete.

The LocalDB and other prerequisite components installed and used by Veeam Endpoint Backup are
not removed during the uninstall process. To remove each of the the remaining components, right-
clickit in the programs list and select Uninstall.
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What You Do Next

After the product installation, Veeam Endpoint Backup displays its icon in the system tray. You can use
the system tray icon to perform main operations in Veeam Endpoint Backup:

= Configure the backup job and start ad-hoc backup operations
= Launch restore wizards

= Open the Veeam Endpoint Backup Control Panel

= Monitor the state of backup tasks and so on

Depending on the current settings of your Microsoft Windows OS, the Veeam Endpoint Backup icon
may not be displayed in the system tray.

To bring the icon to the system tray:

1. In Microsoft Windows, open the Notification Area Icons view. To do this, do either of the
following:

= (lick the arrow in the system tray and click the Customize link.

= From the Microsoft Windows main menu, select Control Panel and navigate to
Appearance and Personalization. In the Taskbar section, select Customize
icons on the taskbar.

2. In the Notification Area Icons window, find Veeam Endpoint Tray.
3. In the Behaviors column, set the Show icon and notification setting for it.

4. Click OK.

1T+ |E v Control Panel » &l Control Panel ltems » Motification Area lcons v & | | Search Control Panel r |

Select which icons and notifications appear on the taskbar

If you choose to hide icons and notifications, you won't be notified about changes or updates. To view hidden icons at any
time, click the arrow next to the notification area on the taskbar,

@ VYeeam Endpoint Tray

Backup settings are not configured Shesicopbndnobtications

Show icon and notifications

= idei otifications
Ijy Volume Only <h icati
The Audio Service is not running. Ny show notinications

E Microsoft Security Client User Interface

PC ctatus: Protected | Only show notifications

0 Metwork

| Show icon and netifications
veeam.local Internet access

Turn system icons on or off
Restore default icon behaviors

[] Always show all icons and notifications on the taskbar
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To protect your computer from a disaster of any kind, you must perform the following operations in
Veeam Endpoint Backup:

1.

Create a Veeam Recovery Media.

The Veeam Recovery Media provides an alternate way to boot the Microsoft Windows RE. If
your computer fails to start or the hard disk gets corrupted, you can boot the Windows RE
from the Veeam Recovery Media and restore your data.

To learn more, see Creating Veeam Recovery Media.
Define what data you want to back up and configure the backup job.
Before you configure the backup job, you should decide on the following backup details:

= Backup scope: entire computer image, individual computer volumes or specific
computer folders.

= Backup destination: where you want to store created backups.
= Backup schedule: how often you want to back up your data.

After that, you can configure the backup job. The scheduled backup job runs automatically by
the defined schedule, captures the data that you have added to the backup scope and
creates a chain of restore points in the target location. If your data gets lost or corrupted, you
can restore it from the necessary restore point.

To learn more, see Performing Backup.
Specify Veeam Endpoint Backup settings.

You can define resource usage settings during backup, instruct Veeam Endpoint Backup to
automatically check for new product versions and so on. To learn more, see Specifying
Settings.

Monitor backup task performance.

You can use the Veeam Endpoint Backup Control Panel to check how backup tasks are being
performed, what errors have occurred during backup job sessions and so on. To learn more,
see Reporting.

In case of a disaster, you can restore the entire computer image or specific data on the
computer. To learn more, see Performing Restore.
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Note:

To protect your computer and data, you can perform the following operations:

= Create a Veeam Recovery Media. You can use the Veeam Recovery Media to boot the
Microsoft Windows RE from the recovery media in case the OS on your computer fails to start.
To learn more, see Creating Veeam Recovery Media.

= Back up your data. You can use data backup to restore necessary information if data on your
computer gets corrupted or you delete some files and folders by mistake. To learn more, see
Performing Backup.

Creating Veeam Recovery Media

You can create a Veeam Recovery Media — a recovery media for your computer. The Veeam Recovery
Media contains all data that is required to run the Microsoft Windows RE. If your computer stops
working or the hard disk fails, you can boot from the Veeam Recovery Media, instead of booting from
the hard drive. After booting, you can use Veeam and Microsoft tools to fix errors, recover the system
image of your computer and your data.

In some cases, Windows Recovery Environment components may be missing on the system, and
Veeam Endpoint Backup will not find them during the Veeam Recovery Media creation. In such case
you will be prompted to do one of the following:

= Insert the Windows Installation Media so that Veeam Endpoint Backup can load the
necessary components from it.
= Download and install Windows Assessment and Deployment Kit (MS ADK).
Note that the Veeam Recovery Media created with MS ADK components will not contain the
following tools:

= Windows Recovery Environment
= Memory Diagnostic
=  Startup Repair
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Before You Begin

Before you create a Veeam Recovery Media, check the following prerequisites:

Removable Storage Device Scenario (USB, SD Card and Other)

= The removable storage device must be inserted into a corresponding slot on the computer or
connected to the computer.

=  The removable storage device must have enough capacity to store the created recovery
image. On average, the size of the created recovery image without manually loaded drivers is
500 MB.

= During the recovery image creation, Veeam Endpoint Backup formats the removable storage
device. If you have important information on the device, create a copy of this data in some
other location.

= [f you want to include specific storage and network drivers into the recovery image, place
them to a local folder on your computer or in a network shared folder to which you have
access and read permissions. During the recovery image creation, you will be able to define a
path to this folder, and Veeam Endpoint Backup will include the drivers into the recovery
image.

= [For Microsoft Windows 2008 R2 and later] If you want your computer to detect a Wi-Fi
network and connect to it after you boot from the recovery image, enable the Wireless LAN
Service feature on your computer. In this case, Veeam Endpoint Backup will add wireless
networking support files to the Veeam Recovery Media. To learn more about the Wireless LAN
Service, see https://technet.microsoft.com/en-us/library/hh994698.aspx.

CD/DVD/BD Scenario

= An empty or re-writable CD/DVD/BD must be inserted into a CD/DVD/BD drive on the
computer.

=  The CD/DVD/BD must have enough capacity to store the created recovery image. On
average, the size of the created recovery image without manually loaded drivers is 500 MB.

= If you want to include specific storage and network drivers into the recovery image, place
them to a local folder on your computer or in a network shared folder on which you have
read permissions. During the recovery image creation, you will be able to define a path to this
folder, and Veeam Endpoint Backup will include the drivers into the recovery image.

= [For RW CD/DVD/BD] During the recovery image creation, Veeam Endpoint Backup erases
information on the CD/DVD/BD. If you have important information on the CD/DVD/BD, create
a copy of this data in some other location.

= [For Microsoft Windows 2008 R2 and later] If you want your computer to detect a Wi-Fi
network and connect to it after you boot from the recovery image, enable the Wireless LAN
Service feature on your computer. In this case, Veeam Endpoint Backup will add wireless
networking support files to the Veeam Recovery Media. To learn more about the Wireless LAN
Service, see https://technet.microsoft.com/en-us/library/hh994698.aspx.
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Local Target and Shared Folder Scenario (ISO)

= If you want to include specific storage and network drivers into the recovery image, place
them to a local folder on your computer or in a network shared folder on which you have
read permissions. During the recovery image creation, you will be able to define a path to this
folder, and Veeam Endpoint Backup will include the drivers into the recovery image.

= [For shared folders] If you plan to save the created ISO file in a network shared folder, make
sure that you have access to this folder and write permissions on it.

= [For Microsoft Windows 2008 R2 and later] If you want your computer to detect a Wi-Fi
network and connect to it after you boot from the recovery image, enable the Wireless LAN
Service feature on your computer. In this case, Veeam Endpoint Backup will add wireless
networking support files to the Veeam Recovery Media. To learn more about the Wireless LAN
Service, see https://technet.microsoft.com/en-us/library/hh994698.aspx.

54 | Veeam Endpoint Backup | User Guide | REV 1


https://technet.microsoft.com/en-us/library/hh994698.aspx

Step 1.Launch Create Recovery Media Wizard

You can launch the Create Veeam Recovery Media wizard right after the product installation process
or at any time later.

To launch the Create Veeam Recovery Media wizard after installation:

1. Atthe last step of the installation wizard, select the Run Veeam Recovery Media creation
wizard check box.

2. Click Finish. Veeam Endpoint Backup will automatically launch the Create Veeam Recovery
Media wizard.

Installation completed successfully
We recommend that you create Vieeam Recovery Media now

Why is this important?

If vou ever need to restore the entire computer, this media
will ou to boot into the recovery environment and
initiate so-called Bare Metal Restore. And to ensure smooth
recov re can even indude device drivers and network
settings from your computer into the image. Thus, we
recommend that you create the media on your own
computer, and keep it handy.

Run Yeeam Recovery Media creation wizard

To launch the Create Veeam Recovery Media wizard at any time, from the Microsoft Windows Start
menu, select All Programs > Veeam > Tools > Create Veeam Recovery Media or use the Microsoft
Windows search to find the Create Veeam Recovery Media option on your computer.

Search

Everywhere -

veeam|
Configure Backup
File Level Restore
Volume Restore
Create \ m Recovery Media

K

T Endpoint Backup
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Step 2. Specify Recovery Media Options

At the Recovery Media step of the wizard, specify on which type of media you want to create a
recovery image and what drivers you want to include in the recovery image.

1. In the Available bootable media types list, select a media for the recovery image. You can
create the following types of recovery images:

= Recovery image on a removable storage device. You can create a recovery image
on a USB drive, SD card and so on. Veeam Endpoint Backup displays all removable
storage devices currently attached to your computer. Select the necessary one in
the list.

= Recovery image on an optical disk. You can create a recovery image on a CD, DVD
or BD. Veeam Endpoint Backup displays all CD, DVD and BD drives available on your
computer. Select the necessary one in the list.

= |SOfile with the recovery image. You can create a recovery image in the ISO file
format and save the resulting file locally on your computer or in a network shared
folder.

2. Ifyouwanttoinclude in the recovery image current network settings, make sure that the
Include network connections settings from this computer check box is selected. When
you use the created Veeam Recovery Media to boot your computer, these settings will be
automatically applied and will be used to connect to the remote backup storage.

3. Ifyouwanttoincludein the recovery image storage and network drivers that are currently
installed on your computer, make sure that the Include hardware drivers from this
computer check box is selected. Veeam Endpoint Backup will detect hard disk controller
drivers, network adapter drivers and USB controller drivers and include theminto the
recovery image. When you use the created Veeam Recovery Media to boot your computer,
these drivers will be automatically injected into Windows RE.

4. If you want to include in the recovery image additional storage and network drivers that you
may need when booting from the recovery image, select the Include the following
additional storage and network hardware drivers check box, click Add and select a folder
containing necessary drivers. The folder that you select must contain all files of the driver
package (files in CAT, INF and SYS formats).

It is strongly recommended that you enable this option if you use drivers that are not
included into the Microsoft Windows installation DVD. For example, you can include drivers
for a discrete network card, third party USB 3.0 controllers and non-standard hard disk
controllers.

Important! [tis not recommended that you include large amount of additional drivers (1 GB and more) in the
Veeam Recovery Media. When you boot your computer from the Veeam Recovery Media, Veeam
Endpoint Backup injects all drivers in the Veeam Recovery Media into Windows RE and loads
Windows RE into your computer RAM. If the total size of the recovery environment is approximately
equal to or greater than the amount of RAM, Windows RE will fail to load.
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. Recovery Media
Specify bare metal recovery media options.

Awailable boctable media tppes:
Capacity

Mame Type
Local Disk. [G:] 4385 GB
Z9EGE

-
Ready to Apply = H Lacal Disk [H:]
150 image file

E Image

Image Path

Progresz

[#] Include network connections settings from this computer [recommended)

[#] Include hardvare drivers from this computer recommended)

[#] Inchude the following additional storage and network hardware diivers:
Add...

Falder
C:ADrivers

< Previous | | st = | | Finish | | Cancel

57 | Veeam Endpoint Backup | User Guide | REV 1



Step 3. Specify Path to ISO

The Image Path step of the wizard is available if you have selected to create an ISO file with the
recovery image.

Select alocation where you want to save the ISO file.

1. In the ISO file name and location field, specify a real path to the folder where you want to
save the created recovery image and the ISO file name. You can save the ISO file in the
following locations:

= Local folder: select the necessary folder on your computer.

= Network shared folder: specify a UNC path to a network shared folder. Keep in
mind that a UNC path always starts with two back slashes (\\).

It is strongly recommended that you store the recovery image in a location other than a local
computer drive. If you choose to save the recovery image in a local folder on your computer,

you can copy it to an external location afterwards. In this case, the recovery image will always
be available should computer volumes get corrupted or the computer fail to start.

2. Ifyou chose to save the ISO file in a network shared folder and this folder requires
authentication, select the This share requires access credentials check box and enter the
user name and password in the Username and Password fields. The user name must be
specified in the DOMAIN\Username format.

To view the entered password, click and hold the eye icon on the right of the Password field.

y . Image Path
fm 3

ﬁ :I Specify where pou want ug to zave the created |50 file.
J

Recoverny Media 150 file name and location:
|\\'I T21712.37Weeam \WesamR ecoveryMedia_Fileserverl iso | | Browsze. .

Feady to Apply [#] This share requires access credentials

Usemame: |VEEAM administiator

Progresz N

o Pazzwarnd: |............l

< Previous | | st = | | Finish | | Cancel
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Step 4. Review Recovery Image Settings

At the Ready to Apply step of the wizard, review settings of the recovery image that you plan to
create and click Create.

Veeam Endpoint Backup will collect files necessary for recovery image creation and write the resulting
recovery image to the specified target or burn it to CD/DVD/BD.

~. Ready to Apply

| Review the settings you have specified, and click Create to create the recovery media.

Recovery Media Fiecovery media will be created with the following settings:
Include network connections settings from this computer
Image Path Hardware drivers to include:

Current system drivers

c:\Drivers

Destination: %4172.17 12, 37Wesam'WeeamB ecoveryMedia_Fileserverl iso (using account YEEAM
Frogess Y dririistratar)

| < Previous | | Create | | Firizh | | Cancel |

The process of recovery image creation may take some time. Wait for the process to complete and
click Finish to exit the wizard.

If you want to interrupt the process of recovery image creation, click Cancel or close the wizard
window.

Progress

Please wait whils recovery media is created. This may take a moment.

Recavery Media Log:

| Path Meszage Diwration
mage ra 0 Mounting Recovery Environment image 0028
Rieady to Apply 0 Eop_ll,Jing Weeam Recovery Environment files 0o:a
& Adding MET Framewark 01

| @Adding system divers 0:00:04 |

< Previous | | Memt » | | Finish
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What You Do Next

[For ISO] After the recovery image is created, you can burn the created I1SO to a CD/DVD/BD. To do
this, you can use native Microsoft Windows tools or third-party software.
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Performing Backup

You can back up your data to protect the entire computer image, individual volumes or folders on
your computer. Veeam Endpoint Backup lets you configure a scheduled backup job with the default
settings right after the product installation, configure a scheduled backup job with custom settings or
create ad-hoc backups at any time you need.

Auto-Configuring Scheduled Backup Jobs

After the product installation, you can instruct Veeam Endpoint Backup to auto-configure the
scheduled backup job with the default settings. The backup job will have the following settings:

= Backup scope: entire computer
= Target destination: USB drive connected to the computer
= Schedule: 12:30 AM nightly

That is, the scheduled backup job will run regularly to create an entire computer backup at 12:30 AM
and save this backup on the USB drive.

To auto-configure the scheduled backup job:

1. Atthe Insert backup target now step of the setup wizard, make sure that the Skip this, I will
configure backup later check box is not selected.

2. Inserta USB drive to a USB slot on your computer.

3. Follow the steps of the installation wizard. At the last step of the wizard, click Finish.

Important! USB storage devices formatted as FAT32 do not allow storing files larger than 4 GB in size. For this
reason, it is recommended that you do not use such USB storage devices as a backup target.

[ a] Insert backup target now

If you plan to backup to an external USB drive, plug it in now
and we will configure protection with the recommended
settings for you. You will be able to tweak the default
configuration later

[ Skip this, | will configure backup later
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Configuring Scheduled Backup Job

You can configure the backup job that will automatically back up your data by the defined schedule.
You can choose one of the following backup types:

= Backup of an entire computer image
= Backup of specific computer volumes, for example, a system volume or secondary volume

= Backup of individual folders, for example, documents folder or folder with music

Before You Begin

Before you configure the backup job, check the following prerequisites:
= The target location where you plan to store backup files must have enough free space.

= [For Veeam Backup & Replication repository targets] You can store created backupsin a
backup repository only if the backup server runs Veeam Backup & Replication 8.0 Update 2 or
later.

= [For Veeam Backup & Replication repository targets] If you plan to use a Veeam Backup &
Replication repository as a target for backups, you must pre-configure user access
permissions on this backup repository. To learn more, see Setting Up User Permissions on
Backup Repositories.

Backup has the following limitations:

= You cannot save the backup of entire computer on the local computer disk. Use an external
hard drive or USB drive, network shared folder or backup repository as a target location.

= Veeam Endpoint Backup does not back up data to which symbolic links are targeted. It only
backs up the path information that the symbolic links contain. After restore, identical
symbolic links are created in the restore destination.

Step 1. Launch Configure Backup Wizard

To launch the Configure Backup wizard, do either of the following:

= [If the backup job is not configured] Double-click the Veeam Endpoint Backup icon in the
system tray.

= Right-click the Veeam Endpoint Backup icon in the system tray and select Backup >
Configure backup.

= From the main menu, select All Programs > Veeam > Tools > Configure Backup or use the
Microsoft Windows search to find the Configure Backup option on your computer.

Backup now

Standalone full backup
Backup to another location...

Configure backup [} Backup 4

Restore 4

Control Panel

Exit
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Step 2. Select Backup Mode

At the Backup Mode step of the wizard, select the mode in which you want to create a backup.
You can select one of the following options:

=  Entire computer — select this option if you want to create a backup of the entire computer
image. When you restore data from such backup, you will be able to recover the entire
computer image as well as data on specific computer volumes: files, folders, application data
and so on. With this option selected, you will pass to the Destination step of the wizard.

= Volume level backup — select this option if you want to create a backup of specific
computer volumes, for example, all volumes except the system one. When you restore data
from such backup, you will be able to recover data on these volumes only: files, folders,
application data and so on. With this option selected, you will pass to the Volumes step of the
wizard.

=  Filelevel backup — select this option if you want to create a backup of individual folders on
your computer. With this option selected, you will pass to the Files step of the wizard.

Tip: File-level backup is typically slower than volume-level backup. If you plan to back up all folders with
files on a specific volume, it is recommended that you configure volume-level backup instead of file-
level backup.

Backup Mode
i Chooge what data vou want to backup from this computer.

B ackup mode:

Walumes ) Entire computer [recommended]

o Back up vour entire computer image for fazt recovery on any level. Deleted, temporary and
Destination page filez are automatically excluded from the image to reduce the backup size.

Local Storage

= ® Volume level backup

Schedule Back up images of selected volumes, for example only data volumes. Deleted, temporary
and page filez are automatically excluded from the image to reduce the backup zize.

Surnmary

) File level backup [slower)

Back up individual files and folders by mask. Thiz mode produces an image-based backup
with only selected files included in the image.

< Previous | | Mext » | | Firizh | | Cancel

63 | Veeam Endpoint Backup | User Guide | REV 1



Step 3. Select Volumes to Back Up

The Volumes step of the wizard is available if you have chosen to create a volume-level backup.

At this step of the wizard, you must specify the backup scope — define what volumes you want to
include in the backup. In the Objects to backup list, choose volumes and items that you want to
include in the backup.

You can back up the following data:

= Computer volumes. To include individual volumes of your computer to the backup scope,
select check boxes next to necessary volumes.

= System state data. To include system state data into the backup, select the Show system and
hidden volumes check box at the bottom of the window. In the Objects to backup list,
select the System Reserved check box.

With this option enabled, Veeam Endpoint Backup will include in the backup scope the
Microsoft Windows system partition and boot partition of your computer. For GPT disks on
Microsoft Windows 8, 8.1, 10, 2012 and 2012 R2, Veeam Endpoint Backup will additionally
back up the recovery partition. To learn more, see System State Data Backup.

When you include a system volume in the backup, Veeam Endpoint Backup automatically includes the
System Reserved/UEFI| or other system partitions in the backup too. If you do not want to back up the
system state data, you can clear the System Reserved check box. However, in this case Veeam
Endpoint Backup does not guarantee that the OS will boot properly when you attempt to recover
from such backup. To learn more, see System State Data Backup.

Note: Veeam Endpoint Backup automatically adds to the list of exclusions the following Microsoft
Windows objects for all computer users: temporary files folder, Recycle Bin, Microsoft Windows
pagefile, hibernate file and VSS snapshot files from the System Volume Information folder.

Yolumes
i Chooze volumes to backup.

Backup Mode Objects to backup: Total size: 30.0 GB

[ i, Local Disk [C:)
[#],—, Local Disk [E:)
[v] g Local Disk [F:)

[ = Swstem Reserved

D estination
Local Starage
Schedule

Surmmary

[ Show system and hidden volumes
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Note:

Step 4. Select Folders to Back Up

The Files step of the wizard is available if you have chosen to create a file-level backup.

At this step of the wizard, you must specify the backup scope — define what folders with files you
want to include in the backup.

In the file-level backup mode, you can create two types of backups:
= File-level backup that includes individual folders on your computer.
= Hybrid backup that contains individual folders and specific volumes of your computer.

To specify the backup scope, in the Objects to backup list select check boxes next to necessary
objects. You can include the following data in the backup:

= QOperating system data — data pertaining to the OS installed on your computer.

= Personal files — user profile folder including all user settings and data. Typically, the user
profile data is located in the Users folder on the system disk, for example, C:\Users.

= System reserved data — system data required to boot the OS installed on your computer.
With this option enabled, Veeam Endpoint Backup will include in the backup scope Microsoft
Windows system partition and boot partition of your computer. For GPT disks on Microsoft
Windows 8, 8.1, 10, 2012 and 2012 R2, Veeam Endpoint Backup will additionally back up the
recovery partition. To learn more, see System State Data Backup.

= |ndividual folders.

= |ndividual computer volumes.

Veeam Endpoint Backup automatically adds to the list of exclusions the following Microsoft
Windows objects for all computer users: temporary files folder, Recycle Bin, Microsoft Windows
pagefile, hibernate file and VSS snapshot files from the System Volume Information folder.

Files
Choose individual files and folders to back up. Far best perffarmance when backing up thouzands of files, select the entire
volume, then uncheck all unnecessary items.

Backup Mode Objects to backup: Total size: 2.7 MB

N ﬁ'} Operating system
{103 Personal files
Destination B[] iy Local Disk [C)
4 EE Local Disk [E:) > file level backup [glower)
Local Storage ¢ |5 $RECYCLE.RIN
Lo 5 Documents 2013
Schedule b W) Documents 2014
b W3 Documents 2015
Summary o B W) System Volume Information
b-[] & Local Disk [F:)

{1 =5 System Reserved

To zpecify file inchuzion and excluzion sethngs, click Advanced

< Previous | | Ment » | | Firizh | | Cancel |
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Configuring Filters

To include or exclude files of a specific type in/from the file-level backup, you can configure filters.
To configure afilter:

1. Atthe Files step of the wizard, click Advanced.

2. Specify what files you want to back up:

= In the Include masks field, specify file names and/or masks for file types that you
want to back up, for example, MyMovie.avi, *filename*, *.docx, *.mp3.
Veeam Endpoint Backup will create a backup only for selected files. Other files will
not be backed up.

= In the Exclude masks field, specify file names and/or masks for file types that you
do not want to back up, for example, OldPhotos. rar, *.temp, * . tmp, *.back.
Veeam Endpoint Backup will back up all files except files of the specified type.

3. Click Add.
4. Repeat steps 2-3 for each mask that you want to add.

You can use a combination of include and exclude masks. Note that exclude masks have a higher
priority than include masks. For example, you can specify masks in the following way:

= Include mask: *.avi
= Exclude mask: *movie*

Veeam Endpoint Backup will include in the backup all files of the AVI format that do not contain movie
in their names.

& Configure Backup 2
Files
Choose individual filez and folders to back up. Far best perfarmand
volume, then uncheck, all unnecessary items. Specify masks for file level backup

Backup Mode Objects to backup:

Add
] Personal files Fremove

Destination B[] iy Local Disk [C)
4 EE Local Disk [E:] > file level H
Local Storage © L) $RECYCLE.BIN
b W) Documents 2013
Schedule b M) Documents 2014
- b ¥ Documents 2015 Exclude masks:
Summary L pWIE) Sstem Volume Infarmatid | baH]
b [ 8 Local Disk [F:) -

----- {1 =5 System Reserved “temp

Include masks:

To zpecily file incluzion and exclusion zeth

< Previous | | Ment » | | Firizh | | Cancel |
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Step 5. Select Backup Destination

At the Destination step of the wizard, select a target location for the created backup.
You can store backup files in one of the following locations:

= Local storage — select this option if you want to save the backup on a removable storage
device attached to the computer or on a local computer drive. With this option selected, you
will pass to the Local Storage step of the wizard.

= Shared folder — select this option if you want to save the backup in a network shared folder.
With this option selected, you will pass to the Shared folder step of the wizard.

=  Veeam Backup & Replication repository — select this option if you want to save the
backup on a backup repository managed by the Veeam backup server. With this option
selected, you will pass to the Backup Server step of the wizard.

Itis strongly recommended that you store backups in the external location like USB storage device or
shared network folder. You can also keep your backup files on the separate non-system local drive.

Important! [f you select to store the backup on a local folder included in the backup scope, Veeam Endpoint
Backup will automatically exclude this folder from the backup.

Destination

Chooze where you want to backup your data to, ‘We highly recommend that you do not ztore your backups on the zame
computer that you are protecting.

Backup Mode ) Local storage

] Chooge this option to back wp to a locally attached storage device such as USE, Firewire or
Files eSATA external hard drive. Backing up to intemal hard drives iz not recommended.

0 Shared folder

Backup Server Choosze this option to back up to an SME [CIFS) share on a Network Attached Storage [MaS)
device, or on a regular fille server,

Backup Repositony
® Veeam Backup & Replication repository

Chooze this option ta back up to a backup repozitory managed by Veeam Backup & Replication
8.0 Update 2 or later zerver.

Schedule

Surnmary

< Previous | | Mext » | | Firizh | | Cancel
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Step 6. Specify Local Storage Settings

The Local Storage step of the wizard is available if you have chosen to save the backup on a local
drive of your computer.

Specify local storage settings:
1. In the Local drives list, select a drive where you want to store the backup.

2. In the Folder field, specify a path to the folder where backup files must be saved. By default,
Veeam Endpoint Backup saves files in the VeeamBackup folder.

3. In the Keep restore points for the last <N> days when computer was used field, specify
the number of days for which you want to store backup files in the target location. By default,
Veeam Endpoint Backup keeps backup files for 14 days. After this period is over, Veeam
Endpoint Backup will remove the earliest restore points from the backup chain.

To learn more, see Backup Retention Policy.

Important! USB storage devices formatted as FAT32 do not allow storing files larger than 4 GB in size. For this
reason, it is recommended that you do not use such USB storage devices as a backup target.

Local Storage

Choose locally attached drive ta backup to.

Backup Mode Local drives:

Files Storage device Free space Total space
Local Disk [:] 450GH 549.7 GB
Destination Local Disk [E:] 59,8 GH 599 GE
| Local Disk [F:) 295 GH 29.9GE

Schedule

Summary Falder:

F:\YeeamBackuph

Backups to retain
K.eep restare points for the last dayz when computer waz uzed
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Step 7. Specify Shared Folder Settings

The Shared folder step of the wizard is available if you have chosen to save the backup in a network
shared folder.

Specify shared folder settings:

1. In the Shared folder field, type a UNC name of the network shared folder in which you want
to store backup files. Keep in mind that the UNC name always starts with two back slashes (\\).

2. Ifthe network shared folder requires authentication, select the This share requires access
credentials check box and specify a user name and password of the account that has access
permissions on this shared folder. The user name must be specified in the
DOMAIN\USERNAME format.

To view the specified password, click and hold the eye icon on the right of the Password
field.

If you do not select the This share requires access credentials check box, Veeam Endpoint
Backup will connect to the shared folder using the NTAUTHORITY\SYSTEM account of the
computer where the productis installed. You can use this scenario if the Veeam Endpoint
computer is joined to the Active Directory domain. In this case, you can simply grant Full
Control access on the shared folder and underlying file system to the computer account
(DOMAIN\COMPUTERNAMES).

1. Toview how much free space is available in the selected shared folder, click Populate.

2. In the Keep restore points for the last <N> days when computer was used field, specify
the number of days for which you want to store backup files in the target location. By default,
Veeam Endpoint Backup keeps backup files for 14 days. After this period is over, Veeam
Endpoint Backup will remove the earliest restore points from the backup chain.

To learn more, see Backup Retention Policy.

Shared Folder

Specify a shared folder to backup to, and account to connect to a shared folder with.

Backup Mode Shared folder:
[4172.17.25.37Weeam | [ Erowse.. |

B 2511 GB fiee of 315.6 GE

[#] This share requires access credentials:

Files

Destination

Usemame: |VEEAM administiator

Schedule E’?‘\

b,
Password: |""""|

Surnmary

Backups to retain
K.eep restore points for the lagt dayz when computer waz uged

< Previous | | Mext » | | Firizh | | Cancel

69 | Veeam Endpoint Backup | User Guide | REV 1



Important!

Step 8. Specify Backup Server Settings

The Backup Server step of the wizard is available if you have chosen to store backup files on a Veeam
Backup & Replication repository.

Specify settings for the Veeam backup server that manages the target backup repository:

1. In the Veeam backup server name or IP address field, specify a DNS name or IP address of
the Veeam backup server.

2. Select the Specify your personal credentials check box. In the Username and Password
fields, specify a user name and password of the account that has access to this backup
repository. Permissions on the backup repository managed by the target Veeam backup
server must be granted beforehand. To learn more, see Setting Up User Permissions on
Backup Repositories.

If you do not select the Specify your personal credentials check box, Veeam Endpoint
Backup will connect to the backup repository using the NTAUTHORITY\SYSTEM account of the
computer where the productis installed. You can use this scenario if the Veeam Endpoint
computer is joined to the Active Directory domain. In this case, you can simply add the
computer account (DOMAIN\COMPUTERNAMES) to an AD group and grant access rights on
the backup repository to this group.

Setting access permissions on the backup repository to Everyone is equal to granting access
rights to the Everyone Microsoft Windows group (Anonymous users are excluded). If you have
set such permissions on the backup repository, you can omit specifying credentials. However,
this scenario is recommended for demo environments only.

3. Inthe Port field, specify a number of the port over which Veeam Endpoint Backup must
communicate with the backup repository. By default, Veeam Endpoint Backup uses port
10001.

If you specify a DNS name of the Veeam backup server, make sure that the Veeam backup server
name is resolved into IPv4 address on the machine where Veeam Endpoint Backup is installed. The
Veeam Backup Service in Veeam Backup & Replication listens on IPv4 addresses only. If the Veeam
backup server name is resolved into IPv6 address, Veeam Endpoint Backup will fail to connect to the
Veeam backup server.

Backup Server
i Specify a Veseam Backup & Replication server to query for backup repogitonies available to pou,

Backup Mode Veesam backup server name or IP addrass:
[17217.53.12

Files

[# Specify your personal credentials:

e
N L
e

© Pazzward: |"“"""|

Destination

|Jzemarnes: |\-"E Eébd\asdministrator

Backup Repozitary

Port:

Schedule

Summary
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Step 9. Select Backup Repository

The Backup Repository step of the wizard is available if you have chosen to save backup files on a
Veeam Backup & Replication repository.

Important! You cannot use a scale-out backup repository as a target for the Veeam Endpoint Backup job.

Specify settings for the target backup repository:

1. From the Backup repository list, select a backup repository where you want to store created
backups. The Backup repository list displays only those backup repositories on which you
have permissions to store data.

To refresh the list of backup repositories, click the Refresh button at the top right corner of
the Backup repository field. Backup repositories list refresh may be required if you change
permission settings for a specific backup repository on the Veeam backup server and want to
display this backup repository in the Configure Backup wizard. To learn more, see Setting Up
User Permissions on Backup Repositories.

2. In the Keep restore points for the last <N> days when computer was used field, specify
the number of days for which you want to store backup files in the target location. By default,
Veeam Endpoint Backup keeps backup files for 14 days. After this period is over, Veeam
Endpoint Backup will remove the earliest restore points from the backup chain.

To learn more, see Backup Retention Policy.

Backup Repository

Chooze backup repositom to backup to, You can only select between backup repozitonies vou weere granted access to, Pleaze
contact your Yeeam Backup & Beplication administrator for in case of disk space and backup repository availability iszues.

Backup Mode .
B ackup repositony;

Files | Backup Valume 01

Destination B 1278 fesof 4118

Backup Server

Backups ta retain
Keep restare points for the last dayz when computer waz uzed

Schedule

Surnmary
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Step 10. Specify Backup Schedule

At the Schedule step of the wizard, specify the schedule according to which you want to perform
backup.

1. Select the Daily at check box and use the fields on the right to specify time and days when
the backup job must start:

= Everyday — select this option to start the job at specific time daily.
= Onweek-days — select this option to start the job at specific time on week-days.
= On these days — select this option to start the job at specific time on selected days.

You can leave the Daily at check box unchecked to configure the backup job without daily
schedule. In this case, you will be able to use the configured backup job to perform backup
automatically at specific events. You can also use the configured backup job to create ad-hoc
incremental and standalone full backups. To learn more, see Performing Ad-Hoc Backups.

2. If you have selected the On these days option, click the Days button and clear check boxes for
the days when the job must not start.

3. Select the action that Veeam Endpoint Backup must perform in case your computer is
powered off at the time when the scheduled backup job must start.

= Backup once powered on — select this option if you want Veeam Endpoint Backup
to start the scheduled backup job when you power on the computer.

= Skip backup — select this option if you want Veeam Endpoint Backup not to start
the scheduled backup job when the computer is powered on. Veeam Endpoint
Backup will perform backup at the next scheduled time.

4. If you want Veeam Endpoint Backup to perform a finalizing action after the backup job
completes successfully, select the necessary action:

= Keep running — select this option if the computer must keep on working.

= Sleep — select this option if you want Veeam Endpoint Backup to bring your
computer to the standby mode.

= Shutdown — select this option if you want Veeam Endpoint Backup to shut down
your computer.

= Hibernate — select this option if you want Veeam Endpoint Backup to bring your
computer to the hibernate mode. This option is available if the hibernate mode is
enabled on your computer. To learn more, see https://support.microsoft.com/en-
us/kb/920730.

Veeam Endpoint Backup applies this setting only to scheduled backups. If you start
standalone full backup or incremental backup manually, Veeam Endpoint Backup will ignore
this setting, and the computer will not be shut down or brought to the standby mode when
the backup job completes.

When the backup job completes, Veeam Endpoint Backup will prompt a dialog with a
countdown to the selected post-job action. You can select to proceed to the action
immediately or to cancel the action. To learn more, see Controlling Backup Post-Job Action.
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5. In the At the following events section, specify settings for events that trigger the backup job
launch:

= Select the Lock check box if you want to start the scheduled backup job when the
user locks the computer.

= Select the Log off check box if you want to start the scheduled backup job when
the user working with the computer performs a logout operation.

= Select the When backup target is connected check box if you want to start the
scheduled backup job when the backup storage becomes available (for example,
when the computer connects to a local network and the target shared folder is
accessible).

= Select the Eject removable storage once backup is completed check box if you
want Veeam Endpoint Backup to unmount the storage device after the backup job
completes successfully. With this option selected, backup files on the removable
storage will be protected from encrypting ransomware, such as CryptoLocker.

= Use the Back up no more often than every <N> <time units> field to restrict the
frequency of backup job sessions. Specify a minutely, hourly or daily interval
between the backup job sessions.

The Back up no more often than every <N> <time units> option is applied only to job
sessions started at specific events. Daily backups are performed according to
defined schedule regardless of the time interval specified for this setting.

6. Click Save.
Important! [f the power scheme on your computer does not allow using wake up timers, Veeam Endpoint

Backup will ask you to change the power scheme settings. Click Yes to allow Veeam Endpoint
Backup to wake your computer from sleep for backup.

You can manually change the power scheme settings on your computer. To do this, navigate to
Control Panel > All Control Panel Items > Power Options > Edit Plan Settings.

Schedule
i Choose when you want backup job to be started automatically.

Backup Mode Periodically

YWe will wake vour computer from sleep to take a backup unless the connected standby power
YVolumes model iz enabled. Mormally. this model iz only enabled on mobile devices. such as tablets.

Diestination [w] Daiy at 12:30 &M | |Ever_l,lda_l,.l v| | Draps..

Shared Falder If computer iz shutdown at thiz time | B ackup once powered on W |

Onee backup is taken, computer should | .eep running W |

Summary Ak the following events
[ Lock
[] Log off
[] when backup target is connected 1)

[] Eject removable starage once backup is completed [Cryptolocker protection)

Back up no more often than every | Haour W |

| < Previous | | Save | | Firizh | | Cancel
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Step 11. Review Backup Job Settings

At the Summary step of the wizard, complete the backup job configuration process.
1. Review settings of the configured backup job.

2. Tostart the job after you close the wizard, select the Run the job when I click Finish check
box.

3. Click Finish.

Summary

Mew zattings have been saved successfully, Click Finizh to exit the wizard,

Backup Mode Backup job wasz created successfully.

Files
Backup mode: [ file level backup]
Included iterns:
E:ADocuments 2003
E:\Docurnents 2014
Shared Falder E:\Dacuments 2015
E:\System Yolume Information

D estination

Schedule
Destination
Shared folder: \W172.17. 25,37\ eeam

Schedule

Draily &t [12:30 A4k]

If computer iz shutdown at this time: [backup once powered on)
Once backup is taken, computer should: [keep running]

At storage attach

Backup no more often than eveny [15 Minutes]

[#] Bur the job when | click Finish

< Previous | | T ewt > | | Firizh | | Cancel

What You Do Next

After you configure the scheduled backup job, Veeam Endpoint Backup displays a clock over its icon
in the system tray. The clock identifies that your computer is protected with the scheduled backup
job. Veeam Endpoint Backup will periodically start the scheduled backup job to back up selected data
and add a new restore point to the backup chain in the target location.

If necessary, you can also perform the following backup operations when you need it:
= (Create a standalone full backup
= (Create an incremental backup

If some of your data gets lost or corrupted, you can do the following:
= Recover all computer volumes or specific volumes from the backup

= Recover individual files and folders from the backup
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Managing Backup Job

After you configure the scheduled backup job, you can perform the following actions with it:
= Edit the backup job settings
= Disable and enable the backup job

Editing Backup Job Settings

If you want to change settings of the scheduled backup job, you can edit it at any time. For example,
you may want to edit the backup job to add a new folder to the backup scope, change the target
location or job scheduling settings.

To access backup job settings, do one of the following:

= Right-click the Veeam Endpoint Backup icon in the system tray and select Backup >
Configure backup.

= From the main menu, select All Programs > Veeam > Tools > Configure Backup or use the
Microsoft Windows search to find the Configure Backup option on your computer.

= Double-click the Veeam Endpoint Backup icon in the system tray or right-click it and select
Control Panel. At the top left corner of the Status view, click Configure backup.

Then edit the job settings as required. To learn more about available job settings, see Configuring
Scheduled Backup Job.

If you change the target location in the backup job, during the next backup job session Veeam
Endpoint Backup will perform full data backup. All subsequent backup sessions will produce
incremental backups — Veeam Endpoint Backup will copy only changed data to the target location
and add a new incremental backup file to the backup chain.

If you change the backup scope in the backup job, during the next backup job session Veeam
Endpoint Backup will create a new incremental backup that will contain a full copy of all data that you
have selected to back up.

Tip: Full backup takes much more time than incremental backup. If you change the target location, you

can copy an existing backup chain to the new location manually. In this case, the new backup job
session will produce an incremental backup file and add it to the backup chain.
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Disabling and Enabling Backups

You can disable the scheduled backup job if you do not want to run automatic backups for some
period of time. For example, you may want to put backup activities on hold if you plan to perform
resource consuming operations on your computer at the time when the backup job is scheduled.
After the operations are completed, you can enable the backup job again.

The disabling option is applicable only to the scheduled backup job. You can create standalone full
backups and perform ad-hoc incremental backup even if the backup job is disabled.

To disable the scheduled backup job:

1. Double-click the Veeam Endpoint Backup icon in the system tray or right-click it and select
Control Panel.

2. Click the Settings tab at the top of the window.
3. Select the Disable scheduled backups check box.
To enable a disabled backup job:

1. Double-click the Veeam Endpoint Backup icon in the system tray or right-click it and select
Control Panel.

2. Click the Settings tab at the top of the window.
3. Clear the Disable scheduled backups check box.

SETTIMGS SURPORT UPDATE

General;

Dizable scheduled backups
Dizable backup over metered connection

[W] Throttle backup activity when system is busy

hanage registered storage dewices

Notifications:

Enable Control Panel notifications

[ ] Enable email notifications Corfigure and test
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Controlling Backup Post-Job Action

You can set up Veeam Endpoint Backup to perform a finalizing action after the backup job completes
successfully:

= Sleep — bring your computer to the standby mode.
= Hibernate — bring your computer to the hibernate mode.
= Shutdown — shut down your computer.

To learn more, see Specify Backup Schedule.

When the backup job completes, Veeam Endpoint Backup opens the Control Panel and prompts a
dialog with a countdown to the specified action. Timeout between the backup job completion and
the backup post-job action is 60 seconds.

= To proceed to the backup post-job action immediately, click Sleep/Hibernate/Shutdown
Now.

= To cancel the action (for example, if you want to continue working or to save your data before
turning off the computer), click Cancel.

If you do not select any option, Veeam Endpoint Backup will perform the specified action when
timeout expires.

@ Restore point details

Backed up items: F:, Total backup size: 13.6 GB

Backup duration: 0:05:39 Average backup duration: 0:13:04

Restore point size: 0.4 MB Free disk space: 502 GB
Action Duration
@ Initializing Backup has l?lltae}? cgmplelted success;ully. n0ST7
@ Preparing for backup Computer will shutdown in 16 seconds, 0:00:08
@ Creating VS5 snapshot Shutdown Mo ‘ ‘ cancel 00032
@ Calculating digests 00002
2 Local Disk (F:) (30,0 GE) 77.0 ME read at 19 ME/s [CET] Q0006
@ Finalizing 00019
@ Full backup file merge completed successfully 00023

© sending email notification,
(V] Processing finished at 3/19/2016 5:35:42 PM

Restore Files | ‘ Restore Wolumes
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Deleting Backups

Backup files created with Veeam Endpoint Backup are removed automatically according to the
retention policy settings. However, you can also remove backup files manually if necessary.

Always delete the whole backup chain from the target location. If you delete a full backup file or
individual incremental backup file from the backup chain, the chain will be broken, and Veeam
Endpoint Backup will fail to perform the scheduled backup next time.

If you remove the whole backup chain from the target location, during the next backup job session,
Veeam Endpoint Backup will produce a new full backup. All subsequent backups will be incremental.
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Performing Ad-Hoc Backups

In addition to running scheduled backups, you can create ad-hoc backups of your data at any time
you need. Veeam Endpoint Backup lets you perform the following types of ad-hoc backups:

=  Standalone full backup
= Backup to another location

= Incremental ad-hoc backup

Creating Standalone Full Backups

If you want to back up your data at a specific pointin time, you can create a standalone full backup.
The standalone full backup is independent:it is not followed by subsequent incremental backups and
is not removed by retention. You can use the standalone full backup to create an additional restore
point from which you can recover your data.

Before you create a standalone full backup, check the following prerequisites:
= The backup job must be configured.

= You cannot create a standalone full backup if a backup task of any type is currently running.
This includes a scheduled backup, standalone full backup or ad-hoc incremental backup.

To create a standalone full backup:
1. Right-click the Veeam Endpoint Backup icon in the system tray.

2. Select Backup > Standalone full backup. Veeam Endpoint Backup will create a full backup
file using settings of the scheduled backup job. The resulting full backup file will be saved in
the target location specified in the job settings, and placed to a separate folder. The folder is
named in the following way:

Backup Job <ComputerName>.adhoc.<DateandTime>.

You can also create a standalone full backup in a location that is not specified in the backup
job settings. To learn more, see Performing Backup to Another Location.

Backup now

[~ Standalone full backup
Backup to another location...

Configure backup Backup 4

Restore 4

Control Panel

Exit
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Performing Backup to Another Location

You can create a standalone full backup in a separate location that is not specified as a target location
in the backup job settings. Performing backup to another location is similar to creating regular
standalone full backups. The main difference is that you must manually select a target location in
which Veeam Endpoint Backup will save the backup file.

Before you perform backup to another location, check the following prerequisites:
1. The backup job must be configured.

2. You cannot perform backup to another location if a backup task of any type is currently
running. This includes a scheduled backup, standalone full backup or ad-hoc incremental
backup.

To perform backup to another location:
1. Right-click the Veeam Endpoint Backup icon in the system tray.

2. Select Backup > Backup to another location.

Backup now

Standalone full backup

Backup to another location.. |~

Configure backup Backup 4

Restore 4

Control Panel

Exit

3. Inthe standalone full backup dialog window, specify the target location for the backup file:

= |f you want to save the backup file in a folder on a local drive or a removable
storage device, click Browse and select the necessary folder or type a path to the
folder where backup file must be saved.

= If you want to save the backup file in a network shared folder, type a UNC name of
the network shared folder. Keep in mind that the UNC name always starts with two
back slashes (\\). If the network shared folder requires authentication, specify a user
name and password of the account that has access permissions on this shared
folder. The user name must be specified in the DOMAIN\USERNAME format.

4. Click Backup.

Veeam Endpoint Backup will create a full backup file using settings of the scheduled backup
job. The resulting full backup file will be saved in a separate folder in the specified location.
The folder is named in the following way:

Backup Job <ComputerName>.adhoc.<DateandTime>.
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SETTIMNGS SUPPORT UPDATE

@ Last backup: L Configure backup

21

- Type in a path to the local or shared folder to create standalone full backup in:

717 GB WIT2.17.25. 37 \Weeam

5.74 GB WEEAMAdministrator

4,30 GB --..--..l ,.\‘

287 GB Backup

1.43 GB

. n s =ee B

6 days 5 daws 4 days 3 days 2 days 1 day 21 hours
ago ago ago ago ago ago ago

Creating Incremental Backups

You can create an ad-hoc incremental backup of your data in addition to the scheduled backup. Ad-
hoc incremental backup may be necessary if you want to capture your data at a specific point in time,
for example, before you install new software on your computer. Ad-hoc incremental backup lets you
produce an additional restore pointin the backup chain at any time and does not require you to
reconfigure the scheduling settings in the backup job.

Before you perform ad-hoc incremental backup, check the following prerequisites:
= The backup job must be configured and successfully run at least once.

= You cannot perform ad-hoc incremental backup if a backup task of any type is currently
running. These include a scheduled backup, standalone full backup or ad-hoc incremental
backup.

To perform ad-hoc incremental backup, do one of the following:

= Double-click the Veeam Endpoint Backup icon in the system tray and click Backup Now in
the Control Panel.

= Right-click the Veeam Endpoint Backup icon in the system tray and select Backup > Backup
now.

Veeam Endpoint Backup will perform incremental backup using settings of the scheduled backup job
and add a new restore point to the backup chain in the target location.

Backup now m

Standalane full backup
Backup to another location...

Configure backup

Backup >

Restore L4

Control Panel

Exit
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Performing Backup with Command Line Interface

In addition to running scheduled backup jobs and performing ad-hoc backups from the Veeam
Endpoint Backup Tray Agent or Control Panel, you can create backups with the command line
interface. For example, you can use commands for running a backup job in custom scripts to set up
more detailed backup schedule than the daily schedule configured with the Control Panel.

You can run a backup job from the command line interface to create the following types of backups:
= Full or incremental backup (regular restore point in the backup chain)
= Standalone full backup
=  Backup to another location
Before you create a backup from the command line interface, check the following prerequisites:
= The backup job must be configured.

= You cannot run a backup job from the command line interface if a backup task of any type is
currently running. This includes a scheduled backup, standalone full backup or ad-hoc
incremental backup.

Creating Incremental Backups

To perform an incremental backup, use a command with the following syntax:

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint_Manager.exe" /backup

Creating Standalone Full Backups

To create a standalone full backup, use a command with the following syntax:

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint.Manager.exe"
/standalone

Performing Backup to Another Location

To create a standalone full backup to a different location than a location that is specified in the backup
job settings, use a command with the following syntax:

"C:\Program Files\Veeam\Endpoint Backup\Veeam.EndPoint._Manager .exe"
/standalone <location>

where <location>is a path to a folder in which the backup should be created.
Important! [f you specify a network shared folder as a target location for standalone full backup, Veeam

Endpoint Backup will use credentials that are specified in the backup job settings to connect to the
shared folder. You cannot specify custom credentials in the command.
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Monitoring Backup Job Status

When you start a backup job from the command line interface, it runs automatically in the
background. You can view information about the backup job session or the created restore pointin
the Control Panel. To learn more, see Viewing Statistics in Control Panel.

You can also use the last exit code to verify if the backup job has completed successfully. To check the
last exit code, use the %ERRORLEVEL% variable in cmd . exe.

Veeam Endpoint Backup can provide the following exit codes:
= 0 — backup successfully created
= -1 — backup job failed to start or completed with error

= 5 —backupjob is currently running and cannot be started from the command line interface
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If you experience a problem with your computer, your data gets lost or corrupted, you can use one of
the following options to recover your data or bring the computer back to work:

= Restoring from Veeam Recovery Media

= Using Veeam Endpoint Backup and Microsoft Windows Tools
= Using Microsoft Windows Recovery Environment

= Restoring Volumes

= Restoring Files and Folders
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Restoring from Veeam Recovery Media

If the OS on your computer fails to start, you can use the Veeam Recovery Media to recover your
computer. The Veeam Recovery Media will help you boot the computer in the limited mode. After
booting, you can use Veeam Endpoint Backup or standard Microsoft Windows tools to diagnose
problems and fix errors. You can also use a backup created with Veeam Endpoint Backup to restore
the whole system image of your computer or specific volumes on your computer.

Before You Begin

Before you boot from the recovery image and recover your data, check the following prerequisites:

= You must have a successfully created recovery image on any type of media: CD/DVD/BD or
removable storage device.

= Torecover data on your computer, you must have both the Veeam Recovery Media and data
backup. For data recovery, you can use a volume-level backup created with Veeam Endpoint
Backup or system image created with Microsoft Windows. Make sure that the backup or
system image is available on the computer drive (local or external), a network shared folder or
on the backup repository managed by a Veeam backup server.

=  The media type on which you have created the recovery image must be set as a primary boot
source on your computer.

= Recovery images for Microsoft Windows 32-bit OSes can be booted in the BIOS system only.
Recovery images for Microsoft Windows 64-bit OSes can be booted in the BIOS and UEFI
systems.

Mind the following:

= When you create a Veeam Recovery Media, Veeam Endpoint Backup stores settings for
languages added to the list of input languages on your computer. If necessary, you can
switch between languages using a hotkey combination when working with the Veeam
Endpoint Recovery wizard. The default key combination is typically [Shift] + [Alt].

= You can open the Command Prompt at any moment. To do this, press [Shift] + [F10] on the
keyboard.

= If you perform restore on a tablet, you can use a virtual keyboard to enter necessary restore
settings in the Veeam Endpoint Recovery wizard.
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Step 1. Boot from Veeam Recovery Media

To boot from the Veeam Recovery Media:

1. [For CD/DVD/BD] Power on your computer. Insert the media with the recovery image to the
drive and power off the computer.

[For removable storage device] Attach the removable storage device with the recovery image
to your computer.

2. Start your computer.

3. You will be offered to boot the OS from the CD/DVD/BD or attached removable storage. Press
any key on the keyboard to continue.

4. Wait for Veeam Endpoint Backup to load files from the Veeam Recovery Media. Loading the
OS from the Veeam Recovery Media usually takes more time than loading the OS from the
local computer drive.

5. After the OS has loaded, make sure network settings are specified correctly and configure
network if necessary. To learn more, see Select Network Adapter or Wireless Network.

6. Choose the necessary recovery tool to use. Veeam Endpoint Backup offers the following tools:

= Bare Metal Recovery — the Veeam Endpoint Backup wizard to recover data on the
original computer or perform bare-metal recovery.

= Windows Recovery Environment — built-in Microsoft Windows tools to recover the
computer system image.

= Tools — Veeam Endpoint Backup and Microsoft Windows utilities for advanced
computer administration.

Tip: To shut down or restart your computer, click the Power Options button at the bottom right corner
of the Veeam Endpoint Recovery screen and select the necessary option: Shut down or Restart.
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Step 2. Select Network Adapter or Wireless Network

To open the Network settings window, click the Network Settings button at the bottom right corner
of the Veeam Endpoint Recovery screen.

Tip: The Network Settings button appearance may vary depending on the detected network connection:
Ethernet or wireless. If your computer is connected to a wireless network, the Network Settings
button will indicate Wi-Fi signal strength.

Select anetwork adapter or wireless network that you want to use to connect to the network shared
folder or Veeam backup repository where the backup resides.

= [If network connection settings are included in the Veeam Recovery Media, or if thereis a
DHCP server in your network, Veeam Endpoint Backup will configure the network settings
automatically and display available network adapters in the list.

= If you want to access the network shared folder or Veeam backup repository using a wireless
network, select the necessary network in the list and click Next. If the wireless network is
password protected, you will be prompted to specify a password for this network.

= You can manually configure TPC/IP v4 settings for adapters if necessary. To do this, select an
adapter in the list and click Properties.

Note: You will be prompted to configure network settings manually if Veeam Endpoint Backup does not
detect available networks and there are no network settings included in the Veeam Recovery Media.

Network settings E

Available networks:

i
o
)

Local Area Connection Froperties
m Bhemet

Load network adapter driver

oK || Cancel
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Installing Network Adapter Drivers

The list of networks can be empty. This can happen in two situations:

= The driver for the network adapter is included in the Veeam Recovery Media but failed to be
installed automatically for some reason.

= The driver for the network adapter is notincluded in the Veeam Recovery Media.
To install drivers that were included in the Veeam Recovery Media:

1. Atthe Network settings window, click Load network adapter driver.

2. In the Hardware Drivers window, select the necessary device.

If you want to include in the restored operating system all the drivers that were saved to the
Veeam Recovery Media, select the Inject these drivers into operating system while
performing bare metal recovery option. In case the option is not selected, the restored
operating system will include only default Windows hardware drivers.

1. Click the Install link next to the selected device.
To install drivers that were notincluded in the Veeam Recovery Media:
1. At the Network settings window, click Load network adapter driver.

2. Atthe bottom of the Hardware Drivers window, click the Load Driver button and select the
INF file in the driver package folder. You can also click the Show unknown devices link to see
a list of all existing devices without drivers. This information may help you to identify the
exact device for which you need to install the driver.

3. C(lickInstall.

Hardware Drivers @

All storage and network adapters for which drivers are available are shown below. f your recovery media does not include drivers for
some adapters, click Load Driver below to supply the driver manually.

Storage and network adapters:

MName State
Disk drives
== Vfitual HD ATA Device Online
== Vfitual HD ATA Device Online
= Virtuigt
i Micrd Load Driver E

e=Micrd | gad custom drivers for hardware installed in this computer. The drivers are usually supplied by hardware
=t Micrd  manufacturers on CD disks or USB drives, attematively they can be downloaded from the vendor's web site.

=1L 3 . . .
Driverfile: |C:\Drivers\Driver\DRV.INF Browse...
e
e ATA
Metwa Show unknown devices Install Cancel
g Microsoft Femel Debug Network Adapier nfine
g Microsoft Hyper-Y Network Adapter Online

[] Inject these drivers into operating system while performing bare metal recavery

ox
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Step 3. Launch Veeam Endpoint Recovery Wizard

To launch the Veeam Endpoint Recovery wizard, on the Veeam Endpoint Recovery screen, click
Bare Metal Recovery.

Veeam Endpoint Recovery

Windows Recovery
Environment
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Step 4. Specify Backup File Location

At the Backup Location step of the wizard, specify where the backup file that you want to use for
data recovery is located.

By default, Veeam Endpoint Backup automatically locates the latest backup on the computer drive
and you pass immediately to the Restore Point step of the wizard. If Veeam Endpoint Backup fails to
locate the backup on the local computer drive for some reason, or the backup file is located in a
network shared folder or on a backup repository, select where the backup file resides:

= Local storage — select this option if the backup file resides on the local computer drive,
external drive or removable storage device that is currently connected to your computer.
Click Browse and select a backup metadata file (VBM).

= Network storage — select this option if the backup file is located in a remote location —in a
network shared folder or on a Veeam backup repository. In this case, the Veeam Endpoint
Recovery wizard will include additional steps for specifying the backup file location settings.

=2l

= Veeam Endpoint Recovery ==
Backup Location
¥ \ Specify where the backup files you want to restore from reside.

" Beckip locaton | @ Local storage

We will search all local computer storage for endpoint backup files, and display the last

Restore Point available restore point below.
Backup file:
Restore Mode
F:\WVeeamBackup*Backup Job FILESERVERD1 Backup Job FILESEHVEF{B'I.| | Browse...
Summary
Progress Backup taken: Today Volumes in backup: C
Operating system: Windews Server 2012 R2 Standard
Load driver

) Network storage

Select this option if your endpoint backup files are stored in a shared folder, orin a
Veeam backup repository.
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Installing Drivers for Remote Storage Devices

A removable storage device with the backup file may not be displayed in the list of devices. This can
happen in two situations:

= The driver for the remote storage device is included in the Veeam Recovery Media but failed
to be installed automatically for some reason.

= The driver for the remote storage device is not included in the Veeam Recovery Media.
To install drivers that were included in the Veeam Recovery Media:

1. Atthe Backup Location step of the wizard, click Load driver.

2. In the Hardware Drivers window, select the necessary device.

If you want to include in the restored operating system all the drivers that were saved to the
Veeam Recovery Media, select the Inject these drivers into operating system while
performing bare metal recovery option. In case the option is not selected, the restored
operating system will include only default Windows hardware drivers.

1. Click the Install link next to the selected device.
To install drivers that were not included in the Veeam Recovery Media:
1. At the Backup Location step of the wizard, click Load driver.

2. Atthe bottom of the Hardware Drivers window, click the Load Driver button and select the
INF file in the driver package folder. You can also click the Show unknown devices link to see
a list of all existing devices without drivers. This information may help you to identify the
exact device for which you need to install the driver.

3. C(lickInstall.

Hardware Drivers @

All storage and network adapters for which drivers are available are shown below. f your recovery media does not include drivers for
some adapters, click Load Driver below to supply the driver manually.

Storage and network adapters:

MName State
Disk drives
== Vfitual HD ATA Device Online
== Vfitual HD' ATA Device Online
= Virtuigt
i Micrd Load Driver E

e=Micrd | oad custom drivers for hardware installed in this computer. The drivers are usually supplied by hardwars
=t Micrd  manufacturers on CD disks or USB drives, attematively they can be downloaded from the vendor's web site.

= Iteel]] 3 . . .
Driverfile: |C:\Drivers\Driver\DRV.INF Browse...
e
e ATA
Metwa Show unknown devices Install Cancel
g Microsoft Femel Debug Network Adapier nfine
g Microseft Hyper-Y Networls Adapter Online

[] Inject these drivers into operating system while performing bare metal recavery

ox
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Step 5. Select Remote Storage
The Network Storage step of the wizard is available if you have selected to restore data from a
backup file that resides in a remote location — in a network shared folder or on a backup repository.

Select where the backup file resides:

= Shared folder — select this option if the backup file resides in a network shared folder. With
this option selected, you will pass to the Shared Folder step of the wizard.

=  Veeam backup repository — select this option if the backup file resides on a backup
repository managed by a Veeam backup server. With this option selected, you will pass to the
Backup Server step of the wizard.

=

e Veeam Endpoint Recovery ==

Network Storage
i ﬂ \ Specify the network storage type holding the backup files you want to restore from.

Backup Location (@) Shared folder
Select this option if your endpaont backups are stored in a shared folder (on a network drive),
_ for example on a Network Attached Storage (MAS) box, or on a file server.
Shared Folder ) Veeam backup repository
Select this option i your endpoint backups are stored in Veeam backup repository.
Backup
Restore Point
Restore Mode
Summary
Progress

EN <Previous | | Next > Finish
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Step 6. Specify Shared Folder Settings

The Shared Folder step of the wizard is available if you have selected to restore data from a backup

file located in a network shared folder.

Specify settings for the network shared folder:

1. In the Shared folder field, enter a UNC name of the network shared folder with a backup file.
Keep in mind that the UNC name always starts with two back slashes (\\).

2. Ifthe network shared folder requires authentication, select the This share requires access
credentials check box and specify a user name and password of the account that has access
permissions on this shared folder. The user name must be specified in the

DOMAIN\USERNAME format.

To view the specified password, click and hold the eye icon on the right of the Password

field.

= eeam Endpoint ry
Shared Folder

i$i Specify SMB (CIFS) shared folder UNC path and credertials.

Backup Location Shared folder:

[\\172.17.25.37\Veeam

| | Browse...

Metwork Storage

This share requires access credentials:

9

Backup

. Usemame: |VEEJ‘\M\J\dmini5t|E|tor
Restore Point E .

" Password: |..........

Restore Mode
Summary
Progress
EN < Previous | | Next >

Firish
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Important!

Step 7. Specify Backup Server Settings

The Backup Server step of the wizard is available if you have chosen to restore data from a backup file

located on a backup repository.

Specify settings for the Veeam backup server that manages the backup repository:

1. In the Veeam backup server name or IP address field, specify a DNS name or IP address of

the Veeam backup server.

2. Inthe Username and Password fields, enter a user name and password of the account that
has access to this backup repository. Permissions on the backup repository managed by the
target Veeam backup server must be granted beforehand. To learn more, see Setting Up User

Permissions on Backup Repositories.

3. Inthe Port field, specify a number of the port over which Veeam Endpoint Backup must
communicate with the backup repository. By default, Veeam Endpoint Backup uses port

10001.

If you specify a DNS name of the Veeam backup server, make sure that the Veeam backup server
name is resolved into IPv4 address on the machine where Veeam Endpoint Backup is installed. The
Veeam Backup Service in Veeam Backup & Replication listens on IPv4 addresses only. If the Veeam
backup server name is resolved into IPv6 address, Veeam Endpoint Backup will fail to connect to the

Veeam backup server.

= Veeam Endpoint Recovery

—

Backup Location Veeam backup server name or IP address:

Backup Server
ﬂ Specify Veeam Backup & Replication server name and your Windows credertials using DOMAINYUSERNAME format.

[l

[172.16.1252

Metwork Storage

Usemamea: |VEEﬁM\Administ|ator

Backup " Password: |oooo.o.oo.

9

Restore Point
Port: {10001 EI
Restore Mode
Summary
Progress
EN < Previous | | Mext >
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Step 8. Select Backup

The Backup step of the wizard is available if you have chosen to restore data from a backup file that
resides in a remote location — in a network shared folder or on a backup repository.

From the list of backups, select a backup from which you want to recover data. To quickly find the
necessary backup, use the search field at the bottom of the window: enter a backup name or a part of
it in the search field and click the Start search button on the right or press [ENTER].

In the list of backups, Veeam Endpoint Backup displays only those backups that meet the following
Criteria:

1. Backups created at the volume level. File-level backups are not displayed.

2. [For backup repository target] Backups accessible by the user whose credentials are specified
at the Backup Server step of the wizard:

= If you specify credentials for the user who has access to the backup repository, the
list of backups will include only backups created by this user.

= If you specify credentials for the Backup Administrator on the backup server, the list
of backups will include all Veeam Endpoint backups stored on the backup

repository.
S Veeam Endpoint Recovery
Backup
ﬂ '\ Specify a backup to restore from. You can type in a few letters of your computer name in search to quickly locate the required

g backup.

Backup Location Selected computer: FILESERVERO1

Network Storage Name Last backup Restore points

4 E Backup Job FILESERVERD1 vbm /2072016 6:07 PM

Shared Folder [ E FILESERVERD1 3/20/2016 607 FM 5

Restore Point

Restore Mode

Summary

Progress

|Ev Type in an object name to search for p|

EN < Previous | | MNext > Firish
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Step 9. Select Restore Point

At the Restore Point step of the wizard, select a restore point from which you want to recover data.

By default, Veeam Endpoint Backup uses the latest restore point. However, you can select any valid
restore point to recover files and folders to a specific pointin time.

Veeam Endpoint Backup displays only restore points of volume-level backups. For example, if you
have run 2 job sessions to create a backup of all computer volumes and then changed the backup
scope to file-level backup, Veeam Endpoint Backup will display only 2 restore points in the list.

[

=1 Veeam Endpoint Recovery
Restore Point
é Select a desired restore point.
Backup Location Computer name:  DESKTOPO1 Vaolumes included: E
Disks included: Disk 1
Metwork Storage
Operating system: Windows Server 2012 R2 Standard
Shared Folder Available restore points:
Backup Created Type
[ (& less than 1 day ago (6:07 PM Sunday 3/20/2016) Increment
WRestore Pt ] [ 51 day ago (6:32 PM Saturcay 3/18/2016) incremert
R Mod @1 day ago (6:17 PM Saturday 3/15/2018) Increment
edtixe Mode 5 1 day ago (5:43 PM Saturday 3/19/2016) Increment
Ty C'-E‘ 2 days ago (3:31 PM Friday 3/18/2016) Full
Progress
EN < Previous | | Mexnt = Finish Cancel
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Step 10. Select Data Restore Mode

At the Restore Mode step of the wizard, select the data restore mode:

=  Entire computer — select this option if you want to restore the whole system image of your
computer. In this case, Veeam Endpoint Backup will attempt to map volumes from the
backup to existing computer volumes and will overwrite existing data with data restored
from the backup.

= System volumes only — select this option if you want to restore only system state data and
the system volume (volume on which the Microsoft OS is installed). In this case, Veeam
Endpoint Backup will restore the Microsoft Windows system partition and boot partition from
the backup to your computer. For GPT disks on Microsoft Windows 8, 8.1, 10, 2012 and 2012
R2, Veeam Endpoint Backup will additionally restore the recovery partition.

= Manual restore (advanced) — select this option if you want to choose what computer
volumes you want to restore and manually allocate disk space on restored volumes. This
option is recommended for users who have experience in working with Microsoft Windows
disks and partitions.

To view the current disk allocations settings on your computer, at the bottom of the wizard click View
automatically detected disk mapping.

You will not be able to restore data in the Entire computer or System volumes only mode, if disks on a
computer have not enough space to embed volume data from the backup. In this situation, you will
be prompted to use the Manual restore mode.

e

=1 Veeam Endpoint Recovery ==l

Restore Mode
¥, ﬂ \ Specify a restore mode.

Backup Location () Entire computer

Restores the entire computer backup. All data on existing volumes of this computer will be
Network Storage overwritten with the data from backup file.
Shared Folder () System volumes only

Restores only system volumes required for the operating system to function. Recommended in
Backup situations when your computer does not boot up.

(@) Manual restore (advanced)
Restores selected volumes only, with the ability to re-allocate partitions and volumes. This

_ restore mode should be used by advanced users only.

Restore Point

Disk Mapping
Summary
Progress
View automatically detected disk mapping
EM < Previous Mext = Finizh Cancel
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Step 11. Map Restored Disks

The Disk Mapping step of the wizard is available if at the Restore Mode step of the wizard you have
chosen to restore data in the Manual mode.

You can map volumes that you want to restore from the backup to disks on the target computer.

Important! Itis strongly recommended that you change disk mapping settings only if you have experience in
working with Microsoft Windows disks and partitions. If you make a mistake, your computer data
may get corrupted.

To map volumes:
1. Select check boxes next to volumes that you want to restore from the backup.

2. [For restore to a new location] By default, Veeam Endpoint Backup restores all volumes to
their initial location. If the initial location is unavailable, a volume is restored to a disk of the
same or larger size. To map the restored volume to another computer disk, at the bottom of
the wizard click Customize disk mapping. In the Disk Mapping window, specify how
volumes must be restored:

a. Right-click the target disk on the left and select the necessary disk layout:

= Apply Backup Layout — select this option if you want to apply
to disk the settings that were used on your computer at the
moment when you performed backup.

= Apply Disk Layout — select this option if you want to apply to
the current disk settings of another disk.

= Erase — select this option if you want to discard the current disk
settings.

-
e |

= Veeam Endpoint Recovery =]

Disk Mapping
y m % Review and customize disk mapping between the backed up computer and this computer.

Backup Location Disk mapping:
Network Settings Velume Layout Type Capacity Restore layout
Disk 1
Heawodc ioage clocal Disk (E)  Simple Basic 599GE Automatic
Disk Mapping e
Diskes:
= Disk 0
0.0 GB System Reserved (D:) )
Basic 350.0 MB NTFS 59.7 GB NTFS
Healthy (Active. Primary Par | | Healthy (Primary Partition)
Apply Backup Layout
., Disk 1| Apply Disk Layout v Qisk 1 "
60.0 GB Erase -
Basic 59.9 GB NTFS
Healthy (Primary Partition)
= Disk 2
30.0 GB Local Disk (F:)
Racic 29.9 GB NTFS v
B Esting volume Restored volume M Unallocated
B Bdended volume B Unknown partition Extended volume free space Cancel
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b. Right-click unallocated disk space in the disk area on the right and select what
volume from the backup you want to place on this computer disk.

If you want to change disk layout configured by Veeam Endpoint Backup, right-
click an automatically mapped volume and select Remove. You will be able to use
the released space for mapping volumes in your own order.

Disk Mapping @
Disks: Load driver
= Disk 0 "
0.0 GB System Reserved (D) ()
Basic 350.0 MB NTFS 59.7 GB NTFS
Healthy (Active, Primary Par | | Healthy (Primary Partition)
—, Disk 1
==
7,
60.0 GB /
Basic 60.0GB | Restore » || Diskl > | Local Disk(E) (600 GB)
Unallocated A /
Gl 7
= Disk 2
0.0 GB Local Disk (F:)
Bacic 30.0 GB NTFS v
B Existing volume Restored volume M Unallocated
B Edended volume B Unknown partition Bxtended volume free space Cancel

3. [For restore with volume resize] You can resize a volume mapped by Veeam Endpoint Backup
to a target computer disk. To resize a volume, right-click itin the Disk Mapping window and
select Resize. With this option selected, you will pass to the Volume Resize window.

Note: If you map a backup volume that is larger than the amount of available space on the target disk,
Veeam Endpoint Backup will prompt you to shrink the restored volume. After you agree and click
OK, Veeam Endpoint Backup will prepare to shrink the volume to the size of available disk space.

Disk Mapping ==
Diskes: Load driver
= Disk 0 A
0.0 GB System Reserved (D:) {c:)
Basic 350.0 MB NTFS 59.7 GB NTFS
Healthy (Active, Primary Par | | Healthy (Primary Partitien)
o Disk 1 [
60.0 GB Local Disk (E)
Basic 50.0 GBNTFS | Remove |
Healthy (Primary Partition) Resize M
L0000 5 7
= Disk 2
30.0 GB Local Disk (F:)
Rarsic 30,0 GB NTFS v
B Eisting volume Restored volume M Unallocated
B Edended volume B Unknown partition Extended volume free space Cancel

99 | Veeam Endpoint Backup | User Guide | REV 1



Installing Storage Adapters Drivers

A computer disk may not be available in the list of disks. This can happen in two situations:

= The driver for the storage adapter is included in the Veeam Recovery Media but failed to be
installed automatically for some reason.

= The driver for the storage adapter is notincluded in the Veeam Recovery Media.
To install drivers that were included in the Veeam Recovery Media:

1. Atthe Disk Mapping step of the wizard, click Load driver.

2. In the Hardware Drivers window, select the necessary device.

If you want to save drivers for all listed devices to the restored operating system, select the
Inject these drivers into operating system while performing bare metal recovery option.

1. Click the Install link next to the selected device.
To install drivers that were notincluded in the Veeam Recovery Media:
1. At the Disk Mapping step of the wizard, click Load driver.

2. Atthe bottom of the Hardware Drivers window, click the Load Driver button and select the
INF file in the driver package folder. You can also click the Show unknown devices link to see
a list of all existing devices without drivers. This information may help you to identify the
exact device for which you need to install the driver.

3. C(lickInstall.

Hardware Drivers @

All storage and network adapters for which drivers are available are shown below. if your recoveny media does not include drivers for
some adapters, click Load Driver below to supply the driver manually.

Storage and network adapters:

Mame State
Disk drives

== Vfitual HD' ATA Device Online

i Vfitual HD ATA Device Online

e Vit LI

Load Driver E

e=Micrd | oad custom drivers for hardware installed in this computer. The drivers are usually supplied by hardware
b=t Micrd  manufacturers on CD disks or USE drives, sltematively they can be downloaded from the vendor's web site.

== Micrg

=Itell  Diverfie: |C:ADrvers\Drver\DRV.INF || Browse.. |
= ATA

et ATA
MNetwd

g Microsaft Femel Debug MNetwork Adapter Unline
g Microseft Hyper-Y Networls Adapter Online

Show unknown devices Install | | Cancel |

[] Inject these drivers into operating system while peforming bare metal recovery
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Step 12. Resize Restored Volumes

At the Disk Mapping step of the wizard you can set the necessary size for the restored volumes. You
can resize a volume if you have chosen to restore data in the Manual mode and customize disk layout.
A volume will be shrunk or extended to the specified size during the process of data restore.

Note: By default, Veeam Endpoint Backup displays volume size in megabytes (MB). This allows you to
specify the desired size for the volume precisely. You can also choose to display volume size in
gigabytes (GB). This may be helpful when you need to resize volumes on larger computer disks and
want to simplify disk size calculations.

When you use GB as a volume size unit, you can specify volume size with integral numbers, for
example, 1 GB, 60 GB or 200 GB, but not 0,8 GB, 60,5 GB or 200,7 GB. However, if the maximum
volume size is in fact greater than the displayed value for less than 1 GB, Veeam Endpoint Backup will
automatically add the exceeding amount of disk space to the extended volume. For example, if the
maximum volume size is 60,2 GB, Veeam Endpoint Backup will display this size as 60 GB. When you
specify 60 GB as a desired volume size, Veeam Endpoint Backup will extend the volume to 60,2 GB.

To resize a volume:
1. Specify a volume you want to resize:

Right-click a restored volume mapped to a target disk and select Resize.

b. [For volume shrink] Right-click unallocated disk space and select what volume from
the backup you want to place on the computer disk. If the selected volume is larger
than the amount of unallocated disk space, Veeam Endpoint Backup will prompt
you to shrink the restored volume.

2. In the Volume Resize window, select the volume size unit and specify the desired size for the
restored volume.

Volume Resize

8

Size in:

Curment volume size: 61033
Mastimum volume size: 61438
Minimum vaolume size: 10941

Desired volume size: 51200 EI

4 You cannot shrink a volume beyond the poirt
where any unmovable files are located

OK || Cancel
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Step 13. Start Restore Process

At the Summary step of the wizard, finalize the recovery process.
1. Review the specified recovery settings.

2. Click Restore to start the recovery process. Veeam Endpoint Backup will perform partition re-
allocation operations if necessary, restore the necessary data from the backup and overwrite
data on your computer with it.

= Veeam Endpoint Recovery
Summary
é Review the restore settings and click Restore to start the restore process.
Backup Location Restored computer name: FILESERVERD1
Restore point: 3/20/2016 6:07 PM
Metwork Storage Restore mode: Manual
Volume(s) to restore: B\
Shared Folder Resized: volume E:\from 60.0 GB to 20.0 GB
Drivers: Inject
Backup Drivers used by the recoveny media will be injected into the operating system during recovery. if the
restored system crashes while booting, perform the restore again with driver injection disabled in Tools
Restore Point > Drivers dialog of the recovery environment.
Restore Mode
Digk Mapping
Progress
EN < Previous | | Restore Finish Cancel
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Using Veeam Endpoint Backup and Microsoft
Windows Tools

When you boot from the Veeam Recovery Media, you can use a set of tools to repair typical causes of
unbootable OS, diagnose your computer and perform advanced administration tasks. Veeam
Endpoint Backup offers its native tools and standard Microsoft Windows recovery tools.

Important! Veeam Endpoint Backup includes Microsoft Windows Tools in the Veeam Recovery Media. If some of
Microsoft Windows Tools components are missing on the computer, some of Microsoft Windows
Tools may not be available when you boot from the Veeam Recovery Media.

To open the tools view, on the Veeam Endpoint Recovery screen, click Tools. Then choose the
necessary tool from the list:

=  Command Prompt — use this option to start the Microsoft Windows command prompt
(cmd .exe).

= Reset Password — use this option to reset a password for the built-in Administrator account
to none. The next time you boot your computer from the hard disk under the Administrator
account, you will not have to specify any password.

Mind the following:
= The password reset option does not function on domain controller machines.

= If the built-in Administrator account is disabled, this account will be enabled by the
password reset option.

= Load Driver — use this option to load from external sources drivers that are not available on
the Veeam Recovery Media. Drivers can be loaded from the computer drive or from a network
shared folder.

= Memory Diagnostic (Microsoft utility) — use this option to check the system memory of
your computer and detect potential problems. The utility can be started during the current
work session or when you boot your computer the next time. To learn more, see
http://technet.microsoft.com/en-us/magazine/2008.09.utilityspotlight.aspx.

= Startup Repair (Microsoft utility) — use this option to fix system problems that may prevent
Microsoft Windows from starting, for example, missing and damaged system files or the
corrupted boot sector. To learn more, see http://windows.microsoft.com/en-
us/windows/startup-repair-fag#1TC=windows-7.

=  Export Logs — use this option to export the Veeam Endpoint Backup debug logs to a ZIP file
and save this file on a removable storage appliance attached to your computer.
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Command Prompt
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Using Microsoft Windows Recovery Environment

If you have a Microsoft system image on the computer drive or a DVD archive with Microsoft system
images, you can recover your computer using the Microsoft Windows System Image Recovery tool.

To access the Microsoft Windows System Image Recovery tool, on the Veeam Endpoint Recovery
screen, click Windows Recovery Environment.

The process of recovery does not differ from the process performed in Microsoft Windows. To learn
more, see http://windows.microsoft.com/en-us/windows/restore-computer-from-system-image-
backup.

Veeam Endpoint Recovery

Select a system image backup
This computer will be restored using the system image.

Everything on this computer will be replaced with the
information in the system image.

Troubleshooting information for BMR::
http: /fgo.microsoft.com/fwlink/p,/?Linkld =225039
() Use the latest available system image(recommended)

Location:
Diabe and time:

Computer:

(®) Select a system image

coe
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Restoring Volumes

You can restore a specific computer volume or all volumes from the volume-level backup.
Volumes can be restored to their original location or to a new location.

= Ifyou restore a volume to its original location, Veeam Endpoint Backup will overwrite the data
on the original volume with the data restored from the backup.

= If you restore volume data to a new location, Veeam Endpoint Backup will restore data from
the backup and write it to the selected destination. If necessary, you can specify new disk
mapping settings for the restored volume.

Before You Begin

Before you begin the volume-level restore process, check the following prerequisites:

= The volume-level backup from which you plan to restore data must be successfully created at
least once.

= [For backups stored in network shared folders and on backup repositories] You must have
access to the target location where the backup file resides.

= [For backup repository targets] If you plan to restore data from a backup stored on a backup
repository, you must have access permissions on this backup repository. To learn more, see
Setting Up User Permissions on Backup Repositories.

Volume-level restore has the following limitations:
= You cannot restore the system volume to its original location.

= You cannot restore a volume to the volume on which the Microsoft Windows swap file is
hosted.

= You cannot restore a volume to the volume where the backup file that you use for restore is
located.

To overcome the first two limitations, you can boot from the recovery image and use the Veeam
Endpoint Recovery wizard for volume-level restore. To learn more, see Restoring from Veeam
Recovery Media.

Step 1.Launch Veeam Endpoint Recovery Wizard

To launch the Veeam Endpoint Recovery wizard, do either of the following:

= Right-click the Veeam Endpoint Backup icon in the system tray and select Restore > Entire
volumes.

= Double-click the Veeam Endpoint Backup icon in the system tray or right-click the icon and
select Control Panel. In the Status view, click a bar of the necessary backup job session. Click
Restore Volumes at the bottom of the window. In this case, you will pass immediately to the
Restore Point step of the wizard.

= From the Microsoft Windows start menu, select All Programs > Veeam > Tools > Volume
Restore.

Backup 4
Individual files Restore g

[} Entire volumes

Control Panel
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Step 2. Specify Backup File Location

At the Backup Location step of the wizard, specify where the backup file that you plan to use for
restore resides.

By default, Veeam Endpoint Backup automatically locates the latest backup on the computer drive or
in a network shared folder, and you pass immediately to the Restore Point step of the wizard. If Veeam
Endpoint Backup fails to locate the backup for some reason or you want to use another backup for
recovery, specify where the backup file resides:

= Local storage — select this option if the backup file resides on the computer drive, external
drive or removable storage device that is currently connected to your computer. Click
Browse and select a backup metadata file (VBM).

= Network storage — select this option if the backup file resides in a network shared folder or
on a backup repository managed by a Veeam backup server. In this case, the Veeam
Endpoint Recovery wizard will include additional steps for specifying file location settings.

Backup Location
é Specify where the backup files pou want bo restore from reside.

® Local storage

. Wie will zearch all local computer storage for endpoint backup filez, and dizplay the lazt
Restore Paint available restore point belav,

) ) Backup file:
Dizk Mapping

F:\%eeamB ackuphBackup Job Fileserveril \Backup Job Fileserverdl vbr | | Browze...

Summary

Backup taken:  Yesterday Volumes in backup: E, F

Frogress
Operating system: Windows Server 2012 R2 Standard

) Network storage

Select thiz option if your endpaint backup files are stored in & thared folder, or in a
YYeeam backup repository.

< Previous | | st = | | Finish | | Cancel
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Step 3. Select Remote Storage Type

The Network Storage step of the wizard is available if you have chosen to restore data from a backup
file that resides in a remote location — in a network shared folder or on a backup repository.

Select where the backup file is located:

= Shared folder — select this option if the backup file resides in a network shared folder. With
this option selected, you will pass to the Shared Folder step of the wizard.

=  Veeam backup repository — select this option if the backup file resides on a backup
repository managed by a Veeam backup server. With this option selected, you will pass to the
Backup Server step of the wizard.

Network Storage
é Specify the network, storage type holding the backup files vou want to restore from.

Backup Location ® Shared folder

Select thiz aption if your endpant backups are stored in a shared folder [oh a network drive),
for example on a Metwork Attached Storage [MAS) box, or on a file server.

Shared Folder ) Veeam backup repository
Select thiz option if your endpaint backups are stored in VYeeam backup repaositon.
Backup

Restore Paint
Dizk Mapping
Summary

Frogress

< Previous | | Mext » | | Firizh | | Cancel
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Step 4. Specify Shared Folder Settings

The Shared Folder step of the wizard is available if you have chosen to restore data from a backup file
located in a network shared folder.

Specify settings for the network shared folder:

1. In the Shared folder field, enter a UNC name of the network shared folder with the backup
file. Keep in mind that the UNC name always starts with two back slashes (\\).

2. Ifthe network shared folder requires authentication, select the This share requires access
credentials check box and specify a user name and password of the account that has access
permissions on this shared folder. The user name must be specified in the
DOMAIN\USERNAME format.

If you do not select the This share requires access credentials check box, Veeam Endpoint
Backup will connect to the shared folder using the NT AUTHORITY\SYSTEM account of the
computer where the productis installed.

3. Toview the entered password, click and hold the eye icon on the right of the Password field.

Shared Folder
é Specify SME [CIFS) shared folder UMC path and credentials.

Backup Location Shared falder:
| WIT217.25.37Weeam

Metwork. Storage

[#] This share requires access credentials:
Backup

| Usemame: [VEEAM\bdministrator
2N

Restore Paint

; PaSSWD[d: |.................|

Dizk Mapping
Summary

Frogress

< Previous | | Mext » | | Firizh | | Cancel
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Important!

Step 5. Specify Backup Server Settings

The Backup Server step of the wizard is available if you have chosen to restore data from a backup file
located on a backup repository.

Specify settings for the Veeam backup server that manages the backup repository:

1. In the Veeam backup server name or IP address field, specify a DNS name or IP address of
the Veeam backup server.

2. Select the Specify your personal credentials check box. In the Username and Password
fields, enter a user name and password of the account that has access to this backup
repository. Permissions on the backup repository managed by the target Veeam backup
server must be granted beforehand. To learn more, see Setting Up User Permissions on
Backup Repositories.

If you do not select the Specify your personal credentials check box, Veeam Endpoint
Backup will connect to the backup repository using the NTAUTHORITY\SYSTEM account of the
computer where the productis installed. You can use this scenario if the Veeam Endpoint
computer is joined to the Active Directory domain. In this case, you can simply add the
computer account (DOMAIN\COMPUTERNAMES) to an AD group and grant access rights on
the backup repository to this group.

Setting access permissions on the backup repository to Everyone is equal to granting access
rights to the Everyone Microsoft Windows group (Anonymous users are excluded). If you have
set such permissions on the backup repository, you can omit specifying credentials. However,
this scenario is recommended for demo environments only.

3. Inthe Port field, specify a number of the port over which Veeam Endpoint Backup must
communicate with the backup repository. By default, Veeam Endpoint Backup uses port
10001.

If you specify a DNS name of the Veeam backup server, make sure that the Veeam backup server
name is resolved into IPv4 address on the machine where Veeam Endpoint Backup is installed. The
Veeam Backup Service in Veeam Backup & Replication listens on IPv4 addresses only. If the Veeam
backup server name is resolved into IPv6 address, Veeam Endpoint Backup will fail to connect to the
Veeam backup server.

Backup Server
é Specify Yeeam Backup & Replication zerver name and pour Windows credentialz using DOMAINAMUSERMAME format.

Backup Location Yeeam backup server name or P address:
[17216.1252

Metwork Storage

[#] Specify your personal credentials:

| Usemame: [VEEAM\Administiator
Backup E ey

It
3 Paszword: |o..........l

Fart:

Restone Point
Dizk b apping
Summary

Progress

< Previous | | Mest > | | Finish | | Cancel
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Step 6. Select Backup

The Backup step of the wizard is available if you have chosen to restore data from a backup file
located in a network shared folder or on a backup repository.

From the list of backups, select a backup from which you want to recover data. To quickly find the
necessary backup, use the search field at the bottom of the window: enter a backup name or a part of
it in the search field and click the Start search button on the right or press [ENTER].

In the list of backups, Veeam Endpoint Backup displays only those backups that meet the following

criteria:

1. Backups created at the volume level. File-level backups are not displayed.

2. [For backup repository target] Backups accessible by the user whose credentials are specified
at the Backup Server step of the wizard:

If you specify credentials for the user who has access to the backup repository, the
list of backups will include only backups created by this user.

If you specify credentials for the user who is assigned the Backup Administrator or
Restore Operator role on the backup server, the list of backups will include all
Veeam Endpoint backups stored on the backup repository.

Backup
é Specify a backup to restore from. You can type in a few letters of your computer name in search bo quickly locate the required

backup.

Backup Location
Metwork. Storage

Shared Folder

Restore Paint
Dizk Mapping
Summary

Frogress

Selected computer: FILESERVERD
Mame Last backup Restore pointz
F] E Backup Job FILESERWYEROT . wbm 3M8/2016 B:21 PM
ri FILESERWERD1 INGL2MEEZIPM 5

‘ E- Type in an object name to search for ,D‘

| < Previous || Mext » || Firizh || Cancel |
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Step 7. Select Restore Point

At the Restore Point step of the wizard, select a restore point from which you want to recover data.

By default, Veeam Endpoint Backup uses the latest restore point. However, you can select any valid
restore point to recover volumes to a specific point in time.

Veeam Endpoint Backup displays restore points for volume-level backups only. For example, if you
have run 3 job sessions to create a backup of all computer volumes and then changed the backup
scope to file-level backup, Veeam Endpoint Backup will display only 3 restore points in the list.

Restore Point
é Select a desired restore paint.
Backup Location Computer name:  FILESERVERD1 Volumes included: C.E. F
Dizks included: Disk 1. Disk 2, Disk 0
Operating system:  Windows Server 2012 R2 Standard

Shared Folder Aovailable restore paints

Created Type
| @ less tham 1 day ago (5:21 PM Friday 3/18/2016) Increment
@ lezs thar 1 day ago [5:32 PM Friday 3/18/201E) Increrment
@ 1 day ago [5:32 PM Thureday 3/17/201E) Increment
Digk Mapping @ 2 days ago [5:31 PM 'Wednesday 3/16/201E) Increment
@ 3 days ago (5:31 PM Tuesday 3/15/2018) Full

Metwork Storage

Backup

Surnmary

Progresz

< Previous | | Mext » | | Firizh | | Cancel
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Step 8. Map Restored Disks

At the Disk Mapping step of the wizard, select what volume(s) you want to restore and map volumes
from the backup to volumes on your computer.

Important! [tis strongly recommended that you change disk mapping settings only if you have experience in
working with Microsoft Windows disks and partitions. If you make a mistake, your computer data
may get corrupted.

To select volumes to restore:

1. Select check boxes next to volumes that you want to restore from the backup.

2. [For restore to a new location] By default, Veeam Endpoint Backup restores volumes to their
initial location. If the initial location is unavailable, a volume is restored to a disk of the same
or larger size. To map the restored volume to another computer disk, at the bottom of the

wizard click Customize disk mapping. In the Disk Mapping window, specify how volumes
must be restored:

a. Right-click the target disk on the left and select the necessary disk layout:

= Apply Backup Layout — select this option if you want to apply
to disk the settings that were used on your computer at the
moment when you performed backup.

= Apply Disk Layout — select this option if you want to apply to
the current disk settings of another disk.

=  Erase — select this option if you want to discard the current disk
settings.

]

= Yeeam Endpoint Recovery \LI

Disk Mapping
Y D ' Review and customize dizk mapping between the backed up computer and this computer,

j— s
Backup Location Dizk. mapping:
Waolume Layaut Type Capacity Restare layout
Metwork Storage .
Disk 1
Shared Falder =a Local Disk [E:) Simple B azic 599 GEB Automatic
Disk Mapping -
Digks:
= Disk -
60.0 GE System Reserved (C:)
Easic 350.0 ME NTFS 50,7 GB NTFS
Healthy (Systern, Active, Prit| | Healthy (Boot, Primary Partition, PageFile)
= Disk 1
60,0 GEB | Local Disk (E:]
Basic Apply Backup Layout
| Apply Disk Layout » | Disk 0
Erase | | Disk 1
. I |
— Disk 2 g R
0.0 GE Local Disk (F:)
Rasir 20,9 GB MTFS A
B Esisting volume Restored volume M Unallocated
B Fuended volume B Unknown partition Extended volume free space 0K | | Cancel
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b. Right-click unallocated disk space in the disk area on the right and select what
volume from the backup you want to place on this computer disk.

If you want to change disk layout configured by Veeam Endpoint Backup, right-
click an automatically mapped volume and select Remove. You will be able to use
the released space for mapping volumes in your own order.

System Reserved )

350.0 ME NTFS 59,7 GB MTFS
Healthy (Systern, Active, Pril| | Healthy (Boot, Primary Partition, PageFile)

%

60.0GE

Unallocated 5" Restore |
| 7

(LI [ I Local Disk (9 (60.0 GE)
e [ ——

30,0 GB Local Disk (F:)
30.0 GE MTFS

Rasir

B Euisting volume 0 Restored volume I Unallocated
B Eutended volume B Unknown partition Estended volume free space

Ok || Cancel |

3. [For restore with volume resize] You can resize a volume mapped by Veeam Endpoint Backup
to a target computer disk. To resize a volume, right-click it in the Disk Mapping window and
select Resize. With this option selected, you will pass to the Volume Resize window.

If you map a backup volume that is larger than the amount of available space on the target disk,
Veeam Endpoint Backup will prompt you to shrink the restored volume. After you agree and click
OK, Veeam Endpoint Backup will prepare to shrink the volume to the size of available disk space.

Note:

System Reserved [c:
350.0 MB NTFS 59.7 GB NTFS
Healthy (Systern, Active, Pril| | Healthy (Boot, Prirnanye Partition, PageFile)

Local Disk [E:)
vy
60.0 GBE NTFS

ealt] rimary Partition Rermowe
}/M Resize L! %

= Disk 2
I0.0GE Local Disk (F:)
Rasir 30,0 GB MTFS

B Eiisting volume ' Festored volume B Unallocated
B Eutended volume B Linknown partition Extended volume free space

114 | Veeam Endpoint Backup | User Guide | REV 1



Step 9. Resize Restored Volumes

At the Disk Mapping step of the wizard you can set the necessary size for the restored volumes. You
can resize a volume if you have chosen to restore data in the Manual mode and customize disk layout.
A volume will be shrunk or extended to the specified size during the process of data restore.

Note: By default, Veeam Endpoint Backup displays volume size in megabytes (MB). This allows you to
specify the desired size for the volume precisely. You can also choose to display volume size in
gigabytes (GB). This may be helpful when you need to resize volumes on larger computer disks and
want to simplify disk size calculations.

When you use GB as a volume size unit, you can specify volume size with integral numbers, for
example, 1 GB, 60 GB or 200 GB, but not 0,8 GB, 60,5 GB or 200,7 GB. However, if the maximum
volume size is in fact greater than the displayed value for less than 1 GB, Veeam Endpoint Backup will
automatically add the exceeding amount of disk space to the extended volume. For example, if the
maximum volume size is 60,2 GB, Veeam Endpoint Backup will display this size as 60 GB. When you
specify 60 GB as a desired volume size, Veeam Endpoint Backup will extend the volume to 60,2 GB.

To resize a volume:
1. Specify a volume you want to resize:
Right-click a restored volume mapped to a target disk and select Resize.

b. [For volume shrink] Right-click unallocated disk space and select what volume from
the backup you want to place on the computer disk. If the selected volume s larger
than the amount of unallocated disk space, Veeam Endpoint Backup will prompt
you to shrink the restored volume.

2. In the Volume Resize window, select the volume size unit and specify the desired size for the
restored volume.

Size in: B
Current valume size: 1089
I aximunn volumne size: E1433

binimum wolume size: 917

Desired wolume size: 51200

“Y'ou cannot shiink. a volume beyond the point
where any unmovable files are located

Ok | Cancel
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Step 10. Complete Restore Process

At the Summary step of the wizard, complete the procedure of volume-level restore.

1. Review settings of the restore process.

2. Click Restore to start the recovery process. Veeam Endpoint Backup will perform partition re-
allocation operations if necessary, restore the necessary volume data from the backup and

overwrite volume data on your computer with the restored data.

Summary
é Review the restore zettings and click Restore to start the restore process.

Backup Location
Metwark Starage
Shared Folder
Backup

Restare Paint

Dizk Mapping

Frogress

Fiestored computer name: FILESERVERD
Restore point: 3/18/2016 B:21 P
Restore mode: Manual
Volume(s] bo restore: E:%; F4
Resized: valume E:% from 60.0 GB to 50.0 GBE

< Previous | | Restaore | | Firizh

| | Cancel
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Restoring Files and Folders

If some files and folders on your computer get lost or corrupted, you can restore them from backups.
For file-level restore, you can use backups of any type:

= Volume-level backups (backups of the entire computer or specific volumes)
= File-level backups

When you perform file-level restore, Veeam Endpoint Backup publishes the backup content directly
into the computer file system and displays it in the Veeam Backup browser. You can restore files and
folders to their initial location, copy files and folders to a new location or simply target applications to
restored files and work with them as usual.

Before You Begin

Before you begin the file-level restore process, check the following prerequisites:
= The backup from which you plan to restore data must be successfully created at least once.

= [For backups stored in network shared folders and on backup repositories] You must have
access to the target location where the backup file resides.

= [For backup repository targets] If you plan to restore data from a backup stored on a backup
repository, you must have access permissions on this backup repository. To learn more, see
Setting Up User Permissions on Backup Repositories.

117 | Veeam Endpoint Backup | User Guide | REV 1



Step 1. Launch File Level Restore Wizard

To launch the File Level Restore wizard, do either of the following:

= Right-click the Veeam Endpoint Backup icon in the system tray and select Restore >
Individual files.

= From the main menu, select All Programs > Veeam > File Level Restore.

= Double-click the Veeam Endpoint Backup icon in the system tray or right-click the icon and
select Control Panel. In the Status view, click a bar of the necessary backup job session. Click
Restore Files at the bottom of the window. Veeam Endpoint Backup will automatically
publish the backup content into the computer file system and open the Veeam Backup
browser.

= In Microsoft Windows Explorer, double-click the necessary VBK or VBM file or right-click the
file and select Extract. In the displayed window, select the restore point from which you want
to recover files and click Restore. Veeam Endpoint Backup will automatically publish the
backup content into the computer file system and open the Veeam Backup browser.

Computer name: CAM_DB Volumes included: C, E, F
Dizks included:  Disk 1. Disk 0, Disk 2
Operating spstem: Windows Server 2012 B2 Standard
Festore points:

[rate Type

(:'—5‘ 4/15/2015 Wednesday 1:30 AM Increment
(:'—5‘ 41442015 Tuesday 6:15 AM Increment
@ 4142015 Tuesday 1:30 &b Increment
@ 4132015 Monday 7:43 Ak Increment
| 4/13/2015 Monday 1:31 AM Increment
@ 41242015 Sundap 1:31 AM Increment
(:'—5‘ 4/11/2015 Saturday 5:12 Ak Increment
([—5‘ 41042015 Friday 4:29 AM Full

Restore || Cancel
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Step 2. Specify Backup File Location

At the Backup Location step of the wizard, specify where the backup file that you plan to use for
restore resides.

By default, Veeam Endpoint Backup automatically locates the latest backup on the computer drive or
in a network shared folder, and you pass immediately to the Restore Point step of the wizard. If Veeam
Endpoint Backup fails to locate the backup for some reason or you want to use another backup for
recovery, specify where the backup file resides:

= Local storage — select this option if the backup file resides on the computer drive, external
drive or removable storage device that is currently connected to your computer. Click
Browse and select a backup metadata file (VBM).

= Network storage — select this option if the backup file resides in a network shared folder or
on a backup repository connected to a Veeam backup server. In this case, the File Level
Restore wizard will include additional steps for specifying file location settings.

Backup Location

Choosze where pour backup iz located,

() Local storage

We will search all local computer storage for endpoint backup files, and dizplay the last
Remote Storage avallable restore point below.

B ackup file:

1. Mo backup files found on local or external disks, click Browse to
select backup files manually

Shared Falder
Backup
Restare Paint
Surnmary

® Metwork storage

Select thiz option if your endpoint backup files are stored in a shared folder, orin a
Yeeam backup repository.

< Previous | | st = | | Finish | | Cancel
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Step 3. Select Remote Storage Type

The Remote Storage step of the wizard is available if you have chosen to restore data from a backup
file that resides in a remote location — in a network shared folder or on a backup repository.

Specify where the backup file resides:

= Shared folder — select this option if the backup file is located in a network shared folder.
With this option selected, you will pass to the Shared Folder step of the wizard.

=  Veeam backup repository — select this option if the backup file resides on a backup
repository managed by the Veeam backup server. With this option selected, you will pass to
the Backup Server step of the wizard.

1‘ Remote Storage
) | Select the type of remote storage vour endpoint backups are stored in.

Backup Location ® Shared folder

Select this option if your endpont backups are stored in a shared folder [on a network. drive),
for example on a Metwork, Attached Storage (MAS) box, or on a file server.

Shared Folder ) ¥eeam backup repository
Select this option if your endpoint backups are stored in Yeeam backup repository.
Backup

Restore Paint

Surnmary

< Previous | | Mext » | | Firizh | | Cancel
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Step 4. Specify Shared Folder Settings

The Shared Folder step of the wizard is available if you have chosen to restore data from a backup file
located in a network shared folder.

Specify settings for the network shared folder:

1. In the Shared folder field, type in a UNC name of the network shared folder with the backup
file. Keep in mind that the UNC name always starts with two back slashes (\\).

2. Ifthe network shared folder requires authentication, select the This share requires access
credentials check box and specify a user name and password of the account that has access
permissions on this shared folder. The user name must be specified in the
DOMAIN\USERNAME format.

If you do not select the This share requires access credentials check box, Veeam Endpoint
Backup will connect to the shared folder using the NTAUTHORITY\SYSTEM account of the
computer where the productis installed.

3. Toview the entered password, click and hold the eye icon on the right of the Password field.

1‘ Shared Folder
E | Specify a UNC path to a shared folder, and credentials (if required for share access).
|_

Backup Location Shared folder.
| WWIT2.17.25 37 eeamtB ackup Job Fileserverl

Remote Storage

[#] Thiz share requires access credentials:
Backup

| Usemame: |VEEAM'\Administratar
Restore Paint Eg‘\ |

© Paszzwoard: |o.ooooooo.o.oo|

Surnmary

< Previous | | Mext » | | Firizh | | Cancel
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Important!

Step 5. Specify Backup Server Settings

The Backup Server step of the wizard is available if you have chosen to restore data from a backup file
located on a backup repository.

Specify settings for the Veeam backup server that manages the backup repository:

1. In the Veeam backup server name or IP address field, specify a DNS name or IP address of
the Veeam backup server.

2. Select the Specify your personal credentials check box. In the Username and Password
fields, enter a user name and password of the account that has access to this backup
repository. Permissions on the backup repository managed by the target Veeam backup
server must be granted beforehand. To learn more, see Setting Up User Permissions on
Backup Repositories.

If you do not select the Specify your personal credentials check box, Veeam Endpoint
Backup will connect to the backup repository using the NTAUTHORITY\SYSTEM account of the
computer where the productis installed. You can use this scenario if the Veeam Endpoint
computer is joined to the Active Directory domain. In this case, you can simply add the
computer account (DOMAIN\COMPUTERNAMES) to an AD group and grant access rights on
the backup repository to this group.

Setting access permissions on the backup repository to Everyone is equal to granting access
rights to the Everyone Microsoft Windows group (Anonymous users are excluded). If you have
set such permissions on the backup repository, you can omit specifying credentials. However,
this scenario is recommended for demo environments only.

3. Inthe Port field, specify a number of the port over which Veeam Endpoint Backup must
communicate with the backup repository. By default, Veeam Endpoint Backup uses port
10001.

If you specify a DNS name of the Veeam backup server, make sure that the Veeam backup server
name is resolved into IPv4 address on the machine where Veeam Endpoint Backup is installed. The
Veeam Backup Service in Veeam Backup & Replication listens on IPv4 addresses only. If the Veeam
backup server name is resolved into IPv6 address, Veeam Endpoint Backup will fail to connect to the
Veeam backup server.

1‘ Backup Server
’: b | Specify Yeeam Backup & Replication server o retrieve the list of backup repositanes from.
|_

Backup Location Yeeam backup zerver name or [P address:

[1726.1252

Remote Storage

[v] Specify your personal credentials:

Usemame: |\-"E EaM\Administrator

Backup Ei"\

2 Pazszword: |o..................l

Restone Paint
Paort: 10001

Summany

< Previous | | Mext = | | Firizh | | Cancel
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Step 6. Select Backup

The Backup step of the wizard is available if you have chosen to restore data from a backup file that
resides in a remote location — in a network shared folder or on a backup repository.

From the list of backups, select a backup from which you want to recover data. To quickly find the
necessary backup, use the search field at the bottom of the window: enter a backup name or a part of
it in the search field and click the Start search button on the right or press [ENTER].

If you restore data from a backup stored on the backup repository, Veeam Endpoint Backup displays
only those backups that are accessible by the user whose credentials are specified at the Backup
Server step of the wizard:

= If you specify credentials for the user who has access to the backup repository, the list of
backups will include only backups created by this user.

= If you specify credentials for the user who is assigned the Backup Administrator or Restore
Operator role on the backup server, the list of backups will include all Veeam Endpoint
backups stored on the backup repository.

1‘ Backup
E' | Select a backup to restare files from.
[

Backup Location Selected computer: Fileserverll

Mame Lazt backup Restore points
Remote Storage 4 [ Backup Job Fileserver01 +bm 3/2T/208 342 A
[ Fileserverdl SETINE 42ZAM 6

Shared Folder

Restore Paint

Surnmary

|E' Type in an sbject name to search for p|

< Previous | | st = | | Finish | | Cancel |
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Step 7. Select Restore Point

At the Restore Point step of the wizard, select a restore point from which you want to recover data.

By default, Veeam Endpoint Backup uses the latest restore point. However, you can select any valid
restore point to recover files and folders to a specific pointin time.

Backup Location Computer name:— Fileserverdl Wolurnes included: C, E, F
Dizks included:  Disk 1. Disk 0, Disk 2
Operating system: Windows Server 2012 R2 Standard

Shared Folder Restore points:

Date Type
Backup Lg 32772015 Friday 342 AM Increment

Flemaote Storage

32642015 Thursday 3:32 AM Increment
C'-T 3252015 Wednesday 3:30 AM Increment
Q—T 32442015 Tuesday 3:28 AM Incremet

Summary
Q—T 32442015 Monday 333 AM Full

< Previous | | Ment » | | Firizh | | Cancel
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Step 8. Complete Restore Process

At the Summary step of the wizard, complete the procedure of file-level restore.

1. Review settings of the restore process.

2. Click Finish. Veeam Endpoint Backup will retrieve the content of the backup file, publish it
directly into the file system of your computer and display it in the Veeam Backup browser.

Summary

Please review the restore setiings you have zelected. Once you click Finish, we will mount the selected restore point, and open
the Backup Browser window where you will be able ta select files ta restore.

Backup Location
Remote Storage
Shared Falder
Backup

Restore Point

Festored computer name:Filezerver(
Fiestore paint: 3/27/2015 3:42 AM

< Previous | | Mext » | | Firizh | | Cancel
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Step 9. Save Restored Files

When the restore process is complete, Veeam Endpoint Backup opens the Veeam Backup browser
displaying the content of the backup file.

You can perform the following operations with restored files and folders:
= Save files and folders to their initial location
= Save files and folders to a new location
= QOpen files in Microsoft Windows Explorer

After you finish working with files and folders, close the Veeam Backup browser.
Saving Files to Initial Location

To save restored files or folders to their initial location, right-click the necessary item in the file system
tree or in the details pane on the right and select one of the following commands:

To overwrite the original item on your computer with the item restored from the backup,
select Restore > Overwrite.

To save the item restored from the backup next to the original item on your computer, select
Restore > Keep. Veeam Endpoint Backup will add the RESTORED- prefix to the restored file or
folder name and save itin the same location where the original file resides.

[y M Backup Browser (Fileserver0l at 3/27/2015 342 AM) ==
File:

Home

53 &

Restore Copy Properties

- To
Action |
B () Marne Tvpe Size Creation Date IModified Date
a | (E) || Applied Solutions, pdf PDF File 2.3MB  3/10/20154:10,..  10/2/2009 6:17...
I $RECYCLE.BIN ATM.pdf | | Restore , || Owararite 11... 8/30/2012 6:43...
b Documents 2013 __|Module.pdF —[%—1 12, B/30/2012 6:43...
b L) Decuments 2014 | | 5-Camparry.pdf Coprllcy Keep 11... B/30/2012 6:43...
4 Ju Documents 2015 | e G Explore Z5.5ME 3/10/20153:11.., G/30/2012 6:43..,
. Contacts
B Invoices Properties...
b Policies
1. Taxes
I . System Yolume Information
B (R

1 object selected

5.2 MB .
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Saving Files to New Location

To save restored files or folders on your computer or to a network shared folder, right-click the
necessary itemin the file system tree or in the details pane on the right and select Copy To.

When restoring file objects, you can choose to preserve their original NTFS permissions:

Select the Preserve permissions and ownership check box to keep the original ownership
and security permissions for restored items. Veeam Endpoint Backup will copy selected files
or folders with associated Access Control Lists, preserving granular access settings.

Leave the Preserve permissions and ownership check box not selected if you do not want
to preserve the original ownership and access settings for restored items. Veeam Endpoint
Backup will change security settings: the user who launched the Veeam Endpoint Backup will

be set as the owner of the restored items. Access permissions will be inherited from the folder
to which the restored items are copied.

il il Tocls Backup Browser (Fileserver0l at 3/27/2015 342 AM) - |0 X

Restore Copy  Properties
- To

Action |
B {8} Mame Type Size Creation Dake Modified Date
4 1 (ED | | épplied Solutions pdf PLF File 23MB 31002015 4:10.,. 10{2/2009 6:17...
b |, $RECYCLEBIN

B(30/2012 6:43...
B(30/2012 6:43...
(30/2012 6:43...

[ & Documents 2013
[ N Documents 2014
4 Documents 2015

Chooge folder: 513002012 6:43...
L Cont.acts |C:\F|est0rec[ | ’m‘
[ ' Invoices
Fo Palicies
[ ) Taxes
B L. System Yolume Information [ Preserve permissions and ownership 0K | | Cancel |
B R

1 object selected

5.2 MBJ
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Working with Windows Explorer

You can use Microsoft Windows Explorer to work with restored files and folders. To do this, do either
of the following:

In Veeam Backup browser, select the necessary file or folder and click Open in Explorer on

the toolbar. Veeam Endpoint Backup will open the selected folder or file in Microsoft
Windows Explorer.

Open Microsoft Windows Explorer and browse to restored files and folders. The backup
contentis mounted under the C:\VeeamFLR\ServerName folder.

[ 'Ba'ckup Browser (Fileserver0l at 3/27/2015 3.42 AM) e

Haome

Back Forward Folder View | Openin

Up = Exp%er
Mavigation | Actiohs

B () Marne Tvpe Size Creation Date IModified Date
4 1 (E) | Contacts Folder 3102015 2:58...  3/10/2015 4:13...
I . $RECYCLE.BIN 1 Tnvoices Folder 3/10/2015 2:58... 3/10/2015 3:12...
b Documents 2013 1 Policies Folder 31042015 310, 3/10/2015 3:11...
[, Documents 2014 | Taxes Falder 102015 2:58..,  3/10/2015 3:12...
| 4 | Documents 2015 |
. Contacts
B Invoices
b Policies
1. Taxes
I . System Yolume Information
B (R
4 objects

I 0.0KB .

It is recommended that you use the Veeam Backup browser instead of Microsoft Windows Explorer for
file-level restore. Use of the Veeam Backup browser has the following advantages:

1. You can browse the guest OS file system ignoring the file system ACL settings.
2. You can preserve permissions and ownership during file-level restore.
If you open the file system via the Microsoft Windows Explorer, these capabilities will not be available.

To learn more, see SeBackupPrivilege and SeRestorePrivilege at https://msdn.microsoft.com/en-
us/library/windows/desktop/bb530716(v=vs.85).aspx.
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Closing Veeam Backup Browser

You can browse restored files and folders only while the Veeam Backup browser is open. After the

Veeam Backup browser is closed, Veeam Endpoint Backup unmounts the backup content from your
computer.

It is recommended that you close the Veeam Backup browser after you finish restoring files and
folders. Every 5 minutes, Veeam Endpoint Backup checks if there is any activity in the Veeam Backup
browser. If the user or product components and services have not performed any actions for 30

minutes, Veeam Endpoint Backup displays a warning that the Veeam Backup browser is to be closed
within 5 minutes.

After the warning is displayed, you can perform one of the following actions:
= You can close the Veeam Backup browser manually.

= You can click Cancel to postpone the close operation. In this case, the Veeam Backup browser
will remain open for 30 minutes. After this period expires, Veeam Endpoint Backup will
display the warning again.

= You can perform no action at all. In this case, the Veeam backup browser will be automatically
closed in 5 minutes.

iy File Toals Backup Browser (CRM_DB at 4/17/2015 356 AM) - |0 X
Home | File: |
Restore Copy  Properties
- To
Action
ERE ] || Mame Type Size Creation Date Modified Date
b . $Recycle.Bin [ crm Main, mdf MDF File 522 GE 3/10/2015 12:5,., 4/16/2015 6:36,..
| Backup [ cRM Main_log.IdF LDF File 1.OME  3/10/2015 12:5... 4/16/2015 6:36...
b | Documents and Settings [ A customers, mdf MDF Fils 54.0GE  310/2015 12:5,..  4/16/2015 636,
b L Perflogs ) ; -1512:5... 4162015 6136, .,
4 | Program Files Session [nactive \512:5,. 4/16/2015 6:36
b g Common Files 1512:5...  4/16{2015 6:36...
b s Embedded Lackdo 5421 AM 3/10/2015 426
|y Internet Explorer o Thisfile level recovery session has been inactive for 00:34:15 ! e
b Microsoft Help Yie & & Session will be closed automatically in 00:02:54 to rernove locks fram G HZLAM 3/10f2015 4:26..,
b Microsoft Security the backup files, 5 4:21 AW 3/10/2015 4:26...
4 || Micrasoft SQL Ser S 421 AM 3/10/2015 4:26...
b 100 54:22 AWM 3)6/2015 4:22 AM
b 110 T | | P 54:21 AM  3/10/2015 4:26...,
B 8o oe P anee 54:21 AM 3/10/2015 4:26. .
B 90 54zl AM 4/16/2015 6:38..,
4 || MS3QL11SOLEXPRESS [ & templog.Idf LOF File S12.0KE  3/6/2015 421 AM  4/16{2015 £:35,,.
4 | MssqL (A warehouse.mdf MDF File 4.0 GE  3/10f201512:5... 4/16/2015 6:36. ..
b | Backup [ warehouse_log.Idf LDF File 1.OME  3/10/2015 12:5... 4/16/2015 6:36. ..
I . Binn
| DATA
L Install
I JOBS v
1 object selected 52,2 GBJ
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Veeam Endpoint Backup provides several ways to get information about performed backups:

You can view information about performed backups in the Control Panel.

You can get information about the backup status using the Veeam Endpoint Backup tray
agent.

You can get information about the backup progress using the Veeam Endpoint Backup
taskbar button.

You can get information about Veeam Endpoint Backup events using the events bar in the
Control Panel.

You can get information about performed backups in email reports.
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Viewing Statistics in Control Panel
You can use the Veeam Endpoint Backup Control Panel to view statistics about performed backups. To
open the Control Panel, do either of the following:

= Double-click the Veeam Endpoint Backup icon in the system tray.

= Right-click the Veeam Endpoint Backup icon in the system tray and select Control Panel.

The Status view in the Control Panel displays information about backup job sessions that run
previously and a backup job session that is currently running. Every bar represents a separate backup
job session. To view general information about a specific job session, hover the mouse over the
necessary bar in the chart. Veeam Endpoint Backup will provide the following details: backup status,
backup time and size of the resulting backup file.

SETTINGS SUPPORT IPDATE
Last backup: Backup Mow ﬂ Configure backup
1 hour ago
16.1 GE
134 GB
10.7 GE
.08 GB
Size: 16,1 GE
5,38 GB @ Taken: on bonday at 2:18 Ph
Click for more details
2,69 GE
0B s N
3 days 2 days 1 day 1 day 21 howurs 2 hours 1 hour
ago ago ago ago ago ago ago

The bar color identifies the status of the backup job session. The backup job session can complete
with one of the following statuses:

= Success (green color) — the backup job is currently running or has completed successfully.

= Warning (yellow color) — the backup job has completed with a warning. Veeam Endpoint
Backup has managed to create the resulting backup file but you need to pay your attention
to some alerts, for example: the target location is running low on disk space.

= Error (red color) — the backup job has completed with an error. The resulting backup file has
not been created.

= Canceled (gray color) — the user has canceled the backup job session. The resulting backup
file has not been created.
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UPDATE

1 minute ago

@ Last backup: L Configure backup

1054

205

R

v

335

1:49

- I B s
2 days 2 days 2 days 1 day 5 minutes 1 minute
ago ago ago ago ago ago

By default, Veeam Endpoint Backup displays the size of created backup files. To display the duration of
backup job sessions:

1. Double-click the Veeam Endpoint Backup icon in the system tray or right-click the icon and
select Control Panel.

1. In the Status view, right-click the backup job sessions chart.

2. In the Backup history menu, select the Duration option.

UPDATE
g . .
» Backup is in progress... L Configure backup
‘, Progress: 17%
16.1 GB
13.4 GE
10.7 GB :
Backup history
808 GB v Size
Duration
5.33 GB %
2.09 GB
0F meeees I [
3 days 2 days 1 day 23 hours 20 hiowrs 34 minutes Processing
ago ago ago ago ago ago
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Viewing Statistics for Separate Restore Points

Veeam Endpoint Backup provides the following information about separate restore points in the
backup chain:

= Backed up items: items that you have chosen to back up
= Backup duration: duration of the backup job session
= Restore point size: size of the resulting backup file
= Total backup size: total size of all backup files created by the backup job in the target location
= Average backup time: average time of all succesfull backup job sessions displayed in the chart
= Free disk space: amount of free disk space remaining in the target location
= Details on operations performed during the backup job session
To view the restore point statistics:

1. Double-click the Veeam Endpoint Backup icon in the system tray or right-click the icon and
select Control Panel.

2. In the Status view, click the necessary bar in the chart.

3. Veeam Endpoint Backup will display details statistics on the selected backup job session. To
get back to a chart view, click the arrow icon at the top left corner of the window.

@ Restore point details

Backed up items: System Reserved:C Total backup size: 13.5 GB
Backup duration: 0:05:44 Average backup duration: 0:16:59
Restore point size: 172 MEB Free disk space: 497 GE
Action Duration
@ Initializing o017
@ Preparing for hackup 00002
@ Creating V55 snapshot 0026
@ calculating digests 0110
(] Systern Reserved (disk Oy (350.0 MB) 30,0 ME read at 30 ME/s [CET]
@ (Cy (59.7 GBI 1.6 GB read at 26 ME/s [CET] 00102
@ Finalizing 0013
© Full backup file merge campleted successfully 0018
© sending email notification
(] Processing finished at 3/11/2016 2:01:09 PM
Restore Files | ‘ Restore Volumes
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Note:

Viewing Information About Job Retries

If the backup job started by schedule has failed for some reason, Veeam Endpoint Backup retries it
every 10 minutes within 23 hours. All backup job retries are performed within one backup job session.
For this reason, Veeam Endpoint Backup displays them as one bar in the chart.

SUPPORT UPDATE

445 ME

3T ME

299 bE

224 ME

149 ME

7458 ME

o] ]

S minutes
ago

g Waiting for the next retry...

 —

Size: 0B
Taken: today at 3137 PhA
Click for rore details

I
1 minute
ago

L Configure backup

For portable devices, Veeam Endpoint Backup does not automatically retry the backup job if a device
is working on battery.
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To view detailed information about the backup job retries:

1. Double-click the Veeam Endpoint Backup icon in the system tray or right-click the Veeam
Endpoint Backup icon in the system tray and select Control Panel.

2. In the Status view, click the necessary bar in the chart.
3. Atthe bottom right corner of the window, click the Show retries link.

4.  After you view details, you can hide them. To do this, at the bottom right corner of the
window, click the Hide retries link.

@ Restore point details

Backed up items: n/a Total backup size: n/fa
Backup duration: 0:00:08 Average backup duration: 0:04:14
Restore point size: 0 B Free disk space: n/fa
Action Duration
I Retry: 1
@ Preparing for backup 010:08

@ Error; Backup target is not accessible,

(%] Processing finished with errors at 4/6/2015 1:40:09 AR

I Retry: 2

@ Preparing for backup o10:07
@ Error; Backup target is not accessible,

[ %] Frocessing finished with errors at 4/6/2015 2:00:23 AR

Restore Files | ‘ Restore Wolumes Hide retries

135 | Veeam Endpoint Backup | User Guide | REV 1



Monitoring Backup State with Tray Agent

The Veeam Endpoint Backup icon displayed in the system tray lets you monitor the state of your
backups and get informed about the computer protection status.

The icon can be in one of the following states:
Icon ’ Description ‘ Backup state ‘

The scheduled backup job is not

Ellipsis over the icon configured.

The backup task is being performed. To
Progress indicator over the icon view the backup task progress, hover the
mouse over the icon.

The backup job is set up but scheduling

= Veeam Endpoint Backupiicon settings for the job are not configured.

The latest session of the scheduled
B Clock over the icon backup job has completed successfully;
waiting for the next backup job session.

The latest session of the scheduled

Cancel sign over the icon ;

) 9 backup job has been canceled.
An error occurred during the latest backup

B Error sign over the icon job session, and the session was
terminated.

E Minus sign over the icon The scheduled backup job is disabled.

- Greyicon The tray agent is not connected to the

L=

Veeam Endpoint Backup service.

The backup job has completed with a
el Warning sign over the icon warning, for example, the target location
is running low on space.

[If you have selected a removable storage
device as a target destination in the
backup job settings]. The target
removable storage device is not
connected to the computer.

=] Warning sign over the disk In this case, Veeam Endpoint Backup also
displays a warning on the notifications bar
in the Control Panel. You can attach the
target removable storage device to the
computer within 10 minutes, and Veeam
Endpoint Backup will automatically start
the scheduled backup job.
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Monitoring Backup Process in Taskbar Button

You can monitor the backup process with the Veeam Endpoint Backup taskbar button. Veeam
Endpoint Backup displays on the taskbar button a green progress bar that reflects the bar for the
currently running job session in the Control Panel. As a result, you can track the process of the backup
file creation while working with another application without having to switch to the Control Panel.

[
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Viewing and Dismissing Veeam Endpoint Backup
Events

If a warning event occurs, Veeam Endpoint Backup displays a notification bar with the event
description in the Control Panel window. Veeam Endpoint Backup can inform you about the following
events using the notification bar:

The Veeam Recovery Media has not been created.

The Veeam Recovery Media needs to be updated (for example, after you have updated the
Microsoft Windows OS).

The backup storage is getting low on free disk space.

The target backup location is not accessible by the moment when the scheduled backup job
must start.

Backup target has not been seen for N days. This notification is displayed if scheduled
backups have not been created for 2 days or more.

[For laptops and tablets] The battery level is below 20%. Veeam Endpoint Backup does not
start a new backup session in this case.

A newer version of Veeam Endpoint Backup is available.

STATUS SETTINGS SUPPORT UPDATE

@ new software update is available Details

General:

[ ] Disable scheduled backups
Disable backup over metered connection

Throttle backup activity when system is busy

Manage registered storage devices

Notifications:

Enable Control Panel notifications

[ ] Enable email notifications Configure and test
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You can get detailed information about events and dismiss events not to get alerted of them in future.

Veeam Endpoint Backup displays only the latest event in the notification bar. To view detailed
information about all event:

1. Double-click the Veeam Endpoint Backup icon in the system tray or right-click the Veeam
Endpoint Backup icon in the system tray and select Control Panel.

2. Click Details on the notification bar at the top of the Control Panel window.

To dismiss events:

1. Double-click the Veeam Endpoint Backup icon in the system tray or right-click the Veeam
Endpoint Backup icon in the system tray and select Control Panel.

2. Click Details on the notification bar at the top of the Control Panel window.

3. Click Dismiss next to the necessary event. To dismiss all events at once, click Ignore All at the
bottom left corner of the window.

Tip: You can disable notifications at all. To learn more, see Disabling Control Panel Notifications.

@ Events history

Status Date Description
(i ] 18,2015 Mew software update is available Di@;}niss

lgnare All
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Viewing Job Session Results in Email Reports

You can receive email notifications with Veeam Endpoint Backup job results. When the backup job
session completes, Veeam Endpoint Backup will send a report containing data on the job session to
the specified email address.

The report contains the following data:

e Cumulative job session statistics: session duration details, details of the session performance,
amount of read, processed and transferred data, backup size, compression and deduplication
ratios.

e Detailed statistics for the computer processed within the session: processing duration details,
backup data size, amount of read and transferred data, list of warnings and errors (if any).

To receive email reports, you must enable and configure email notifications in the Veeam Endpoint
Backup Control Panel. To learn more, see Enabling Email Notifications. Once email notifications are
configured, Veeam Endpoint Backup will send email report for every backup job session that is started
by schedule, manually or when you perform standalone full or incremental ad hoc backup.

If the scheduled backup job fails, Veeam Endpoint Backup does not send a report after every job retry.
Instead, Veeam Endpoint Backup sends one report on the first error within the job session and another
report on the last job session result — success or error.

Endpoint Backup job: Backup Job DESKTOPO1

Veeam Endpoint Backup Success

Monday, 29 February 2016 17:30:01
Success 1 Start time 17:30:01 Total size 60.3 GB Backup size 1.0 GB
Warning 0 End time 17:35:50 Data read 3.0 GB Dedupe 1.0x
Error 0 Duration 0:05:49 Transferred |1017.7 MB Compression |1.6x
Details
Name Status Start time End time Size Read Transferred Duration Details
DESKTOPO1 |Success 17:30:04 17:35:50 60.3 GB 3.0GB 1017.7 MB 0:05:45
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You can use global settings of Veeam Endpoint Backup to accomplish the following tasks:
= Disable and enable the scheduled backup job
= Disable backup over metered connections
= Throttle backup activities
=  Manage backup storage devices
= Disable Control Panel notifications
= Enable email notifications

= Check for new product versions and updates
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Disabling Backup over Metered Connections

Veeam Endpoint Backup can disable backup over metered Internet connections to help you avoid
extra costs. If you use a metered Internet connection, a service provider charges by the amount of data
sent and received by your computer. Veeam Endpoint Backup can automatically detect metered
connections and will not perform backup when your computer is on such connection.

The disable setting applies to all types of backups: scheduled and ad-hoc. Mind the following
limitations and requirements:

= Veeam Endpoint Backup disables backup over metered Internet connections only on
computers that run Microsoft Windows 8 and later. If the computer runs an earlier version of
Microsoft Windows, this option is not applicable.

= You must specify which connections are metered in Microsoft Windows. To learn more, see
http://windows.microsoft.com/en-US/windows-8/metered-internet-connections-frequently-
asked-questions.

By default, backup over metered connections is disabled. To enable backup over metered
connections:

1. Double-click the Veeam Endpoint Backup icon in the system tray or right-click the Veeam
Endpoint Backup icon in the system tray and select Control Panel.

2. Atthe top of the window, click the Settings tab.

3. (Clear Disable backup over metered connection check box.

Note: If you start the backup job manually when only a metered connection is available, Veeam Endpoint
Backup will display a warning and ask you to confirm that you want to use this connection for
backup.

SETTIMGS SURPORT UPDATE

General;

[ ] Dizable scheduled backups
[ ] Disable backup over metered connection

[#] Throttle backup activity when system is busy

hanage registered storage dewices

Notifications:

Enable Control Panel notifications

[ ] Enable email notifications Corfigure and test
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Throttling Backup Activities

You can instruct Veeam Endpoint Backup to throttle its activities during backup. The throttling option
can help you avoid situations when backup tasks consume all available hard disk resources and hinder
work of other applications and services.

With throttling enabled, Veeam Endpoint Backup sets low priority for Veeam Endpoint Backup
components engaged in the backup process. If this option is not enabled, Veeam Endpoint Backup
components have normal priority.

To enable the throttling option for backup activities:

1. Double-click the Veeam Endpoint Backup icon in the system tray or right-click the Veeam
Endpoint Backup icon in the system tray and select Control Panel.

2. Atthe top of the window, click the Settings tab.
3. Select the Throttle backup activity when system is busy check box.

SETTIMGS SURPORT UPDATE

General:

[ Dizable scheduled backups
[ ] Disable backup over metered connection

[] Throttle backup activity when system is busy

hanage registered storage dewices

Notifications:

Enable Contrel Panel notifications

[ ]Enable email notifications Corfigure and test
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Managing Rotated Drives

You can use a rotated drives scheme for storing backups. To do this, you can create backups on
several external drives (for example, USB or FireWire) and swap these drives when needed.

The drive on which you plan to store a backup must be registered in Veeam Endpoint Backup. If the
drive is not registered, Veeam Endpoint Backup will not be able to detect the drive and store a backup
onit.

Mind the following limitations:

= You can register and unregister drives if you have selected to store backups on an external
drive connected to the computer. If you have selected to store backups on a local computer
drive, in a network shared folder or on a backup repository, registering options will be
disabled.

= You cannot unregister all drives at once. At least one drive will remain registered in Veeam
Endpoint Backup.

To register and unregister a drive in Veeam Endpoint Backup:

1. Double-click the Veeam Endpoint Backup icon in the system tray or right-click the Veeam
Endpoint Backup icon in the system tray and select Control Panel.

2. Click the Settings tab.
3. Click the Manage registered backup storage devices link.

4. Inthe list of devices, click Register/Unregister next to the necessary backup storage device.

@ Known removable storage devices

Storage devices

USB storage Capacity Yolume

33 Generic Flash Disk USE Device 119.5 5B G Unregister
¥ 5anDisk Extreme USE Device 248.1 GB Hi, Regjster
% USE FLASH DRIVE USE Device 63.2 GE I Rei?ter
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Disabling Control Panel Notifications

Veeam Endpoint Backup displays warning and information messages on the notification bar in the
Control Panel. If necessary, you can disable Veeam Endpoint Backup notifications.

SETTINGS SUPPORT UPDATE

@ new software update is available Details

General:

[ ] Disable scheduled backups
Disable backup over metered connection

Throttle backup activity when system is busy

Manage registered storage devices

Notifications:

Enable Control Panel notifications

[] Enable email notifications Configure and test

To disable notifications:

1. Double-click the Veeam Endpoint Backup icon in the system tray or right-click the Veeam
Endpoint Backup icon in the system tray and select Control Panel.

2. Atthe top of the window, click the Settings tab.

3. In the Notifications section, clear the Enable Control Panel notifications check box.

SETTIMGS SURPORT UPDATE

General:

[ Dizable scheduled backups
Disable backup ower metered connection
[W] Throttle backup activity when system is busy

hanage registered storage dewices

Notifications:

[ |Enable Contrel Panel notifications

[ ] Enable email notifications Corfigure and test
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Enabling Email Notifications

You can enable Veeam Endpoint Backup email notifications to receive reports containing data on the
latest backup job session statistics and result.

SETTINGS SUPPORT LUPDATE

General;

[ ] Disable scheduled backups
Dizable backup over metered connection

[] Throttle backup activity when system iz busy

hanage registered storage dewices

Notifications:

Enable Control Panel notifications

[ ]Enable email notifications  Corfigure and test

To enable email notifications:

1. Double-click the Veeam Endpoint Backup icon in the system tray or right-click the Veeam
Endpoint Backup icon in the system tray and select Control Panel.

2. Atthe top of the window, click the Settings tab.

3. In the Notifications section, select the Enable email notifications check box and click the
Configure and test link.

4. In the Configure and test email notifications window, in the Email settings section, specify
the recipient address.

5. If the SMTP server requires authentication, specify a password for the account that has rights
to access the SMTP server.

6. Specify a subject for the sent message. You can use the following variables in the subject:
a. %ComputerName%
b.  %JobResult%
¢.  %CompletionTime%

7. In the Notify on section, select the Success, Warning and/or Error check boxes to receive
email notification if a job is run successfully, not successfully or with a warning.

8. Click Configure.Veeam Endpoint Backup will try to automatically detect SMTP server
settings. If the SMTP server settings are detected successfully, Veeam Endpoint Backup will
display the settings (SMTP server name, port and user name), send a test message to the
specified email address and save the email notification settings in the database.

You can change automatically detected settings in the SMTP server settings section. You
can perform this operation manually at any time. To learn more, see Configuring SMTP Server
Settings.
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To disable email notifications, clear the Enable email notifications check box in the Settings tab of

the Control Panel. Current email notifications configuration will remain saved in the Veeam Endpoint
Backup database.

@ Configure and test email notifications

Email settings:

admin@veeam.com

[%6JobResult%] %ComputerMame®% - %CompletionTime% Li ]
MNotify on:

[v]Success  [v]Warning  [¥] Error

Show SMTP server settings

Configure Click to automatically detect SMTP server settings.
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Tip

Configuring SMTP Server Settings

When you specify recipient email address, Veeam Endpoint Backup tries to automatically detect
settings to connect to the SMTP server. You can change automatically detected settings, for example,
when Veeam Endpoint Backup does not detect correct settings for some reason.

To configure SMTP server settings:
1. Click the Show SMTP server settings link.

2. Enterafull DNS name or IP address of the SMTP server that will be used for sending email
notifications.

3. Specify the port number for the SMTP server.
4. Specify a user name for the account that has rights to access the SMTP server.

5. Touse asecure SSL/TLS connection for email operations, select the Use secure connection
check box.

6. Click Test Message to validate the SMTP server settings.
To change the email notification settings, clear the entered values from the SMTP server DNS name

or IP address, Port and User name fields, enter the new recipient address and click Configure.
Veeam Endpoint Backup will try to detect settings for the specified email address.

@ Configure and test email notifications

Email zettings:

admin@veearn.com
(111 111]]

[F)obResult®] %ComputerMame® - %CompletionTime% i ]

Motify an:
[v]Success  [v]Warning  [v]Error

SMTP server settings

mail veearn.corm 25
admin [ ] Use secure connection

Test Message Click to validate SMTP server settings.
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Checking for New Product Versions and Updates

You can set up Veeam Endpoint Backup to automatically notify you about new product versions and
updates. When a new version or patch becomes available, Veeam Endpoint Backup displays a
notification in the notification bar. You can download the setup file and update Veeam Endpoint
Backup. To learn more, see Upgrading Veeam Endpoint Backup.

By default, automatic notifications are enabled. To disable notifications:

1. Double-click the Veeam Endpoint Backup icon in the system tray or right-click the Veeam
Endpoint Backup icon in the system tray and select Control Panel.

2. Click the Update tab.
3. Clear the Automatically check and notify me on available updates check box.

To manually check if product updates are available, click Check Now.

STATUS SETTINGS SUPPORT UPDATE

Wersion: 1.5.0.306

@ Your version is up to date, Last checked: just now

Check Mow

[W] Autorm atically check and notify me on available updates
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If you have any questions or want to share your feedback about Veeam Endpoint Backup, you can use
one of the following options:

= You can open online help for Veeam Endpoint Backup.

= You can visit Veeam Community Forums at https://forums.veeam.com and share your
opinion or ask a question.

= You can submit a support case to the Veeam Support Team directly from the product. To
learn more, see Reporting Issues.

To access help and support options in Veeam Endpoint Backup:
1. Right-click the Veeam Endpoint Backup icon in the system tray and select Control Panel.
2. Click the Support link at the top of the window.

3. Click one of available options to get support on the product.

STATUS SETTIMGS SURPORT UPDATE

Need help?

Q Online Help
Cpens online help in your default webh browser,
E Submit Feedback
Opens Weeam Cornmunity Forum in vaur default web browser.

@ Technical Support
Submit a support case to Yeeam,
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Reporting Issues

For Veeam Endpoint Backup, Veeam Software provides support by email only.

Important! Mind the following:

= [fyou have any questions about the product functionality, do not submit a support case
via the Veeam Customer Center Portal and do not send an email to the Veeam Support
Team directly. To submit a support case, use the Control Panel in Veeam Endpoint Backup.

= You can submit a support case only in the Control Panel of the current version of Veeam
Endpoint Backup. If you use older version of Veeam Endpoint Backup, upgrade Veeam
Endpoint Backup and check whether the problem still exists in the current version. If the
problem exists, use the Control Panel to submit a support case.

To submit a support case in the Control Panel:

1. Double-click the Veeam Endpoint Backup icon in the system tray or right-click the Veeam
Endpoint Backup icon in the system tray and select Control Panel.

2. Click the Support tab.
3. (lick Technical Support.
4. In the email field of the Report an issue window, enter a valid email address.

If the email address that you have entered in not registered at the Veeam Customer Center
Portal, click Register on the right of the email field. Veeam Software will register your email
address and send you a verification email to the specified address. When you receive a
verification email, open it and click a link provided in the email to complete the verification
procedure. After the verification procedure is complete, you will be able to submit a support
case.

5. In the description fields, enter a short and detailed description of your problem.

6. Select the | agree that debug logs will be uploaded to Veeam servers automatically
check box and click Submit Case.

Veeam Endpoint Backup will automatically collect logs from your computer and open a support case
at the Veeam Customer Center Portal.

@ Report an issue

For this free product, we offer email-only support depending on our staff availability, You will receive a
rezponze to the email address provided in the form below. Pleaze, do not contact Yeeam Customer Support
directhy with any queries related to this free product.

Ermnail addrezs is not registered with

john.doe@weeam.com veaam, Register

Tray agent is not connected

Hi. | have a problem: the tray icon in the Systern Tray is grey, and Veearn Endpoint Backup reports that the
Tray Agent is not connected to the Weeam Endpoint Backup Serwice,

What can | do to fix the proplem?

Thank vou.
John

[+] 1 agree that debug logs will be uploaded to Veear servers autorm atically Submit Case
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If you plan to use Veeam Endpoint Backup with Veeam Backup & Replication, you must install
Veeam Backup & Replication 8.0 Update 2 or later on the Veeam backup server.

Veeam Endpoint Backup integrates with Veeam Backup & Replication and lets you perform a number
of additional disaster recovery tasks and administrative actions with Veeam Endpoint backups. You
can:

Data protection tasks
= (Create Veeam Endpoint backups on backup repositories
= Copy Veeam Endpoint backups to secondary backup repositories
= Archive Veeam Endpoint backups to tape
Restore tasks
= Restore files and folders from Veeam Endpoint backups
= Restore application items from Veeam Endpoint backups
= Restore disks from Veeam Endpoint backups
Administrative tasks
=  |mport Veeam Endpoint backups
= Enable and disable Veeam Endpoint backup jobs
= Delete Veeam Endpoint Backup jobs
= Remove Veeam Endpoint backups
= View Veeam Endpoint backup statistics
= Configure global settings

= Assign roles to users
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Setting Up User Permissions on Backup Repositories

To be able to store backups on a backup repository managed by a Veeam backup server, the user
must have access permissions on this backup repository.

Access permissions are granted to security principals such as users and AD groups by the backup
administrator working with Veeam Backup & Replication. Users with granted access permissions can
target Veeam Endpoint backup jobs at this backup repository and perform restore from backups
located on this backup repository.

Mind the following presets and limitations:

= Right after installation, access permissions on the default backup repository are set to
Everyone for testing and evaluation purposes. If necessary, you can change these settings.

= You cannot set up user permissions for cloud repositories and save Veeam Endpoint backups
directly to these repositories. However, you can configure a backup copy job to copy Veeam
Endpoint backups from a regular backup repository to the cloud repository. To learn more,
see Performing Backup Copy for Veeam Endpoint Backups.

To grant access permissions to a security principal:
1. InVeeam Backup & Replication, open the Backup Infrastructure view.
2. Inthe inventory pane, click the Backup Repositories node.

3. Inthe working area, select the necessary backup repository and click Endpoint Permissions
on the ribbon or right-click the backup repository and select Permissions. If you do not see
the Endpoint Permissions button on the ribbon or the Permissions command is not
available in the shortcut menu, press and hold the [CTRL] key, right-click the backup
repository and select Permissions.

Veeam Backup & Replication -8
Backup Repositary '@
-
& &
K K

Add Edit Endpoint  Remave Rescan  Upgrade

Repository Repository Permissions Repository | Repository
Manage Repository Tools

Backup Infrastructure ‘/O Tipe in an abject name to search for 4

Backup Prozies Hame Type Host Path Capacity Free Description

= Backup Repositories - #7Backup Yalume 01 windows e o = mEndpoint 995,6 GB 1,216 Created by SR, |

g Rescan repository

@ WaN Accelerators ﬁfDefault Backup Repositary wWindows up 99,7 GB 80,0 GE  Created by Ve..,

£33 Service providers @ Upgrsde..
b b SureBackup 3 Remove

Managed servers .
> oo
ﬁ Properties..,
% Backup & Replication
|@ Backup Infrastructure
@l Virtual Machines
@ Storage Infrastructure
% Tape Infrastructure
@ Files
B 2

1 repository selected |Enlerprise Edition I[ luation: 166 days r ining (VEEAM .
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4. In the Endpoint Backup Permissions window, specify to whom you want to grant access
permissions on this backup repository:

= Allow everyone — select this option if you want all users to be able to store
backups on this backup repository. Setting access permissions to Everyone is
equal to granting access rights to the Everyone Microsoft Windows group
(Anonymous users are excluded). Note, however, this scenario is recommended
for demo environments only.

= Allow only the following users or groups — select this option if you want
only specific users to be able to store backups on this backup repository. Click
Add to add the necessary users and groups to the list.

5. If youwantto encrypt Veeam Endpoint backup files stored on the backup repository, select
the Encrypt backup files stored on this repository check box and choose the necessary
password from the field below. If you have not specified a password beforehand, click Add on
the right or the Manage passwords link to add a new password. Veeam Backup & Replication
will encrypt files at the backup repository side using its built-in encryption mechanism. To
learn more, see see Veeam Backup & Replication Documentation.

Repositony access:
) Deny everyone

O Allow everyone

® Allave anly the following users or groups:

ser or graup Add
8 vEEAM)jdoe

| & vEEAMimsmith

8 VEEAM\nwhite

[#] Encrypt backups stored in this repository

Password:

| Standard paszword [Password age: 2 daws] W | | Add...

ﬂ Lozs protection enabled Manage passwords

| Ok || Cancel |
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Note:

Performing Data Protection Tasks

You can perform the following data protection tasks:

= Back up your data and store the resulting backup files on a backup repository managed by a
Veeam backup server

= Copy Veeam Endpoint backups from the backup repository to a secondary backup repository
with backup copy jobs

= Archive Veeam Endpoint backups to tapes with backup to tape jobs

Backing Up to Backup Repositories

You can store backups created with Veeam Endpoint Backup on backup repositories connected to
Veeam backup servers. To do this, you must perform the following actions:

1. Set up user permissions at the backup repository side.
2. Point the Veeam Endpoint backup job to the backup repository.

The user who creates a Veeam Endpoint backup on the backup repository is set as the owner of the
backup file. Only the backup file owner can access this file and restore data from it. Other users cannot
see backups created by the backup file owner.

If the user is granted restore permissions on the Veeam backup server, s/he will be able to see all
backups on the backup repository.

Backup jobs targeted at the backup repository become visible in Veeam Backup & Replication under
the Jobs > Endpoint Backup node in the Backup & Replication view. Backups created with Veeam
Endpoint Backup are available under the Disk node in Backup & Replication view.

The backup administrator working with Veeam Backup & Replication can manage Veeam Endpoint
backup jobs and restore data from these backups. To learn more, see Performing Restore Tasks and
Performing Administration Tasks.

Yeeam Backup & Replication =B
Home: @
nl S
& 3 SEE
Backup Replication = Backup WM File Restore Import
Job Job Copy Copy Copy -  Badwp
Primary Jobs Auxiliary Jobs Restore
Backup & Replication ‘/O Type in an object nome to search for 4
Fl {a} Jobs Job name Creation time Restore points Repositary Flatform
ﬁ Endpaint Backup 4 EEndpomt Backups Endpaint
4 & Backups ESRVU] 2/28/2015 332 AM 3 Backup Yolume 01
g Digk, ESRVDZ 21282015 3:21 AM 2 Backup Yolume 01
b (s Last 24 hours B srvos 2/26(2015 345 AM 1 Backup Yolume 01

| % Backup & Replication

ﬁl Backup Infrastructure

E& History

|Evaluation: 165 days remaining VEEAM .

1 backup selected |Enterprise Plus Edition

155 | Veeam Endpoint Backup | User Guide | REV 1



Performing Backup Copy for Veeam Endpoint Backups

You can configure backup copy jobs that will copy backups created with Veeam Endpoint Backup to a
secondary backup repository.

Backup copy jobs treat Veeam Endpoint backups as usual backup files. The backup copy job setup and
processing procedures practically do not differ from the regular ones. To learn more about backup
copy jobs, see Veeam Backup & Replication Documentation.

Backup copy jobs processing Veeam Endpoint backups have one limitation: you cannot use backup
mapping for Veeam Endpoint backups. As a result, if you have a full Veeam Endpoint backup on the
target repository, you will not be able to use this backup as a "seed" for the backup copy job. The

backup copy job will always copy the whole Veeam Endpoint backup chain to the target repository.

¥irtual Machines

Add wirtual machines to the job. Congider uzing containers [zuch az backup jobs, or infragtructure folders] for dynamic selection
zcope. Mo matter how pou choose to select Whis, the job will alwaps get Wi data from the existing backups files.

Objects to process:

Mame Type

'ﬁ' Backup Job SRV Endpoint Job
rﬁ Backup Job SEVO2 Endpoint Job
ﬁ Backup Job SR04 Endpoint Job

D ata Transfer
Schedule

Surnmary

< Previouz | | heut = | | Finizh
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Restoring Data from Copies of Veeam Endpoint Backups

Backups copied to the secondary backup repository do not preserve user access permissions. At the
same time, users who created backups do not have access permissions on these secondary
repositories. For this reason, users cannot restore data from their backups residing in the secondary
site.

To overcome this limitation, you can delegate the restore task to backup administrators who work
with Veeam Backup & Replication. Backup administrators can use Veeam Backup & Replication options
to recover data from such backups: for example, perform file-level restore or retrieve necessary
application items with Veeam Explorers.

You can also restore data from the copied backup stored on the target repository using Veeam
Endpoint Backup.

To do this:

1. InVeeam Endpoint Backup, launch the Veeam Endpoint Recovery wizard to restore
volumes or File Level Restore wizard to restore files and folders. You can also boot from the
Veeam Recovery Media and launch the Veeam Endoint Recovery wizard for data restore.

2. Atthe Backup Location step of the wizard, select Network storage.
3. Atthe Network Storage step of the wizard, select to restore data from the backup repository.

4. Atthe Backup Server wizard, specify settings for the Veeam backup server that manages the
target backup repository where the copied backup is located.

5. Select the Specify your personal credentials check box and provide credentials for the user
who has the Veeam Backup Administrator or Veeam Restore Operator role on the Veeam
backup server.

6. Pass through the next steps of the wizard and select a backup and restore point from which
you want to restore data.

Backup Server
é Specify Veeam Backup & Replication zerver name and vour Windows credentials using DOMAINAUSERMAME format,

Backup Location Yeeam backup zerver name or IP address:
[17217.5312

Metwork. Storage

[W] Specify your personal credentials:

Backup

A ,} Usemane: |VEEAM Admiristratod

i Pazzword: |..........

Pt

Restore Paint
Dizk Mapping
Summary

Frogress

< Previous | | st = | | Finish | | Cancel
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Archiving Veeam Endpoint Backups to Tape

You can configure backup to tape jobs to archive Veeam Endpoint backups to tape.

Backup to tape jobs treat Veeam Endpoint backups as usual backup files. The archiving job setup and
processing procedures practically do not differ from the regular ones. To learn more about backup to
tape jobs, see Veeam Backup & Replication Documentation.

Backup to tape jobs processing Veeam Endpoint backups have one limitation: you cannot link jobs
that process Veeam Endpoint backups to other jobs. Use other scheduling options instead.

Backup Files
@ Specify backups to be processed by this job. ou can pick individual backup jobs, or complete backup repositaries,

Backup jobs and repositories:

Mame Type Add.
|40k Backup Job SRVO4 Endpoint Backup |

Media Pal 'ﬁ' Backup Job SRVO3 Endpaint Backup

Options

Schedule

Surnmary
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85.6 GB
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Performing Restore Tasks

You can perform the following restore operations:
= Restore individual files and folders from Veeam Endpoint backups
= Restore application items from Veeam Endpoint backups with Veeam Explorers

= Export computer disks as VMDK, VHD or VHDX disks

Restoring Files and Folders

You can restore individual files and folders from Veeam Endpoint backups.

The procedure of file-level restore practically does not differ from a regular one. To learn more about
file-level restore, see Veeam Backup & Replication Documentation.

File-level restore from Veeam Endpoint backups has one limitation: you cannot restore files to their
original location. Instead, use the Copy To option to save restored files and folders in a new location.
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Restoring Application Items

You can use Veeam Explorers to restore application items from backups created with Veeam Endpoint
Backup. Veeam Backup & Replication lets you restore items and objects from the following
applications:

= Microsoft Active Directory
= Microsoft Exchange

= Microsoft SharePoint

= Microsoft SQL Server

The procedure of application-item restore does not differ from the regular one. To restore application
items:

1. InVeeam Backup & Replication, locate the necessary Veeam Endpoint backup.
2. Open the necessary Veeam Explorer to initiate application-item restore.
3. Use the Veeam Explorer to restore application items you need.

To learn more about the application-item restore procedure, see Veeam Backup & Replication
Documentation.
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Exporting Disks

You can restore computer disks from volume-level backups and convert them to disks of the VMDK,
VHD or VHDX format.

During disks restore, Veeam Endpoint Backup creates standard virtual disks that can be used by
VMware vSphere and Microsoft Hyper-V VMs.

= When you restore a disk in the VMDK format, Veeam Endpoint Backup creates a pair of files
that make up the VM virtual disk: a descriptor file and file with the virtual disk content.

= When you restore a disk in the VHD/VHDX format, Veeam Endpoint Backup creates a file of
the VHD or VHDX format.

You can save converted disks locally on any server added to the backup infrastructure or place disks
on a datastore connected to an ESX(i) host (for VMDK disk format only). VMDK disks can be restored as
thin provision and thick disks:

= Disks restored to a datastore are saved in the thin provisioned format.
= Disks restored to a server are saved in the thick format.
VHD/VHDX disks are always restored as dynamically expanding.

Veeam Endpoint Backup supports batch disk restore. For example, if you choose to restore 2
computer disks, Veeam Endpoint Backup will convert them to 2 virtual disks and store these disks in
the specified location.

To restore disks and convert them to the VMDK, VHD or VHDX format, use the Export Disk wizard.

161 | Veeam Endpoint Backup | User Guide | REV 1



Step 1. Launch Export Disk Wizard

To launch the Veeam Endpoint Recovery wizard, do either of the following:

= InVeeam Backup & Replication, open the Home tab and click Restore > Endpoint > Export
disk contents as virtual disks.

= InVeeam Backup & Replication, open the Backup & Replication view. In the inventory pane,
click Disk under the Backups node. In the working area, expand the Endpoint Backups
node, right-click the necessary backup and select Export disk contents as virtual disks. In
this case, you will pass immediately to the Restore Point step of the wizard.
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Step 2. Select Backup
At the Endpoint step of the wizard, select a backup from which you want to restore disk(s). In the list

of backups, Veeam Endpoint Backup displays all backups that are currently hosted on the backup
repository. Make sure that you select a volume-level backup in the list.

Endpoint
ﬁ Select endpoint backup pou want to export disk contents from.

Computer: Fileserverl

Job name Last restare point WM count  Restore points count
4 EBackupJob . 3A27/2015 12:01:24 PM 1
Disks [ & Fileservertl 3/27/2015 5:01:47 &M 3

Restore Point

Target
Reason

Summary

|Z" Type in an object name to search for ,D|

| < Previous || Mewt » || Finish || Cancel |

Step 3. Select Restore Point

At the Restore Point step of the wizard, select the necessary restore point from which you want to
restore disk(s). In the list of points, Veeam Endpoint Backup displays all restore points that have been
created. Make sure that you select a restore point that relates to a volume-level backup.

Restore Point
ﬁ Select the restore point to export disks from,

E ndpairit Computer name:  Fileserver01

Backup size: 60.2 GB

Disks Available restore points:

Date Type
Target | 342742015 Friday 5:01 AM Increment
32642015 Thureday 4:56 Ak Increment
Reason 3/25/2015 Wednesday 4:55 AM Full

Summany
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Step 4. Select Disks

At the Disks step of the wizard, select check boxes next to those disks that you want to export.

Disks
ﬁ Select on or more physical disks to export.

Endpoint Phwysical disks:

Festare Paint Disk name Volumes Select Al
Clear &l

|[w] Disk 1 Local Disk [E:)

Target
Fieazon

Summary
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Step 5. Select Destination and Disk Format

At the Target step of the wizard, select the destination for disk export and format in which you want
to save the resulting virtual disk.

1. From the Server list, select a server on which the resulting virtual disks must be saved. If you
plan to save the disks in the VMDK format on a datastore, select an ESX(i) host to which this
datastore is connected.

2. In the Path to folder field, specify a folder on the server or datastore where the virtual disks
must be placed.

3. Select the export format for disks:

=  VMDK — select this option if you want to save the resulting virtual disk in the
VMware VMDK format.

= VHD — select this option if you want to save resulting virtual disk in the Microsoft
Hyper-V VHD format.

= VHDX — select this option if you want to save resulting virtual disk in the Microsoft
Hyper-V VHDX format (supported by Microsoft Windows Server 2012 and later).

Note: If you have selected to store the resulting virtual disk to a datastore, you will be able to save the
virtual disk in the VMDK format only. Other options will be disabled.

Target
ﬁ Specify the destination server and folder, and a wirtual dizk format ta export physical disk contents to.

Endpairt Server

|esx‘|8.veeam.local v|| Details |

Restore Paint
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Tip

Step 6. Specify Restore Reason

At the Reason step of the wizard, enter a reason for restoring the computer volume.

If you do not want to display the Restore Reason step of the wizard in future, select the Do not
show me this page again check box.

Reason
ﬁ Type in the reason for performing this restore operation. This information will be logged in the restore sessions history for later
reference.

Endpoint Restore reason:

Carverting valume ta virtual disk]
Festore Paint

Digks

Target

Summary

[ Do mot shaw me thiz page again
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Step 7. Complete Restore Process

At the Summary step of the wizard, complete the procedure disk restore.
1. Review details for the disk to be restored.

2. (Click Finish to start the restore procedure and exit the wizard.

Summary

Please review the restore settings before continuing. The restore process will being after you click Finish. Mavigate to the
carrezpanding restare session under Histor node ta manitor the progress.

Endpoint Surnrnary:

IComputer: Fileserver01

Restore Point Festare point: 3/27/2015 Friday 5:01 AM

Target hozt: esx18 veeam. local

Diigks Target dir: [datastore3]

Dizks to export;

T ' Dizk 1, walume(s]: Lacal Disk [E:)
=g Export format; WDE,
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Performing Administration Tasks

You can manage Veeam Endpoint backup jobs and backups created with these jobs. Veeam Backup &
Replication allows you to perform the following administration tasks:

= |mport Veeam Endpoint backups

= Enable and disable Veeam Endpoint backup jobs
= Remove Veeam Endpoint backup jobs

=  Remove Veeam Endpoint backups

= View Veeam Endpoint backup properties

= Configure global settings

= Assign roles to users
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Importing Veeam Endpoint Backups

You may need to import a Veeam Endpoint backup in the Veeam Backup & Replication console in the
following situations:

= The Veeam Endpoint backup is stored on a drive managed by another computer (not the
Veeam backup server).

= The Veeam Endpoint backup is stored on a backup repository managed by another Veeam
backup server.

= The Veeam Endpoint backup has been removed in the Veeam Backup & Replication console.

After importing, the Veeam Endpoint backup becomes available in the Veeam Backup & Replication
console. You can restore data from such backup in a regular manner.

Before importing a backup, check the following prerequisites:

= The computer or server from which you plan to import the backup must be added to Veeam
Backup & Replication. Otherwise you will not be able to access backup files.

= To be able to restore data from previous backup restore points, make sure that you have all
incremental restore points in the same folder where the full backup file resides.

To import a Veeam Endpoint backup:
1. InVeeam Backup & Replication, click Import Backup on the Home tab.

2. From the Computer list, select the computer or server on which the backup you want to
import is stored.

3. Click Browse and select the necessary VBM or VBK file. If you select the VBM file, the import
process will be notably faster. It is recommended that you use the VBK files for import only if a
corresponding VBM file is not available.

4, Click OK. The imported backup will become available in the Backup & Replication view,
under the Backups > Disk (imported) node in the inventory pane.
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Enabling and Disabling Scheduled Backup Jobs

You can disable and enable Veeam Endpoint jobs in Veeam Backup & Replication.

When you disable the job, you prohibit the user to store the resulting backup to the backup
repository. If the user starts a disabled job manually or the job starts by schedule, the job session will
fail and report the "The job has been disabled by the Veeam Backup & Replication administrator" error. To
let Veeam Endpoint Backup store backups to the backup repository again, you must enable the
disabled job.

To disable or enable the scheduled backup job in Veeam Backup & Replication:
1. InVeeam Backup & Replication, open the Backup & Replication view.
2. Under the Jobs node, click Endpoint Backup.

3. Click Disable on the toolbar or right-click the necessary job in the working area and select
Disable. To enable the disabled job, click Disable on the toolbar or right-click the job and
select Disable once again.
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Deleting Veeam Endpoint Backup Jobs

You can delete Veeam Endpoint backup jobs.

When you delete a Veeam Endpoint backup job, Veeam Backup & Replication removes all records
about the job from its database and console. When the user starts a new Veeam Endpoint backup job
session manually or the job starts automatically by schedule, the job will appear in the Veeam Backup
& Replication console again, and records about a new job session will be stored to the Veeam Backup
& Replication database. To remove the job permanently, you must delete the job and unassign access
rights permissions for this user from the backup repository.

To remove a job:
1. In Veeam Backup & Replication, open the Backup & Replication view.
2. Under the Jobs node, click Endpoint Backup.

3. Click Delete on the toolbar or right-click the necessary job in the working area and select
Delete.
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Removing Veeam Endpoint Backups

You can remove Veeam Endpoint backups from Veeam Backup & Replication or permanently delete
Veeam Endpoint backups from the backup repository.
Removing from Backups

When you remove a Veeam Endpoint backup from backups, Veeam Backup & Replication deletes all
records about the backup from its database and console. The actual backup files remain on the
backup repository. You can import the backup to the Veeam Backup & Replication at any time later
and restore data from it. To learn more, see Importing Veeam Endpoint Backups.

To remove a Veeam Endpoint backup from backups:
1. InVeeam Backup & Replication, open the Backup & Replication view.
2. Inthe inventory pane, click Disk under the Backups node.

3. Inthe working area, expand the Endpoint Backups node, select the necessary backup and
click Remove from > Backups on the toolbar or right-click the backup and select Remove
from backups.
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Removing from Backup Repository

When you remove a Veeam Endpoint backup from backups, Veeam Backup & Replication deletes all
records about the backup from its database and console. The actual backup files are removed from
the backup repository, too.

To remove a Veeam Endpoint backup from the backup repository:
1. InVeeam Backup & Replication, open the Backup & Replication view.
2. Inthe inventory pane, click Disk under the Backups node.

3. Inthe working area, expand the Endpoint Backups node, select the necessary backup and
click Remove from > Disk on the toolbar or right-click the backup and select Remove from
disk.

Yeeam Backup & Replication
Home Backup

% & X =

GuestFiles Export disk contents | Remove | Properties
(Windows)  as virtual disks... from «
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A !:é} Johs Job name Creation time Restare poinks Repositary PlatFarm
ﬁ Endpoint Backup a EEndpuint Backups Endpoint:
4 |§ Backups ESRVUI 2/28{2015 3:32 AM 3 Backup Yolume 01
g ik %—SRVD“—- @ Restore guest files (Microsoft Windows)... By ki ) !
4 (B Last 24 hours SRy " Backup Yalume 01
@ Export disk contents as virtual disks..
@ Success
ﬁ\ Wwarning G Remove fram backups
[B Faied 5% Rem&e& fram disk |
f Properties

| % Backup & Replication

@ Backup Infrastructure
@ Virtual Machines
@ Storage Infrastructure

% Tape Infrastructure

@ Files

1 backup selected |Enterprise Plus Edition I[ ion: 165 days remaining VEEAM .:
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Viewing Veeam Endpoint Backup Statistics

You can view statistics about Veeam Endpoint backups.

To view Veeam Endpoint backup statistics:
1. InVeeam Backup & Replication, open the Backup & Replication view.
2. Inthe inventory pane, click Disk under the Backups node.

3. Inthe working area, expand the Endpoint Backups node, select the necessary backup and
click Properties on the toolbar or right-click the backup and select Properties.
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Configuring Global Settings

Global settings configured on the Veeam backup server apply to Veeam Endpoint backup jobs as well.
You can:

Configure network throttling settings so that Veeam Endpoint backup job does not consume
all network resources.

Configure global email settings to get alerted about the Veeam Endpoint backup job results.

To learn more, see Veeam Backup & Replication Documentation.

Assigning Roles to Users

User roles configured on the Veeam backup server apply to Veeam Endpoint backup jobs as well.

To learn more, see Veeam Backup & Replication Documentation.
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Veeam Endpoint Backup logs its events to eventlogs on the computer where the product is installed.
Events can be used for monitoring the backup job activity and alerting about the backup status.

The table below lists all events logged by Veeam Endpoint Backup.

Event ID

Name

Description

‘ Severity

110

190

191

10010

10050

1074

23010

Backup Job
Started

Backup Job
Finished

Backup Job
Retry

Restore
Point
Created

Restore
Point
Removed

Computer
shut
down**

Backup Job
Created

EndpointBackup job '‘Backup
Job <computername>' has
been started [by user
<username>].

EndpointBackup job 'Backup
Job <computername>'
finished with <job status>.
Job details: <additional
information about the job
results>*.

EndpointBackup job 'Backup
Job <computername>'
finished with Error and will be
retried.

Job details: <additional
information about the job
results>*.

<computername> restore
point has been created.

Restore point for
<computername> has been
removed according to the
configured retention policy.

The process
C:\Windows\system32\Shutdo
wn.exe (<computername>)
has initiated the shutdown of
computer <computername>
on behalf of user NT
AUTHORITY\SYSTEM for the
following reason: No title for
this reason could be found
Reason Code: 0x800000ff
Shutdown Type: shutdown
Comment: Computer was shut
down after successful backup
by Veeam Endpoint Backup.

EndpointBackup job '‘Backup
Job <computername>' has
been created.
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‘ Event Log ‘ Source
Veeam Veeam
Endpoint Endpoint
Backup Backup
Veeam Veeam
Endpoint Endpoint
Backup Backup
Veeam Veeam
Endpoint Endpoint
Backup Backup
Veeam Veeam
Endpoint Endpoint
Backup Backup
Veeam Veeam
Endpoint Endpoint
Backup Backup
System User32
Veeam Veeam
Endpoint Endpoint
Backup Backup

Information

Information
Warning

Error

Warning

Information

Information

Information

Information



Event ID Name Description Event Log Source Severity
Backup Job EndpointBackup job 'Backup Veeam Veeam
23050 up Job <computername>' has Endpoint Endpoint Information
Modified .
been modified. Backup Backup
Veeam Veeam Endpoint Backup Veeam Veeam
23051 Endpoint option <optionname> has Endpoint Endpoint Information
Modified been changed.*** Backup Backup
USB Device Target USB device has been Veeam Veeam
26010 . 9 . Endpoint Endpoint Information
Ejected successfully ejected.
Backup Backup

* Job details contain information about the reason for completing the job with the Warning or Error
status.

** The eventis triggered if the user has instructed Veeam Endpoint Backup to shut down the
computer on successful backup.

*** The event is triggered if the user has changed any Veeam Endpoint Backup setting other than
backup job settings.
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