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Alliance partner: Hewlett Packard Enterprise
Alliance product: HPE Alletra Storage Server 4120
Program category: Veeam Ready—Appliance

Servers qualified o support Veeam deployments using the official Veeam Appliance ISO file, through compatibility

Category description: ; ! ' )
gory P testing and documentation of recommended configuration through screenshots

Article 1D N/A

Veeam product(s): Veeam Backup & Replication 12

. Hardened repository
Features and attributes:

Immutability
Publication date: March 15, 2025
Last modified date: March 15, 2025

Product details

Product modelnameand version:  HPE Alletra Storage Server 4120

Product firmware version: 1.63, September 17, 2024

Vendor recommended configuration

Readers are strongly encouraged to review the following links to configure the HPE Alletra Storage Server 4120 in preparation to be a Veeam
hardened appliance. In addition to these links, relevant screenshots and steps have also been included in this document.

HPE Alletra Storage Servers + Veeam technical white paper

HPE iLO 6 Security Technology Brief

How to perform firmware upgrade

Firmware updates are mandatory for running a Veeam hardened repository on an HPE Alletra Storage Server 4120 system. As the update
process can change over time, follow the instructions in the HPE Alletra Storage Server 4120 Setup and Installation Guide.

Latest release notes with installation instructions can be found here.

The following steps will update BIOS, firmware, and the HPE iLO management software. To complete this activity, download the most recent
SPP and using the HPE iLO remote console, boot the system directly from the SPP ISO image, select Automatic Firmware Update, and follow

the prompts:

1. Download the latest SPP support bundle from the HPE page.

Be sure to select the specific hardware generation for your hardware. Download file is a bootable 1SO.

Always select the latest support bundle version.

—
Hewlett Packard
Enterprise

refer 1o the following CA for more d

o deti 2
b MR sunRart e com/hpess/ubi/docDisoiay2doskocaleesn. USidocidea001 6663en s
Gent RoM 152101 2
e " ; 0 ) 0134353
Gen11 Gen10/Gen10 Plus Post Production Additional Resources
Gen10 Service Pack for ProLiant Version 2024.04.00.00
Basic Details Release Summary Important Information
- R . Gen0/Gen10 Plus SPP 2024.04.00.00 Gen10/Gen10 Plus SPP 2024.04.00.00
includes support for the following 0S includes support for the following 0S
Base SPP April 19,2024 P73556001 2024040001 (o e
2024.04.00.02
SUMVersion  Size + Red Hat Enterprise Linux 8.9 + Red Hat Enterprise Linux 8.9
v D + Red Hat Enterprise Linux 9.3 « Red Hat Enterprise Linux 9.3
This version of the SPP no longer includes
Gen10/Gen10 Plus 2023.09.00.00, ISR R R
2023030000 + Red Hat Enterprise Linux 7.9 Plus SPP 2023.09.00.00 and any patch
. + SUSE Linux Enterprise Server bundles released against 20230.09.00.00
[ JT— . .

Figure 1. First step in updating BIOS, firmware, and the HPE iLO management software
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https://www.hpe.com/psnow/doc/a50000150enw?from=app&section=search&isFutureVersion=true
https://internal.support.hpe.com/hpesc/public/docDisplay?docId=sd00002198en_us&docLocale=en_US
https://support.hpe.com/hpesc/public/docDisplay?docId=sd00002562en_us&docLocale=en_US
https://support.hpe.com/hpesc/public/docDisplay?docId=sd00004154en_us&docLocale=en_US
https://support.hpe.com/docs/display/public/a00sppdocen_US/spp/#/index.aspx
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Hewlett Packard HPEGreenLake  ProductsandSolutions  Services  Leam  Support  Confact 2
Enterpise

My HPE Software Center > Product Download 0@

@ Dashboard < Support Center
@ Manage . .
Service Pack for ProLiant 2024.04 Gen10
i‘ Software
Details -
N Drivers, Patches & Product Number: .
&7 Firmware SPP.Gen10.2024.04.00.00.8 o
SPP Gen11
Category: [ software 3>
Software
SPP Gen10
Product Family: [ erassz.o01 o 0416,18.is0 (9.15 GB)
SPP All Gen 1741c40e1: (Copy)
Software Type:
@  Help & Support - Software
Verson [ shazsum " 2024 0416.18.i Bytes)
@ seectionguage v 2024.04.00.00 1349575b14... (Copy)
Apr19,2024

[] mdssum 06 o1 (65 Bytes)
817bSdaed.. (Copy)

A\ Your download speed may be affected by your interet service provider (ISP).

Figure 2. Service Pack for ProLiant 2024.04 Gen10

2. Create a bootable USB stick out of the ISO and boot directly on the server or through the remote management (HPE iLO).
A USB stick can be created out of the ISO with the Rufus tool.

3. When the SPP tool is booted, select Automatic Firmware Update.

Automatic Firmware Update

Interactive Firmware Update

Figure 3. Selection of Automatic Firmware Update in the SPP tool

Ste‘p 1

Inventory

Inventory of baseline and node

v Inventory of baseline

®m  Genkl Service Pack for ProLiant  Baseline successfully added [ Total components 350
v Inventory of Localhost
localhost  Inventory in progress (IS Inventory started.
Abort Start Over

Figure 4. Step 1 for inventory of baseline and node

Step 3

Deployment

Deployment
- localhost Deployment in progress v ] Deployment completed
Start Over Abort Reboot

Figure 5. Step 3 for deployment

4. Reboot the server.

E—


https://rufus.ie/en/
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Optional method

An alternative to booting from the HPE ProLiant Support Pack would be updating firmware through the HPE iLO. In this case, you would
download the latest HPE iLO 6 package from support.hpe.com, click Firmware & OS Software in the HPE iLO 6 home page, and follow the

prompts to update firmware:

1. Download the latest HPE iLO 6 package from support.hpe.com. In this case, Online ROM Flash Firmware Package - HPE Integrated Lights-
Out 6.

2. Click Firmware & OS Software in the HPE iLO 6 home page. Click the Update Firmware option.

3. Choose the local file you just downloaded, check the box next to Confirm TPM override, and click Flash.

Flash Firmware @ X

File location

Local file

| Choose File |ilos_163.fwpkg

D Also store in iLO Repository

CAUTION: Suspend or back up any software that uses the
installed TPM or TM, or risk losing your data. Select the Confirm
TPM override check box to proceed.

|:I Confirm TPM ovarride

Figure 6. Confirming TPM override option

4. You will see a progress bar tick up to 100% a couple of times, and then the HPE iLO will restart. The restart may take a few minutes, so
don’t be alarmed if you lose connection with the HPE iLO. The page should return on its own.


https://support.hpe.com/connect/s/softwaredetails?language=en_US&tab=releaseNotes&collectionId=MTX-994a0b6ce04a44b9
https://support.hpe.com/connect/s/softwaredetails?language=en_US&tab=releaseNotes&collectionId=MTX-994a0b6ce04a44b9
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5. Once the HPE iLO returns, verify the new HPE iLO version in Information option on the HPE iLO home page.

ILO

IP Address 10.12.6.11
Link-Local IPv6 Address FEBO:SEED:BCFRFEF1:D&4S
iLO Hostname logan-ilo.tacl.nat
iLO Dedicated Network Port Enabled
iLO Shared Network Port Disablad
iLO Virtual NIC Cisabled
License Type iLO Advanced
iLO Firmware Version 1.63 Sep 13 2024
iLO DatefTime Thu Oct 3 11:20:06 2024

Figure 7. Verification of new HPE iLO version

RAID controller configuration

Operating system boot device(s)

« RAID card description: HPE NS204i-u Gen11 NVMe Hot Plug Boot Optimized Storage Device-dedicated and preconfigured hardware
RAID 1 OS boot device includes two HPE enterprise-class 480 GB NVMe M.2 SSDs on a single HPE Synergy add-in card. It aufo creates a
RAID 1 volume during booft, therefore does not require configuration. Boot devices enable the deployed OS to be mirrored through a
dedicated hardware RAID 1.

Backup storagedrives
» Cache policy: 8 GB flash-backed write cache (50% read / 50% write)
 Strip size used: 256 KiB

« Data protection method: RAID 60 (2 sets of 11+2, 1 hot spare)

Considerations for LUN configuration

o Default initialization method—Full. Use this method, otherwise, the initialization will complete slowly in the background, impacting
performance for days.

o Assign 50% of the controller cache to read.
o Number of logical volumes:

If you have a dedicated boot device, such as the HPE NS204i-u Genl1, Hewlett Packard Enterprise recommends using the entire array
capacity for a single logical volume.

If, instead, you plan to boot from this array, HPE recommends creating two volumes: a smaller one, approximately 250 GB, to be used as a
boot volume, and a second larger volume with all the remaining capacity to be used by the Veeam Backup Repositories.

Backup storage drives configuration

Create one RAID 60 volume consisting of two sets of 13 drives (11+2) plus 2 hot spares. This will be a fotal of 22 data drives. The RAID 60
volume is entirely managed by a single HPE SR932i-p Genl1 storage controller with 32 lanes and 8 GB wide cache in the HPE Alletra Storage
Server 4120 and is thus offloaded from the OS.
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Press F9 on boot to enter System Utilities, then choose System Configuration.

In the System Configuration screen, choose the appropriate RAID card. In the case of the HPE Alletra Storage Server 4120, this would be the
HPE SR932i-p controller. You will end up with one RAID 60 volume managed by the HPE SR932i-p controller.

Hewettpackard  SYStem Configuration

Enterprise

A& System Utilities > System Configuration >

HPE System Configuration
Alletra Storage Server
°

iLO & Configuration Utility

Pv4: 1 .y Slot 2 : HPE SR932I-p Gen11 !
iLO IPvE: El : Slot1Port1: N :0C
User Default: OF Slot 1 Port 2 : M Configuration Utility for HPE SR932i-p Gen11  :0D

Slot 2 : HPE SRe32i-p Gen11 (5]

Slot 3 : HPE SR932i-p Gen11
Slot 4 Port 1 : HFE SN1700E 64Gb 2p FC HBA - FC
Slot 4 Port 2 : HPE SN1700E 64Gb 2p FC HBA - FC

OCP Slot 14 Port 1 : Broadcom NetXtreme-E 2Px10GBASE-T OCP 3.0 Ethernet -
NIC

EI%P Slot 14 Port 2 : Broadcom NetXtreme-E 2Px10GBASE-T OCP 3.0 Ethernet -

Storage Slot 19 : HPE NS204i-u Gen11 Boot Controller

http: v, hpe.com/supportUEFIGen 1-UG-en

E (O Changes Pending () F Required

POST Code =

Figure 8. Choosing the appropriate RAID card in the System Configuration screen

Choose Configure Controller Settings in the controller information screen.
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Hewetbackard  SYStem Configuration

Enterprise

M System Utilities > System Configuration > HPE SR932i-p Gen11 >

HPE HPE SR932i-p Gen11
Alletra Storage Server
Confroller Information

Configure Controller Settings =]

Array Configuration

ser Deiaull: OFF Disk Utilities
re Boot: Disabled

stern ROM: UST v2.34 (10/04/2024) Set Bootable Devica(s) for Legacy Boot Mode
Administration
Launch Smart Storage Administrator (SSA)

Select

Exit

Healp

Load Defaults
Save

Save and Exit

tequired

POST Code : 003B

Figure 9. Choosing controller information for HPE SR932i-p Gen11

Choose Create Array.

Page 8
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Hewetbackard  SYStem Configuration

Enterprise

A System Utilities > System Configuration > HPE SR932i-p Gen11 > Array Configuration >

HPE Array Configuration

Alletra Storage Server
°
Server SN: Create Arrays with RAIDO
O IPv4: 17
iLO IPvE. FI Create SmartCache Array
User Default: OFF Manage Arrays

Secure Boot: Disabled
System ROM: US7 v2.34 (10/04/2024)

Select

Exit

Healp

Load Defaults
Save

Save and Exit

oot Required

POST Code :

Figure 10. Choosing an array configuration

Create the logical drive by choosing the various options and click Save Configuration.
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& A3y AwithSpare -1 Logical Drivels) . create Logical Drive

= The size may be automatically agjusted slightly 1o optimize performance.

m Centain operating systems do not support logical drives greater than 502 GIB or boot volumes greater than 2 TiB. Check operaling system

documentation for details.

m The logical drive must be smaller than 2 TIB if it Is used as a boot volume, the OS does not support hybrid MBR boot code, and the system has

legacy BIOS firmware.

RAID Level oo o

RAID 1+0
RAID 5
RAID 6
RAID 50

O RAD 60

Number of Parity Groups (NPG) (-

2wV

Strip Size / Full Stripe Size o0 0

L6 KIB/1T6 KiB
32KiB/352KiB
64 KiB / 704 KiB
© 128KiB/1.3 MiB
256 KIB/2.7 MiB
512 KIB/55MiB

Sectors/Track oo n

63
Q32
Size (wharsthis. )
Max. for MBR Partition Table: 2097152 MiB (2 TiB)
© Maximum Size: 419423554 MIB (399.9 TiB)

Custom Size

Parity Initialization Method (vrcooni

Detault Online, parity block initialization
i0)) Rapia: Omine, tull zero-ovenwrile of all dala and parity blocks

Caching (oo »

© Enabled
Disabled

Figure 11. Creating the logical drive by choosing the various options

Create Logical Drive

Hide

Cancel

Page 10



Solution guide Page 11

Configuration of spare disks on HPE Alletra Storage Server 4120

The HPE SR932i-p smart array controllers used in the HPE Alletra Storage Servers presented in this solution support automated spare drive
activation to rebuild a failed disk. After the volume initialization is complete, use the HPE Smart Storage Administrator application to select the
RAID 60 volume, then click Manage Spare Drives. Set the Spare Drive Type to Auto Replace Drives and select the drives in the bottom
portion of the window, as shown in Figure 10. With this configuration, when a disk fails, it will be rebuilt using the hot spare disk, which will
become part of the RAID group. When the administrator replaces the broken disk, the new disk will be recognized as the new hot spare.

-

" g@ Amay Awith Spare - 2 Logical Drive(s) Manage Spare Drives

m In a dual domain configuration, mixing single and dual ported SAS drives can lead 10 a l0ss of redundancy. Hioe
m To avoid wasting drive capacity, select physical drives that are same size as the existing drives in the array

| Spare Drive Type (s

Dedicated Spare Drives. Drives designated as spares can only be used as spare drives.
o Auto Replace Drives. When activaled, selected drives will automatically become part of the array.

| Add/Remove Spare Drives w.r:
All ems

S setecrau(n

v
2 2078
saswpo Port3:Box2:Bay7

Save Cancel

Figure 12. Managing spare drives
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Configuration of smart array internal cache on HPE Alletra Storage Server 4140/4120

For the HPE SR932i-p smart array controller used in HPE Alletra Storage Server 4140/4120 that comes with an 8 GB wide cache, HPE
recommends assigning 50% of controller cache to writes, which is the maximum percentage allowed by the controller. In addition, HPE
recommends assigning 50% to writes using the Cache Manager function of the HPE Smart Storage Administrator application, as presented in

Figure 13.In testing for this solution, performance was measured with and without the writeback cache enabled. In the configuration tested,
Veeam backups were found to be faster when writeback cache was used at the recommended ratio.

s/ Cache Manager Modify Caching Settings

@ Enabling write caching on a cache module without a fully charged backup power source could cause data loss in the event of power tallure. Use of this
feature is not recommended unless proper precautions are followed 1o maintain power to the controller.

Cache Ratio (wicom
C———
50 50% M Read /50% = Write

Select the Logical Drives for which caching is to be enabled (v v
All ems
5 setectain(2)
v v
5 200.00 GIB (214.75 GB) 5 399.99 TiB (439.80 TB)

RAD 60 Logical Drive 1 RAID 60 LLogical Drive 2

Enable Write Cache When Battery/Capacitor Not Present or Not Completely Charged v

O Disabled
Enabled

Write Cache Bypass Threshold .o
[—————————

1040 Kig

oK Cance

Figure 13. Setting the cache management options

BIOS UEFI settings

Step-by-step installation instructions for all HPE servers using HPE iLO:

From the HPE iLO interface, on the left side, click Administration.

Click the Boot Order tab.

Scroll to the bottom, then click the Boot to System Setup Utilities button.

Power on or restart the server.

L A o

Disable USB Boot Support.

a. Select System Configuration

b. Select BIOS/Platform Configuration (RBSU)
¢ Select System Options

d. Select USB Options

e. Select USB Boot Support

E—
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f
g.

USB Options

USB Control All USB Ports Enabled

€

USB Boot Support Enabled ~

Figure 14. Menu of USB Options. For USB Boot Support, change “Enabled” (default) to “Disabled”.

Select Disabled fo disable USB Boot Support.

Press F10 to save your options and click the System Options menu.

6. Set power mode to Always Power On

a.

Back in the System Options menu, select Server Availability. If you were navigating to this from the System Utilities main menu
after pressing F9 during POST, the path would be BIOS/Platform Configuration-->System Options-->Server Availability.

Select Automatic Power On and set fo Always Power On.

Select POST ASR and set it to POST ASR On.

Press F10 to save and click the Main Menu.

Hewlett Packard BIOS/Platform Configuration (RBSU) A ? O & U B

Enterprise

— More Forms > BIOS/Platform Configuration (RBSU) > System Options > Server Availability >

HPE Server Availability
ProLiant DL380 Gen11
Server SN: 2M2D0Z03DG Wake-On LAN Enabled pac
iLO IPv4: 10.12.6.11
iLO IPv6: FEBO::5EED:8CFF:FEF 1:D446 POST F1 Prompt Delayed 20 seconds ~
User Default: OFF
Secure Boot: Disabled Power Button Mode Enabled ~
System ROM: U54 v2.30 (08/09/2024)
Automatic Power-On Always Power Off ~
Power-On Delay No Delay
POST ASR POST ASR Off ~
POST ASR Timer 30 Minute ner
E::,e" IPMI Watchdog Timer Disabled ~

Help
Load Defaults IPM1 Watchdog Timer Timeout 30 Minute

Save

Save and Exit IPMI Watchdog Timer Action

Figure 15. Sefting the power mode to Always Power On

7. Configure password complexity

a.

Security-->Access Settings-->Account Service

You can set these features to your requirements. To enable password complexity, use the following on passwords:
At least one uppercase ASCII character

At least one lowercase ASCII character

At least one ASCII digit

At least one other type of character (for example, a symbol, special character, or punctuation)

13
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Account Service Y 4

Authentication Failures Before Delay 1 failure causes no delay

Authentication Failure Delay Time 10 seconds
Authentication Failure Logging Enabled - Every 3rd Failure
Minimum Password Length g
Password Complexity Disabled

Figure 16. Configuring password complexity

8. Enable Secure Boot, power on password, and admin password.

a. Select Server Security. If you were navigating fo this from the System Utilities main menu after pressing F9 during POST, the path
would be System Configuration-->BIOS/Platform Configuration-->Server Security.

In this same screen, you'll be able to set a power on password, an admin password, and enable Secure Boot.

Server Security

) ) Secure Boot Settings
Set Power On Passwo @ |

Select this option to display the Secure Boot

Set Admin Password Configuration menu. Use this menu to enable or &8
disable Secure Boot Mode, and to add or remove
certificates in the Secure Boot databases.

Secure Boot Settings {3

Figure 17. Enabling Secure Boot, power on password, and admin password

b. Select Secure Boot Settings.
c. Select AHtempt Secure Boot.

d. A notice will be displayed that a rebooft is required. Press the Enter keyboard button to continue.

Secure Boot Settings

Current Secure Boot State Disabled

Attempt Secure Boot ~

Advanced Secure Boot Options L

Figure 18. Display of Secure Boot seftings

e. Press F10 to save your configuration and click the Server Security menu.

f Press the F12 keyboard button to save and exit.

E—
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How to configure HPE iLO remote access

As HPE iLO remote access and additional management port (Intel®/BMC/and others) are an aftack vector for a ransomware hacker to destroy
data on the disk systems of the server, it is recommended to shield the system with firewall or switch port access rules that allow only
SMTP/SNMP management to the management system and deactivate any incoming message. If possible, implement hardware management
on a completely different infrastructure that does not have any network interaction capability with production. Another option is to disconnect
the management ports and monitor the systems manually in the data center.

LAN port(s)

E outgomg incoming

)2

—
SMTP / SNMP Everything
Firewall blocked
Hardened Management
Repository port
Server

Figure 19. Shielding the system with firewall or switch port access rules

We recommend following the HPE best practices for HPE iLO hardening:
Threat to be defeated.
ISO boot attack is a type of attack frequently attempted by cybercriminals. Be informed, stay protected!

Solutions

Enable as many following security features to protect access to HPE iLO, even if you disable access. Someone by accident could connect the
interface and you need to stay protected.

« Enable Kerberos and Multifactor Authentication (MFA)

e Enable Smartcard authentication

* Power-on password

Enable firewall/switch port access rules to let only SMTP/SNMP out and not let any communication in including management and WebUI
(see previous screenshot)

e Disconnect HPE iLO physically

Visit HPE iLO 5 Security Technology Brief and HPE Genl10 and Genl0O Plus Security Reference Guide for more details from HPE for
security settings.

Restrict HPE iLO user access

The HPE iLO does have an option to restrict user access. A user could be created with read-only access by going to Administration-->User
Administration affter logging into the HPE iLO. In Figure 20, you'll see that a user2 was created with only login access.

Local Users

Login Name User Name Status —El Q o éj E‘. ﬁ &e & L'E,L

Administrator Administrator OFnabled @ o o & & & & & & &

usar2 user2 @Enabled & X b 4 x X b 4 X b 4 X X

Figure 20. Restricting HPE iLO user access

This user will be able to view all HPE iLO settings but will not be able to launch a remote console, make any configuration changes, or take any
disruptive or destructive actions such power cycling the server or booting from an ISO.

E—


https://support.hpe.com/hpesc/public/docDisplay?docId=a00026171en_us&docLocale=en_US&page=GUID-D7147C7F-2016-0901-06D0-0000000027B2.html
https://support.hpe.com/hpesc/public/docDisplay?docId=a00026171en_us&docLocale=en_US&page=GUID-0D137109-A2E4-4126-A07F-24A48ABE8BF9.html
https://support.hpe.com/hpesc/public/docDisplay?docLocale=en_US&docId=sd00001068en_us&page=GUID-D7147C7F-2016-0901-0A69-000000000D38.html
https://support.hpe.com/hpesc/public/docDisplay?docId=a00026171en_us&page=index.html
https://www.hpe.com/psnow/resources/ebooks/a00018320en_us_v10/index.html
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Contact

Web: support.hpe.com

Learn more at
HPE.com/us/en/alliance/Veeam

Visit HPE.com [——1 [~ Chat now (sales)
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