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Vault

Secure cloud storage
made easy

A fully-managed, secure cloud storage resource on Azure & AWS that
eliminates the headaches of managing infrastructure and unpredictable cloud
cost models.

Just let us know how much you need, and we handle the rest.
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Zero Trust Data Resilience

with Veeam Data Cloud Vault

Separation of backup Multiple
software and storage Resilience Zones
Segmentation, air-gapping and 3 copies of data, 2 different

least privilege access media, 1 offsite
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Immutable and
Encrypted

Protecting data integrity and
confidentiality



3-2-1-1-0 Rule Made Easy

with Veeam Data Cloud Vault

3 COPIES OF DATA
v' Supports direct, copied and tiered backup from VDP
v" Synchronously copied in cloud for up to 12 nines of durability

2 DIFFERENT MEDIA
v Built on object storage to compliment on-premises disk

1 COPY OFFSITE
v Stored securely in cloud

1 COPY OFFLINE
v Logically air-gapped from your data center
v' Always immutable

0 ERRORS
v" Works with all Veeam backup and recovery verification tests
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Two Editions

Simple, predictable pricing, all-inclusive of storage, API calls, retrieval and egress

A
Azure Blob Cool
1-nines
$1 4 20% Fair use read/restore
TB/month Choose Your Country
Non-core: $24 Immutable
Encrypted

Foundation
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Azure Blob Cool

12-nines

Unlimited read/restore
Choose Your Datacenter
Immutable

Encrypted

$24

TB/month
Non-core: $40

Advanced



Veeam Vault V2 - Foundation VS Advanced

Veeam Backup &
Replication Server

Foundation

Copy Job’ - (i

_—

—

=

Backup
Repository

|
Veeam
Vault

Advanced

Direct to Object 'y

Veeam
Vault

D
10
01

Azure
Blob Cool

D
10
01

Azure
Blob Cool

- LRS (Local redundancy)
- Country specific locality
- Immutable

- Encrypted

- 11 nines of durability

- ZRS (Zone redundancy)
- Region specific locality
- Immutable

- Encrypted

- 12 nines of durability

veeam



Veeam Vault Architecture

. Microsoft Azure

Authentication

Veeam Data Cloud

User

O™
Qa0

VDP

]

Authentication
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Vault Ul

A

Backup/Restore

»
>

Vault Service

_

*
A0

Azure Blob
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Supported workloads

Workload Direct to Vault Backup Copy to SOBR Capacity Tier

Vault

VMware vSphere VMs
Microsoft Hyper-V VMs
Physical Servers (Windows/Linux - Managed Agent only)
NAS File Shares and Obiject Storage backup X
Azure VMs (via Veeam Backup for Azure Plug-in) X
AWS EC2 (via Veeam Backup for AWS Plug-in) X X
Google Cloud VMs (via Veeam Backup for GCP Plug-in) X X
Kubernetes (via Veeam Kasten K10) X
Oracle RMAN (Enterprise Plugin) X X
SAP HANA (Enterprise Plugin) X X
SAP on Oracle (Enterprise Plugin) X X
Microsoft SQL Server (Enterprise Plugin) X X
IBM Db2 (Enterprise Plugin) X X
MongoDB (Enterprise Plugin) X
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Core Region Availability (Azure)
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Core Region Availability (AWS)
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Add Tenant

° [ Veeam Software - Activities Tracking

Vault
a5
o Subscription Subscription Edition Details
Subscriptions 4 Advanced Core - Azure 217 TB out of 16 TB (13.56%)
Tenants Onboarded 17 Foundation Core - Azure 0.12000000000000001 TB out of 9 TB
(1.33%)
Foundation Mon-Core - Azure  0.06999999999999999 TB out of 2 TB
(3.50%)

Advanced Non-Core - Azure  0.08 TB out of 2 TB (4.00%)

Q. Search tenants..

© 2025 Veeam Software. Confidential information. Al rights reserved. All trademarks are the property of their respective owners

Q  Search...

(® Add Tenant



° 15| Veeam Software - Activities Tracking Q  Search...

¢ Back Add New Tenant

o I © Tenant Welcome to Veeam Data Cloud for Vault
o
b A tenant groups one or more Vault instances for the purposes of management and access control. Each
Provision Vault tenant requires a single Vault subscription, but you can reuse the same subscription across several
tenants.
Summary Provide a unigue and descriptive name for your tenant and assign a subscription toit.
(O Credentials
Tenant Name: | Veeam100|
Subscription: ‘ Advanced Core - Azure v |

Next Cancel
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° 18] Veeam Software - Activities Tracking Q. Search...

¢ Back Add New Tenant

(=) Tenant Provision Vault
Provision your initial Vault for this tenant.

€ Provision Vault

. Vault Name: | Veeam100demo ‘
() Summary \ J

. Country: | Germany ~ ‘
(_) Credentials \ )
Region: | Germany West Central v ‘

Previous | Next Cancel
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° () Veeam Software - Activities Tracking

< Back Add New Tenant

o =) Tenant
(%) Provision Vault
€© Summary

() Credentials

Summary

Review details and click 'Finish' to add a new tenant.

Tenant

Tenant Name:

Subscription:
Storage Vault

Vault Name:
Country:

Region:

Veeam100
Advanced Core - Azure

Veeam100demo
Germany

Germany West Central

Q, Search...

Previous | Cancel



Q =1 Veeeam Software - Activities Tracking Q,  Search...

< Back Add New Tenant

(=) Tenant Credentials
You can find your Vault access key and secret credentials below.

(=) Provision Vault

- ™ Your Vault instance is being provisioned. This may take a few minutes.
() Summary Please wait to get the credentials required to connect it to Veeam Backup & Replication.

€ Credentials

Continue Cancel
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Communication: Registration and Creation of VAULT

What happens behind the scenes?

T Veeam Data Cloud Vault adds
Eﬂ Creates EntralD Application application and registration in
— HTTPS e  With VBR Installation ID the background

:

my.veeam.com
(Veeam ONE Ul)

o)
A

Customer

M |

Entra ID
(Veeam)

Certificate

<>
Ll N\
A

Veeam Data
Cloud Vault

After refreshing the
Wizard in VBR the
account can be selected

El
my.veeam.com
(Veeam ONE UI)

LJ

Veeam
Vault

Veeam Backup & Replication creates a security
certificate and passes this certificate through the
My-Account-Portal to Veeam Data Cloud Vault
and Microsoft Azure.
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VBR Server
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Communication Veeam Vault

HTTPS

Q License Server

HTTPS _"‘-

my.veeam.com

vbr.butler.veeam.com

Q Azure

Nnl Veeam Data Cloud
L=RN
= 443 B . o
Veeam Backup & 256Bit AES v
Replication Server Backup Data Encryption \?ealftn
au

\_NA
Proxy /
Gateway

443 /80

<storage-account>.blob.core.windows.net
<storage-account>.blob.storage.azure.net

Certificate services

*ocsp.digicert.com
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Encryption

You must enable encryption for every job that you target to Veeam Data Cloud Vault.
You cannot move or copy unencrypted backups to Veeam Data Cloud Vault.

*BYOK coming soon for Veeam Vault

“To encrypt data encryption keys with secret keys, Veeam Backup & Replication uses the 256-bit AES with a 256-bit key length in the CBC mode

)
(——- ]

Backup server

- .
Dome
== - [§

Source host

Backup
proxy
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https://helpcenter.veeam.com/docs/backup/vsphere/capacity_tier_copy.html
https://helpcenter.veeam.com/docs/backup/vsphere/capacity_tier_copy.html
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Considerations for multiple usecase

- Maximum of 7 subscriptions per Subscription
o N a I
rganization
£H Vault! —  HEH Vault2 —
-  Veeam Data Cloud Vault subscription
and the Veeam backup server must - Folder 1 . Folder 1
belong to the same organization.
(my.veeam.com account) - Folder 2 - Folder 2
- One VBR Server can connect multiple
Vaults B roicers B roces
- Multiple VBR Servers can connect to the - -
same Vault
& AN J
- J
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One Subscription — multiple usecases

One Server with multiple Storage Vaults as Repositories

.+ (Subscription 1)
A :

=N — % Storage Vault 1
= L
Environment 1 i ==

> Lﬁ ¥ Storage Vault 2
> I

Ln_l Storage Vault 3
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One Subscription — multiple usecases

One subscription with one Storage Vault and multiple VBR Servers.

EQCh Server With itS OWN FOIAEI. g eeerememsmsmmmmmsssnsssnestnsstststsssesssesestesesesesess s .

L M |
Lﬁ ¥ Storage Vault

N
S;S:” > —> - Repository VBR Server 1
=3
VBR > > - Repository VBR Server 2
S 2
erver
VBR > —> - Repository VBR Server 3
S 3
erver

|, - Repository VBR Server...

veeam



Mixed environments

VBR Servers can connect to a Storage Vault and to a Sub-folder

§o¥ Veeam Data Cloud Vault

M |

E@ Lﬁ ¥ Storage Vault 1
[—— ]
Environment 1

\ 4
I=====T-

1

1
m
2
<.
S
(®]
2
3
(0]
2
-+
—

Anl N
L2RN ” -- - Environment 2
(—— - :
Environment 2 A
—> ] Storage Vault 2
Il
]
L=RN]
=3 > rnj Storage Vault 3
Environment 3 LJ
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Mixed example with different subscriptions

Veeam Data Cloud Vault

(Subscription 1)
:
= " M.} Storage Vault 1

Environment 1

Veeam Data Cloud Vault

(Subscription 2)
Np]
loN > M.l Storage Vault 1
(—-
i )
Environment 2 1.5 Storage Vault2

I .
> L__- Environment 1
|
I
L

> --- Environment 2

B
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Azure VPN
VBR-Access to Veeam Vault with VBR-Proxy in Azure as Gateway

https://www.veeam.com/kb4745 Azure

Customgr Azure Veeam Data
subscription Cloud

DNS Entry for VBR
\ L/
Site-to-Site or Point-to-

EE Site-VPN . -
Connection Type X u l_ _l

e for this object storage repository. For the Direct
ies and backup agents have direct network

or the Gateway mode, we recommend having at V It W

T ault G

nts will connect directly to object storage. MOU nt Server

A 4
_I
- |

ally determine the most suitable gateway

serv
server from the following list:

Name Select All
[ WIN-4BALVD9103R Clear All
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VDC Vault and Azure ExpressRoute with Private Peering

Customer Site

Data Center

<7
Internet

Private (VNET) Peering

Q Microsoft Azure

Customer Tenant and "VNET

Gateway / Mount
server

Nl s
1ON Bl —
I— -
Backup
Repository

Veeam Backup &
Replication

Private IP Traffic
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——\Veeam Tenant

Mg |
l_n_l

VDC
Vault

* Same Region to avoid cross-region transfer
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Follow us! Join the community hub:

fBfX0D| s
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https://community.veeam.com/
https://www.facebook.com/VeeamSoftware/
https://www.instagram.com/veeam_software/
https://twitter.com/Veeam
https://www.youtube.com/@veeam
https://www.linkedin.com/company/veeam-software/
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