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Organizations recognize key risks
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As part of migration processes

To extend retention beyond built-in mechanisms

Centralized or simplified restore capabilities

Internal policy for data retention

Compliance or regulation requirements

Better restoration capabilities (e.g. granularity) than built-in functions

Malicious user or other internal threats

Preparation against cybersecurity attacks

Accidental deletion of data

What are your primary reasons for protecting the data from Microsoft 365?

SaaS Admins (N=194) Backup Admins (N=180)
Source: Hybrid & Multi-Cloud Research, 2020
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55% of 

businesses are 
left unprotected!

Source: Data Protection Report, 2021 

69%

27%

4%

47% 45%

8%

We use only the built-in Office
365 backup capabilities (e.g.

recycle-bin)

We use a third-party backup
product or service for Office 365

We do not actively back up
Office 365

How does your organization back up Microsoft 365 data?  
(n=983)

2020 2021
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There are 7 reasons WHY
you need Microsoft 365 backup

Accidental
deletion

Retention policy 
confusion/gaps

Internal security 
threats 

Malicious 
insiders/departing 

employees

External security 
threats 

Ransomware/
rogue apps

Legal 
and compliance 
requirements

Managing hybrid 
deployments 

and migrations 

Read the Special Report on the 7 Reasons at: 
https://go.veeam.com/wp-why-backup-office-365-data

Teams 
data structure
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Office 365 backup solution checklist

Features
Flexibility 
and choice

Innovation

Scale Integration 
Breadth 
of service

Back up Exchange Online/On-premises

Back up SharePoint Online/On-premises

Back up OneDrive for Business

Back up Microsoft Teams

40 restore options

Deploy on premises or in the cloud

Utilize any storage target you want

No lock-ins, switch storage anytime

Flexible job configurations

Simple UI, powerful features

Implement customer feedback

Easy tools for eDiscovery

Handles large number of users

SMB friendly

Backup proxies 

Natively integrated with Office 365

Large ecosystem of service providers

Integrated with hyperscale clouds

S3-compatible

Veeam Cloud Data Management 
Platform™: 

Cloud, Physical, Virtual
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Backup for Microsoft 365 v6
New Features
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Key NEW v6 Features

Integration with Veeam 
Service Provider Console

For centralized license provision 
and usage reporting

Self-Service 
Restore Portal

Allowing end-user restores 
and restore operator role 

(for MSPs)

Automatic Update 

Install critical updates for Veeam 
Backup for Microsoft 365 in the 

background avoiding interruptions of 
your backup and restore operations
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Self-Service Restore Portal
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NEW Self-Service Restore Portal
Now the #1 provider of Microsoft 365 backup is empowering IT 
administrators to securely delegate restores of emails, files and more with 
the Self-Service Restore Portal for Microsoft 365 environments

Enables restore access without the need to provide 
direct access to the backup server

Provides one centralized location to efficiently divide 
restore permissions and access across your organization
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Self-Service Restore Portal
Architecture
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Microsoft 365

DataCenter

Veeam Backup 
for Microsoft 365

Tenant 1
180 Day Policy

Object Storage

Tenant 1
1 Year Policy

Tenant 2
1 Year Policy

Tenant 2
3 Years Policy

Backup & Recovery 
via M365

DMZ

User

Customer Prem.

Proxy 1

Proxy 2

Self-Service Restore Portal

API servers



© 2021 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

v5 to v6 comparison (REST)

v6v5
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v5 to v6 comparison (Tenant Auth)

v6v5
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Enable / Configure Restore Portal
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Config Remote REST server
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Demo
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Automatic Update



© 2021 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Automatic Update

Check online for critical updates

Download critical updates

Notifies via e-mail

Installs critical updates automatically when load is minimal

Quickly address M365 breaking changes
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VSPC v6 and VB365 v6
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Veeam Cloud Connect 
repository

Veeam Service 
Provider Console

Cloud 
gateway

Service provider

Veeam-powered services
Single port (no VPN) | SSL-secured

Veeam Agent 
for Microsoft Windows, 

Linux and Mac

Customer A

Customer C

Customer B

Plug-in library

Veeam Backup
for Microsoft 365

Veeam 
ONE

Veeam Backup
& Replication

VCSP Pulse Plug-in

Veeam Backup
& Replication

Veeam Agent 
for Microsoft Windows 

(workstation)

Veeam Backup
for Microsoft 365

Virtual Physical

Veeam Agent
for Microsoft Windows

Plug-in 

for AWS

Plug-in 

for Azure

Cloud

Veeam Backup
& Replication

Cloud

Remote management and monitoring

Backup/recoveryVeeam Service Provider Console v6

Veeam Backup
for Microsoft 365
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Scenario 1: Multi-tenant deployment

Veeam Backup 
for Microsoft Office 365

Tenant 1 Org

Proxy 1
Repo 1 Repo 2

Job 1 Job 2

Self-service restore portal
Veeam Service Provider Console

Service Provider environment

Tenant 4 Org

Proxy 3 Repo 4

Job 5

Tenant 3 Org

Repo 5

Job 4

Tenant 2 Org

Proxy 2 Repo 3

Job 3
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Scenario 2: Separate VB365 instances

Proxy Repo

VBO server

Proxy Repo

VBO server

Proxy Repo

Proxy Repo

Proxy Repo

VBO server

Proxy Repo

Service Provider environment

Veeam Service Provider Console

Tenant 1 VDC Tenant 2 VDC Tenant 3 VDC

Repo

VBO

VBO

VBO

VBO

VBO

VBO

VBO
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Scenario 3: Utilize existing Veeam Cloud Connect 
environment

Tenant 1

VEX

Tenant 2

VESP

VBO server

Veeam Cloud Connect Server

Proxy one

Proxy two

Tenant 1 
backups

Tenant 2 
backups

Service Provider environment

Cloud gateways

VEOD

Self-service restore portal

VBR

VBR

Veeam Service 
Provider Console

VBO

VBO
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Demo



Q & A!


