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The Need to Back Up Azure Data

Have you ever been in a situation where you need to recover your Microsoft Azure data — whether from human error or a cyberattack — and not

been able to find a backup? Well, that data doesn't back itself up as it's your responsibility, the user, and not Microsoft.

To quote Microsoft, “for all cloud deployment types, you own your data and identities. You are
responsible for protecting the security of your data and identities, on-premises resources and
the cloud components you control (which vary by service type).”

To help us understand our responsibilities, the user’s responsibilities and the responsibilities
of Microsoft, the provider, we just need to consider the Shared Responsibility Model. Although
different services provide different levels of responsibility, the data placed in Azure is still
the customer’s responsibility. This means it is always your responsibility to protect and secure
your data.

Microsoft offers an incredibly resilient infrastructure that keeps your applications running if things
go wrong. Azure regions consist of multiple data centers that are connected by a low-latency
network to ensure optimal performance. Several regions are further divided into three or more
“availability zones” that contain multiple physically separate but interconnected data centers.
This allows Azure to maintain normal operations despite hardware and software failures or
natural disasters. By leveraging this redundant and interconnected design, you can increase your
infrastructure’s resiliency and improve its availability by replicating data across availability zones
and regions. This means you can ensure the best experience possible for your customers and users.

Despite Azure's world-class infrastructure and services, it’s still possible to lose data. If some of your
data gets deleted by mistake, an update goes wrong, you are attacked by ransomware or even

if a Microsoft data center goes down, replication-based georedundancy won't save you. To ensure

maximum availability — not to mention other factors like compliance — a strong backup strategy
is critical for the best protection.
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https://docs.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility
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Options for Azure
Backup and Recovery

There are multiple options for backing up your workloads directly in Azure.

Snapshots

The most basic built-in data protection option in Azure is the snapshot. This is a good option
if you're looking to test something but don't need long retention. To use snapshots, nothing needs to be
deployed and it's available out-of-the-box.

While they have their purpose, snapshots are not a true backup. If the account that contains
your snapshots is compromised, you could still lose your data. This represents a single point-of-failure,
since the snapshots are not stored independently from the original disk. Snapshots are also among
the more expensive storage options in Azure, which can escalate costs. Furthermore, taking snapshots
is a manual process and therefore does not provide a scalable or accountable solution for protecting
hundreds or thousands of workloads. Even though you can automate these snapshots with PowerShell/
Azure CLI, this process still has limitations.

Azure Backup

This first-party solution from Microsoft is built to back up and recover data within Azure through
a dedicated service. Azure Backup automates native snapshots and stores backups in data repositories
called Recovery Service vaults. Azure Backup can be set up the moment your resource is created.

While Azure Backup is a significantly more robust option than snapshots alone, Azure Backup still has its

limitations. At most, Azure will perform backups every four hours. This may be fine for certain use cases,
but for high-volume, mission-critical workloads, Azure Backup cannot sufficiently meet recovery point
objectives (RPOs).
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Veeam builds on Azure’s native capabilities to provide a more powerful
and versatile data protection solution. This adds more control and
flexibility to recovery time objectives (RTOs) and RPOs, granular
recoveries, built-in cost optimization and more.

Furthermore, many organizations are hybrid- and multi cloud in nature, meaning data that
requires resilience can be found in on-premises environments as well as one or more public
cloud platforms. Veeam Data Platform empowers users to centrally manage the entirety of
their environment — cloud, virtual, physical, Software as a Service (SaaS) and Kubernetes —

and mobilize their applications, services, and data across all these environments.
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Choose What's Best
for Your Business

With so many options available, it's important that you don't lose focus on
what's important — adequate ownership of your data, including protection
and security. Take time to assess your organization’s requirements and
objectives when it comes to backup to ensure that your solutions fit
your business and your budget.

The next part of this document takes a deeper look at the must-have capabilities you need
in any Azure backup and recovery solution. These capabilities are described in detail to help you
understand each consideration, and how the solutions mentioned above address them.
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DQ Meeting SLAs

Azure Snapshots

Azure Backup

Veeam

Flexible scheduling: Align backup schedules with service level agreements (SLAs), including
workloads that need backups throughout the day.

Note: Veeam can also create snapshots, one after another, or schedule a snapshot creation ranging from minutes to days.

Multiple recovery options: Recover entire VMs, disks, individual files or folder, as well as granular
recovery options for databases and applications.

Data redundancy: Store backup data leveraging different storage redundancy options (LRS,
GRS, ZRS, RA-GRS) and or to on-premises to balance retention requirements, recovery speed and
storage costs.

Note: Azure backup is limited to the paired region only.

Tags: Maintain consistency and organization of your backups to align to your compliance policies,
assign responsibilities and automate processes to ensure backup of new workloads.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.
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@ Optimizing Spend Azure Snapshots Azure Backup Veeam

Transparent pricing: Built-in calculations that allow you to forecast the cost of resources
like compute, networking, and storage that’s associated with data protection. Along with per > >

<

workload pricing which helps limit overspend on specific workloads.

Note: Azure does have a calculator feature however, it is not in real time.
Minimize backup infrastructure costs: Optimize backup infrastructure and operations costs
(e.g., dynamic compute, network traffic, etc.) without negatively impacting the performance of

backup and restore processes.

Compression: Compresses backup data up to 50% when targeting repositories to minimize
storage consumption and reduce costs.

Storage tiers: Use multiple storage access tiers like Hot, Cool and Archive to reduce costs in longer- V
term retention scenarios.

Retention period licensing: Ability to access backups and restore data long after you

L < X

stopped paying for the ability to backup.
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|-U Security and Compliance Requirements Azure Snapshots Azure Backup Veeam

Encryption: Leverage advanced 256-bit AES encryption and Azure Key Vault to encrypt data
in backup files to improve security and control over keys and passwords that are used by V V V
backup policies.

Immutability: Leverage features like immutable backups and storage to prevent unauthorized
alterations, thereby ensuring data integrity and compliance with regulatory standards.

Automated health checks and reporting: Automatically validate the integrity of backups
with cyclic redundancy checks, and receive automated reporting and emails regarding
the environment and policy status.

Role based access control (RBAC): Delegate granular permissions based on roles, ensuring only
authorized personnel have access to specific data allowing for greater security and governance

over the cloud environment.

Logical separation: Enhanced data security, reduced risk of unauthorized access or data

CC £ < XL
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breaches, improved compliance with regulatory requirements, and streamlined management of
each platform's resources and operations independently.
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ﬂ’b Hybrid/Multi-Cloud Support Azure Snapshots Azure Backup Veeam

Single console: Centrally manage your Azure environment with other workloads like virtual, V
physical, SaaS, Kubernetes, and other cloud workloads in a single platform.

Data Portability: Ability to migrate and recover your data across all environments (e.g.,
on-premises to cloud, cloud to cloud, cloud to on-premises) easily to design a secure and
resilient environment.

Flexible licensing: Portable licensing that can be reused for different workloads as business
requirements change. For example, as data is migrating from on-premises to laaS, laaS to
Paas, etc.

Data Intelligence: Empower your teams with alerts, automation, dashboards and reports for V
confidence to meet compliance and governance requirements.

Breadth of supported workloads: Protect multiple Azure services that can host your workloads
and data, e.g., Azure VMs, Azure SQL, Cosmos DB, Azure Files, Azure VMware Solution, Azure Stack V V
HCI, vNet and Kubernetes.

C € < XL
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aog Your Choice of Software or as a Service

Whether you want total control over architecture and ongoing management, or you're looking
to offload some (or all) of your protection needs, Veeam gives you the freedom to choose the best

deployment option for your organization.

Backup Software (VDP)

Own, control, backup,
and recover all your
data regardless of where
it resides — including
within Microsoft

Azure — with a software-
only delivery model.

Backup Service (VDC)

Unblock cloud teams
with Veeam's Software

as a Service solution,
ensuring they can protect
their data while staying
focused on managing
their Azure services.

Managed Service

Offload data protection
duties to a local managed
services expert, with
many partners delivering
service levels ranging
from hands-on to

fully managed.

© 2025 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.
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Summary

In this ever-changing, hybrid cloud world, it's critical that you retain ownership and control of your
data. There are multiple data protection options available for Azure, and they all have their own
capabilities. Make sure you properly assess your organization's requirements and choose the right
solution for your needs as you anticipate how those needs might change in the future.

=>» Veeam is here to help:
talk to one of our cloud
consultants to learn more

Author

Hani Immam

Senior System Engineer
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