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Anatomy of a Ransomware Attack

*Note: There is no guarantee that the attacker will follow through with decryption even if ransom paid.
UNODC does NOT recommend paying a ransom and recommends preventive measures to reduce the risk of compromise.

7. When ransom is paid, 
attacker may deliver ‘the 
private (decryption) key’

6. Attacker demands 
ransom from user
(e.g. Bitcoin)

5. Files get encrypted
and user gets
ransomware screen

8. Files are decrypted*

2. User receives a
link and clicks

3. Malware unpacks
and executes

4. Attacker gains control
of the public key’ required
to encrypt files

1. Attacker sends a
phishing email

Notas do Presenter
Notas de apresentação
Step 1: Phishing Email Sent�In 2023, the Rhysida ransomware group targeted healthcare organizations, government agencies, and other sectors worldwide. They initiated attacks by sending phishing emails, often impersonating legitimate organizations or sending fake security alerts.
Step 2: User Clicks Link or Attachment�Employees or individuals in targeted organizations clicked on malicious links or attachments in these phishing emails, allowing the Rhysida ransomware to gain a foothold in their systems.
Step 3: Malware Unpacks and Executes�Once the phishing link or attachment was clicked, the Rhysida ransomware payload was unpacked and began executing on the victim’s device, spreading across the network. Rhysida often exploited system vulnerabilities to escalate privileges and extend access within the network.
Step 4: Attacker Gains Control of the Public Key�After gaining deeper access, the Rhysida attackers generated and deployed encryption keys to encrypt files across the infected systems. This locked users out of important data and services.
Step 5: Files Encrypted and Ransom Note Displayed�Once files were encrypted, Rhysida left ransom notes on affected devices, detailing the ransom amount and instructions on how to make the payment, often demanding cryptocurrency like Bitcoin to avoid traceability.
Step 6: Ransom Demanded�Rhysida demanded a significant ransom, often targeting organizations’ most critical data. They threatened to release stolen data or keep it encrypted if the ransom was not paid, increasing the pressure to comply.
Step 7: Ransom Paid (in some cases)�In some cases, affected organizations felt compelled to pay the ransom to retrieve their data or prevent sensitive information from being exposed. However, paying the ransom did not always guarantee complete file recovery, as some decryption keys proved faulty or incomplete.
Step 8: Files Decrypted (Not Guaranteed)�Some victims reported successful decryption after paying, but many found that their data was still unrecoverable or partially corrupted, demonstrating the risk and uncertainty of paying the ransom.
The Rhysida attack on healthcare facilities particularly impacted patient data and disrupted essential services, as hospitals and clinics were unable to access medical records or treatment plans. This attack underscored the vulnerabilities in critical infrastructure and the severe consequences ransomware can have on public health and safety.
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The perfect storm of data explosion, complexity, and threats:

1 in 4
27% of organizations

paid the ransom and never
got their data back

Surge in
Ransomware Complexity

50%
Increase in avg cost of

recovery vs 2023

Recovery is
more expensive

$40 Billion
Projected costs due

to ransomware

Cost across
the globe

72.7%
Of organizations fell prey
to Ransomware in 2023

No one
is safe

Notas do Presenter
Notas de apresentação
Data is the lifeblood of every business, and data presents increasingly complex challenges for organizations to protect. 

As data size grows year on year, there is tendency that data is ever more difficult to protect. Data sprawls across multiple clouds, countless endpoints and geographic locations

If we look at this from a top down approach across the globe we find a couple key findings.

First, 72.7% of organizations fell prey to ransomware in 2023 which is up slightly vs 2022.

This led to a cost of over 40 Billion ($40,000,000,000) in projected costs associated with downtime, bad PR and ransoms paid.

While there was only a slight increase in percentage of organizations being attacked, there was a 50% increase in the avg cost to recover data and applications in 2024 vs 2023. As cyber criminals become more sophisticated and attempt double or triple extortion tactics, its becoming significantly more complex and costly to recovery safely and effectively.

Finally, this increasing complexity and extortion tactics means over 1 in 4 organizations pay the ransom, and still don’t get their data back.
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Data is under constant threat

2 years ago
Disasters

Accidents

250 Million
US Citizens impacted
in from cyber incidents 
targeted at US Government 
Entities since 2018 

64%
Of organizations do not

have a plan for where they
will recover after a

site-level crisis

2x
the number of worldwide 
cyberattacks than before
the COVID-19 pandemic

Data

Ransomware 
attacks

Notas do Presenter
Notas de apresentação
Click 0) Data is the new currency of business. It's your biggest asset. The lifeblood of your business. There are always new threats to your data. In 2023 Data Intelligence fueled government to inform policy, allocate funding, and improve services, all powered by data. The world runs on data. It's worth more than oil.
And inherent value brings inherent risk. 90% Of the world’s data has been created in the last 2 years 

Click 1) Natural disasters, accidents and ransomware attacks are increasingly prevalent.
250 Million US Citizens have been impacted in from cyber incidents targeted at US Government Entities since 2018 
2x the number of worldwide cyberattacks than before the COVID-19 pandemic.

              Click 2) 64% of government entities do not have a plan for where they will recover after a site-level crisis.
Pay the ransom and get data back (over half of companies do this). Pay ransom and don’t get data back (1 in 4 times)
250 Million US Citizens impacted in from cyber incidents targeted at US Government Entities since 2018 
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Nearly 7 of 10 Govt 
agencies reported cyber 
security incidents

43%
of data

won’t be recoverable
post-Ransomware attack

The Threat of Cyberattacks to Local Government

A stunning 98 percent of 
attacks against state and 
local governments led 
to data encryption, and 99 
percent involved attempts 
to compromise backups.

51% of State and
Local Gov backup 
compromise attempts
were successful

State and Local 
Governments end up 
paying on avg 104% of
the ransom demanded

Notas do Presenter
Notas de apresentação
The Threat of Cyberattacks to Local Government
Click 0) Cyberattacks are a particular concern to Local Government
Nearly 7 of 10 Govt agencies reported cyber incidents last year.
A stunning 98 percent of attacks against state and local governments led to data encryption, and 99 percent involved attempts to compromise backups.
51% of State and Local Gov backup compromise attempts were successful
State and Local Governments end up paying on avg 104% of the ransom demanded
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Secure by design with Zero Trust Architecture 
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Hardware-agnostic security with 
Zero Trust Data Resilience

Notas do Presenter
Notas de apresentação
We showed this slide once but the Zero Trust Data Resilience (ZTDR) – builds on the Cybersecurity and Infrastructure Security Agency (CISA) Zero Trust Maturity Model. ZTDR extends the principles of Zero Trust to backup and recovery, ensuring enterprises can reduce risk and meet their security and resilience goals. 
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Hardware-agnostic security with Zero Trust Data Resilience

Agents

Backup
Server

Proxies

Cloud

Physical

Virtual

Backup SoftwareData sources Primary Storage Backup Storage

Zero access to
root and OSa

Primary software 
Center

Primary Data
Center

Secondary Data
Center storage

Service Provider
data storage

Public 
Cloud

Multiple data resiliency zones

Notas do Presenter
Notas de apresentação
Before we dive into the 5 pillars, this wouldn’t be possible without Veams software defined hardware agnostic approach to Zero Trust Data Resilience

A common best practice for pre-incident planning is Zero Trust – a model that drives organizations to assume breach across their data estate. 

Veeam plugs that principle into the foundational architecture of every solution, employing physical and/or logical separation of environments, and least privilege access, to minimize the attack surface and blast radius.
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The Platform that brings data resilience to life

Secure cloud data 
management

Cloud Vault 

Secure by design with Zero Trust Architecture 

Data 
Recovery

Data 
Security

Data 
Backup

Data Intelligence

Proactive Threat Assessment |  Forensic Triage | Incident Response

Ransomware Patterns & Signals

Native APIs

ContainersUnstructured 
data

Cloud Virtual Physical Apps SaaS

Data 
Portability

Notas do Presenter
Notas de apresentação
So what does it mean for a company to pursue “data resilience”? Veeam looks at it across 5 core pillars:

The first is Data Backup. Backups are often the first target of ransomware attacks – regardless of where that data resides and if you remember the previous slide, 99% of attempts on local government were attacks on backups.

Next is Data Recovery. Traditional recovery strategies leave businesses vulnerable, with 43% of data unrecoverable post-attack. 

Then, Veeam is passionate about Data Freedom – the ability to freely move your data whenever, wherever and however you want. Outside of security this is the talk of the town (no pun intended) with the acquisition of Vmware by Broadcom and the roughly 3X renewal increases. Many customers are looking at alternate platform and infrastructure solutions from Public cloud, Hyper V, Oracle, Proxmox and more.

Data resilience wouldn’t be possible without Data Security – ensuring your data is secure, immutable and recoverable. And finally, Data Intelligence. Veeam is committed to making our products better, and helping you derive insights from your backup data. 

We’ll talk more about all of these pillars in today’s presentation. 
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Data Backup

Veeam enabled us to recapture 40 hours of 
productivity every month, allowing us to pivot on 
our strategic roadmap of modernization projects, 
including hardware refreshes.

City of Rancho Cucamonga Over 5000 local Govt 
Agencies work with Veeam 

Simplifies backup and 
increases recovery speed
by 99%, saving 40 hours
each month

Broad coverage
with platform-native 
backup

Optimized RPOs
and RTOs with
4-in-1 protection

Automated 
recoverability testing 
with SureBackup

Unified backup 
management
at enterprise scale

Notas do Presenter
Notas de apresentação
As said a minute ago, Data Backup is the foundation of data resilience. Veeam leverages native APIs at the platform layer, enabling cities and counties to retire point tools in favor of a platform that combines backups, snapshots, replication and continuous data protection capabilities, and optimize the total cost of ownership. 

And that commitment to TCO extends to the scalability enhancements we add each year. You can manage complex, distributed and multi-cloud environments with centralized management tools, enabling automated policy-setting that leaves no workload unprotected. 

Plus, Veeam empowers IT teams to move ‘testing’ off the ‘nice to have’ list by automating recoverability testing at scale, instilling confidence that Veeam just works! 
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Data Recovery

We finally found a solution that meets the city’s 
data integrity needs. Veeam will be part of the 
city’s lifeblood for the foreseeable future.

City of Sarasota

It’s a great feeling
being able to tell city 
commissioners that 
business continuity
is absolute

Reduced
downtime with
Instant Recovery

Granular search 
and recovery 
across platforms

Advanced disaster 
recovery planning 
and orchestration

Clean, verified 
recovery at scale 
with Secure Restore

Guarantees business 
continuity for the first

time in the city’s history

Notas do Presenter
Notas de apresentação
It’s a good reminder that disruption to the business is inevitable! And the time to find out how successfully you’ll recover isn’t while you are in the middle of a disaster….We will touch more on this with Veeams Cyber Secure Program

Veeam’s comprehensive recovery capabilities aim to reduce downtime, recover with precision, provide documentation, and even sequence disaster recovery – offering you a level of confidence most IT Teams don’t have today. 

Perhaps the worst kind of disaster is when you have to recover from a cyber attack. Veeam’s Secure Restore and Clean DR enables you to scan backups with existing antivirus software, or with YARA tools, to ensure it’s verified clean before you restore to production. 
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Data Portability

We’re counting on Veeam to help us ensure all data
is available whether it’s on-prem or in a cloud.

City of New Orleans

Veeam is widely
recognized for cloud data 
management, so we know 
that piece of the puzzle is 
there when we need it.

Broadest storage 
support, avoiding 
vendor lock-in 

Migrate and 
modernize your apps 
and infrastructure

Recover from 
anywhere
to anywhere 

Modern protection 
for modern 
workloads

Patented Portable Data 
Format delivers complete 

Data Freedom that no other 
vendor can deliver

Notas do Presenter
Notas de apresentação
When recovering from a cyber attack, you may have to opt for plan b, c, or d to get your business back up and running. At Veeam we are passionate about keeping data portable – so in the event of a disaster Veeam enables you to relocate and replatform your data so they can recover wherever and however you need to. 

And that portability promise extends to other use cases. If you are executing a hardware refresh, or replatforming a VM, or even building a container practice, Veeam can support the migration and ongoing data protection. 

And we’re able to do this in no small part to our broad storage support. So whether you are looking to reuse and optimize existing storage, leverage Veeam’s turnkey backup service – Veeam Data Cloud – or point backups to your cloud-of-choice, Veeam has you covered! 
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Data Intelligence

Veeam protects data in so many ways — monitoring, 
alerting, reporting, verifying recoverability and instant 
recovery for real-time restore.

Hanover County

Relentlessly
Driving Innovation

AI-powered detection
and security scoring

Teams get answers faster 
with AI Digital Assistant

Automatic diagnostics 
and remediation analysis

Backup data reuse for
data mining, dev/test

Notas do Presenter
Notas de apresentação
I’ve mentioned our AI-powered threat detection before, but what I didn’t mention is how easy it is to use. The engine sends signals to the Veeam Threat Center dashboard, highlighting potential threats and measuring risk via an automated security scoring function. As cyber attacks become increasingly sophisticated, you should be looking to exploit the power of AI to stay one step ahead! 

And part of that means using Veeam to its fullest extent. For example, when 450,000 organizations use your solution including over 12,000 US Public Sector customers, you can learn a lot from their experiences. Back in 2019, Veeam launched Intelligent Diagnostics, a solution that leverages a database of signals from Veeam Tech Support to recommend remediation actions for common misconfigurations. These kinds of diagnostics can help you fix issues before they become a blocker to data resilience. 

We also recently launched the Veeam AI Digital Assistant, unlocking in-product guidance using generative AI. This engine will only become more powerful, as we recently announced a joint partnership with Microsoft to co-develop and integrate with Microsoft Copilot. 

And that Copilot integration will expand our existing capabilities for Backup Data Reuse. Veeam makes it easy to crack open backups and use them for dev/test, expose them to third-party data mining tools, execute eDiscovery requests and more, ultimately maximizing the value of your backup investments.
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Data Security

Built-in security 
with a Zero Trust 
Architecture 

End downtime with 
Incident Response 
services and tools

Detect threats
earlier with proactive 
threat hunting 

Data integrity
with immutability 
everywhere 

What I find fascinating about ransomware is that 
everyone wants to get in front of the problem, 
which is great, but what do you do when you get 
hit? Are you truly prepared? What’s your business 
continuity strategy?

Kern County - CA 

That’s why Veeam is our last 
line of defense. It preserves 
our business operations.

Veeam’s AI-driven
threat detection is the 
industry benchmark
Veeam has integrated the 
most comprehensive array of 
threat detection technologies

Notas do Presenter
Notas de apresentação
I’ve mentioned our AI-powered threat detection before, but what I didn’t mention is how easy it is to use. The engine sends signals to the Veeam Threat Center dashboard, highlighting potential threats and measuring risk via an automated security scoring function. As cyber attacks become increasingly sophisticated, you should be looking to exploit the power of AI to stay one step ahead! 

And part of that means using Veeam to its fullest extent. For example, when 450,000 organizations use your solution including over 12,000 US Public Sector customers, you can learn a lot from their experiences. Back in 2019, Veeam launched Intelligent Diagnostics, a solution that leverages a database of signals from Veeam Tech Support to recommend remediation actions for common misconfigurations. These kinds of diagnostics can help you fix issues before they become a blocker to data resilience. 

We also recently launched the Veeam AI Digital Assistant, unlocking in-product guidance using generative AI. This engine will only become more powerful, as we recently announced a joint partnership with Microsoft to co-develop and integrate with Microsoft Copilot. 

And that Copilot integration will expand our existing capabilities for Backup Data Reuse. Veeam makes it easy to crack open backups and use them for dev/test, expose them to third-party data mining tools, execute eDiscovery requests and more, ultimately maximizing the value of your backup investments.
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Secure by design with Zero Trust Architecture 
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Hardware-agnostic security with 
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Notas do Presenter
Notas de apresentação
We showed this slide once but the Zero Trust Data Resilience (ZTDR) – builds on the Cybersecurity and Infrastructure Security Agency (CISA) Zero Trust Maturity Model. ZTDR extends the principles of Zero Trust to backup and recovery, ensuring enterprises can reduce risk and meet their security and resilience goals. 
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• Proactive threat detection​
• Expert Incident Response​

with Coveware
• Ransomware SWAT Team

with sub 30 minute SLA

• Advanced Architecture
and Design

• Documented, pre-tested
and orchestrated recovery

• Support Account Manager
• And More​

Pre-incident​ During incident​

• De-risk current cyber attack
• Prepare for the one ahead
• Courses and Quarterly tactics, 

techniques, and procedures (TTPs) 
analysis for all parties​

Post incident​

Veeam Cyber Secure

Notas do Presenter
Notas de apresentação
Data Security
Click 0) It is too late if you start preparing for trouble after it begins, you need a rapid, and effective response plan. 
Click 1)The Veeam Cyber Secure Program is an end-to-end offering aimed to ensure that no backup is ever compromised.
As the market leader trusted by 450k+ customers and over 12,000 US Public Sector Customers Veeam has the experience and know-how to keep your business running.

PRE-INCIDENT
Ensure your Veeam environment is set up and continues to follow best practices for security and optimal protection. We will partner on: 

System design and implementation
Backup storage best practices
Backup encryption and key storage
Documented, pre-tested and orchestrated recovery

DURING INCIDENT
Comprehensive Support in the event of a ransomware attack, including:

Proactive threat detection of suspicious backup activity
Expert Incident Response from Coveware
Veeam Ransomware SWAT Team with 30 minute SLA
A dedicated Support Account Manager (SAM) for assistance and escalation

POST INCIDENT
Financial Protection with Veeam Cyber Secure, you can rest easy with:

Confident recovery from a clean, reliable copy of your backup data
Post-incident documentation
Up to $5 million USD in data recovery expense reimbursement
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Predictable
Eliminate bill shock with flat, per-TB pricing on 
two tiers of cloud storage, inclusive of API calls, 
restore, and egress charges.

A fully-managed, secure cloud 
storage resource on Azure that 

eliminates the headaches of 
managing infrastructure and 

unpredictable cloud cost models.

Veeam Data Platform

Self-managed data 
protection for hybrid 
and multi-cloud data

• Cloud

• Virtual

• Physical

• SaaS

• Apps

Veeam Data Cloud

Fully-managed cloud 
backup services for XaaS 

and multi-cloud data 

Microsoft 365

Azure

Vault
Secure cloud storage 

made easy

Radical Resilience

Veeam Data Cloud Vault

Foundational AI

Secure
Safeguard your data on zero
trust storage that’s always
immutable and logically air-gapped
from production.

Easy
Access and use on-demand,
fully-managed storage with
zero config, management,
and integration complexities.

Notas do Presenter
Notas de apresentação
Veeam and Microsoft partner to deliver Veeam Data Cloud Vault
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Veeam provides the most complete end-to-end ransomware 
protection and recovery

Veeam Cyber Secure Program
24/7/365 SWAT Team | Health Checks | Ransomware Warranty | Incident Response Retainer

SIEM Integrations

Ransomware Prevention Threat Detection Rapid, Clean Recovery

Recover Anywhere Pre-tested, 
automated clean recovery

Incident Response –

Negotiation
(if required)

Settlements (if 
required)

Decrypt/
End Downtime

Post-incident
documentation

Largest commercial database of Cyber Incident Data

AI in-line 
Malware 
Detection

Immutable
Backup

YARA 
Rules

Clean-room, verified, 
immutable backups

Forensic 
Analysis

Notas do Presenter
Notas de apresentação
Technology alone won't solve for true resiliency, so Veeam aligns people, processes and technology. 

Click 1) We give you the power to restore any workload anywhere, anytime instantly so you can meet every challenge head on.
We provide comprehensive recovery with tailored solutions that scale with you.
When you partner with the global leader in data protection and ransomware recovery, when the worst happens you can bounce forward.

Coveware Incident Response is part of Veeam’s Cyber Secure program, combining our powerful security capabilities with expertise backed by the largest commercial database of Cyber Incident Response data.
No other vendor in the market provides this level of complete support for Enterprise Data Resilience. Period.
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End-to-End Resiliency​
Lives Made Better:

“What I find fascinating about 
ransomware is that everyone wants
to get in front of the problem, which 
is great, but what do you do when 
you get hit? Are you truly prepared? 
What’s your business continuity 
strategy?” “That’s why Veeam is our 
last line of defense. It preserves our 
business operations.”

Kern County

Transformative Data Resiliency for Strategic Success

Empowering Government

Freedom of Choice​
Decisions Made Easier:

“Veeam is widely recognized for 
cloud data management, so we 
know that piece of the puzzle is 
there when we need it.” “We’re 
counting on Veeam to help us 
ensure all data is available whether 
it’s on-prem or in a cloud.”

City of New Orleans

Digitizing Processes
Digital Leadership:

“Cities serve a digital world, so a 
city’s best defense in a digital world 
is dependable data protection, and 
that’s exactly what Veeam 
provides,”. “We trust our data is 
backed up reliably and can be 
recovered fast. Veeam is the reason 
we don’t lose sleep anymore.”

City of Rancho Cucamonga

 

​Turning Knowledge
Into Process

​Solutions for
Government

​Mission Focused,
Customer Centric

Notas do Presenter
Notas de apresentação
Empowering the Government

Click 0) You don’t have to believe what I am saying so here are a few customer comments.
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Veeam is #1 in
Data Resilience

Market Share 
Analysis: Enterprise 

Backup and 
Recovery Software

Magic Quadrant, 
ability to execute Kubernetes & 

Multi-cloud / Hybrid 
Microsoft 365

global market share 
in Data Replication 

& Protection

Secure Recovery,
5x faster

Data 
Portability 

#1

Notas do Presenter
Notas de apresentação
And finally, Our category leadership is why analysts from IDC, Gartner and others recognize us for our commitment to innovation. From leading in data protection for modern workloads, to our disciplined approach to data portability, to our award-winning recovery capabilities, there’s a lot to brag about at Veeam. But we truly do this because we are passionate about keeping businesses like yours up and running. With Veeam by your side, you have the confidence knowing that you can meet the IT needs of today, and tomorrow. 
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